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HacTtpowuka wnto3a

Mepen HacCTpoOWKOW LWNK03a U CO34aHMEM NOMUTUKM 6e30MacHOCTM BbINOSTHUTE UHMLMANn3aLumio
nporpaMmHo-annapaTHoro komnnekca «Lnto3 6esonacHocTu BupTyanbHbii Bel VPN Gate-V 4.1,
KoTopasi onucaHa B gokyMeHTe «[lporpammbiii komnnekc "LLUnto3 6e3oacHocTy BUpTYyanbHbIili Bel
VPN Gate-V 4.1". Hnunanusaymsa».

JTanbl HACTPOWKM LUNHO3A

HacTpolika nporpammHoro komnnekca «LUnto3 6e3onacHoctn BupTyanbHeii Bel VPN Gate-V 4.1»
OCyLleCcTBMseTCS B ABa dTana:

e OO6LLan HaCTpoWKa Lwto3a.

e Co3gaHue nNonuTuku 6esonacHoOCTM LW03a.

O6Lwme HaCTPOUKY LLNHO3a

Mepeuncnum obLme HaCTPOWKM LWt03a, ONUCaHHble NOAPOOHO Janee:

e Peructpauus Jlnuensum Ha wnto3 6e3onacHotn Bel VPN Gate, ecnn eé Heob6xoamMmo
rnepeperncTpupoBaTth NOCMe UHULManNn3aumm npoaykTa.

e Pabora c TokeHamum.
¢ VI3ameHeHVe naponewn (pekoMeHAyeTCs BbINOMHUTD).
e HacTponka nHTepdencos:
o HasHaueHue IP-agpecoB nHTepgencam.
e HasHaueHwne Heckonbknx IP-agpecos ogHoOMY UHTepdency.
o [lobaBrneHue ceTeBbIX MHTEPXENCOB.
e HacTtpoika ceTeBbix MHTEpdericos, nogaepxunatowwmx 802.1Q.
e Hactponka MTU mnHTepdeiica.
o [lepesarpyska LSP npu namexHeHnm coctosHmsa nHTepdencos.
e HacTpoika nepeMeHHbIX OKpYXeHUs Anst 0anaHCUPOBKN Harpy3ku Ha LUMH3.
e HacTponka napameTpoB napannenbHon o6paboTkn ceTeBoro Tpaduka.
e CuHXpOHM3auus YacoB Ha wnto3e 6e3onacHocT ¢ NTP-cepBepoM TOYHOIO BPEMEHM.
e Hactponka NAT.

e Hactponka RRI.
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Peructpauus JinueHsum nocne nHMLManu3auum

Pernctpaums lluueHsuu Ha Bel VPN Gate-V

Pernctpauwms JluueHsumn Ha MNMpoayKT BbINOMHAETCA BO BpeMS UHULManu3aumm nporpaMmmMHOro
komnnekca «LLnto3 6esonacHocTn BupTyanbHbii Bel VPN Gate-V 4.1», HO ecniv nosiBUTCS
HeobxoaMMOCTb nepeperncTpupoBaTsb JIMLeH3nio nocne nHMumManm3aumm, To UCNonb3yeTcs yTunuta
lic_mgr.

Ytunuta lic_mgr, onucaHHas B AokymeHTe «LLnto3 6esonacHocTu BupTyanbHbli Bel VPN Gate-V

4.1. CneumanuanpoBaHHble KOMaHabl», 3anyckaeTcs 3 nHTepdenca KOMaHaHOW CTPOKN U3
katanora lNpoaykrta /opt/VPNagent/bin:

lic mgr set -p PRODUCT CODE -c CUSTOMER CODE -n LICENSE NUMBER
-1 LICENSE CODE
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W3meHeHue naponen

Mocne nunumnanusaumm HPOD,YKTa nonb3oBaTenb "root" C NpaBaMy CUCTEMHOro agMUHUCTpaTopa
nMmeet HYCTOVI naporsib, KOTOprVI pekomeHayeTcA USMeHUTb CUCTEMHbIMU CpeacTBamMu:

o SaVI}J,VITe B CUCTEMY NoJib3oBaTenem "root",
e BbIMONHUTE KOMaHAY "passwd",

e BBEAUTE HOBbLIM Naposb.

CneumanbHbI NONb30BaTeNb, CO34aHHbIN B NPOLIECCE MHCTANNSAUMM C UMEHEM "cscons", UMeeT
napornbe "csp" U ypoBeHb npusunerun 15. EMy npegoctaBnseTca BO3MOXHOCTb YNpaBnsTh
HacTpownkamu Bel VPN Gate n cosgaBatb nonutuky 6esonacHoctu. PekomeHayeTcs nocne
WHCTanNmnAuumn n3mMeHnTb Napons 3Toro nonb3osaTens. lameHeHne napons nonb3oBaTens,
CO3aH1e HOBbIX MOMb30BaTENen ¢ PasHbIMU YPOBHAMY NPUBUMENIA OCYLLIECTBISIETCS B
cneumanm3mpoBaHHOM KOHCONU — B MHTepdence KOMaHAHOW CTPOKU NGO nokansHo, NMbo
yAaneHHo C UCnornb3oBaHMEM KOMaHAbl username password UMW username secret.

3agaHue napons 4ns 4ocTyna K NPUBMIIErMPOBaHHOMY (a Takke K KOHPUIypaLuMoHHOMY) PEXUMY
AN nonb3oBaTenen ¢ yposHamMu npmeunernn ot 0 4o 14 ocyuwiecTendeTca KomaHaamum enable

password WM enable secret.
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Hactpouka unrepdgencos (OC Debian)

B 3aBucmMmocTtu ot cnocoba co3gaHmst NONNTUKKM 6€e30MacHOCTM LWN3a HacTponka MHTepdencos
BbINONTHAETCAMO-Pa3HOMY:

e ecnu nonutuka 6e3o0nacHOCTM Co34aeTcs C UCNonb3oBaHWeEM cisco-like koHconu, To u
HaCTpovika MHTepeNcoB AOMKHA BbIMOMHATLCA TaMm Xe (Npu NoOMOLLM KoMaHf, cisco-like
KOHCOMN);

e ecnu nonuTtuka 6e30nacHOCTM co3aaeTcs NyTeM HanmcaHus KOHPUrypaLmMoHHOrO TEKCTOBOIrO
hanna, To HaCTPOKMKY MHTePENCOB pekoMeHayeTCs BbINONHATL Npu nomoLum cpeacts OC
(komaHpa ifconfig).

Cisco-like KOHCONb aBTOMaTUYECKV 3anyckaeTcs Npu BXOAE B CUCTEMY Nofib3oBaTenem “cscons’”.
rlOJ'Ib3OBaTeJ'|V|, 06ﬂaﬂ,a|'0L|J,V|e aOMUHUCTPATUBHLbIMU NpUBUNETNAMINU, MOTYT 3anyCTUTb KOHCOJ1b
KOMaHOon cs_console u3 KaTtanora /opt/VPNagent/bin/.

MocmoTpeThb IP-agpeca MHTEPdENCOB MOXHO C UCMOMb30BaHMEM KOMaHAb! Cisco-like koHconn show
running-config. [1na HacTponkn agpecos TpebyeTca cHayana BOWTK B rnobanbHbIN
KOHUrypaLMOHHbIA PEXUM KOHCOMU, UCMOMb3ya KOMaHdy configure terminal, a 3aTeM —B
pexum interface configuration, 3agaB kKOMaHay interface type port/number. [laHHas
KOMaHJa NOo3BONSET YNpaBnsaTb HACTPOMKAMU TONbKO 3aperMcTpMpoBaHHbIX CETEBbIX MHTEPEENCOB.
M3meHeHus, coenaHHble B 3TOM pexnme, BCTyNatT B JENCTBUE HEMEOSIEHHO N COXPaHSAOTCH B
3arpy3o4Hbix ckpuntax OC. KomaHgbl KOHCONM onucaHbl B AoKyMeHTe «LLnto3 6esonacHocTn
BupTyaneHbin Bel VPN Gate-V 4.1. Cisco-like komaHgbI».

Insa npocmoTpa IP-agpecoB nHtepdgencor B OC ncnonb3dyeTcs kKomaHga ifconfig —a.

HasHauyeHue IP-appecoB uHtepdencam

M3meHeHuTb IP-agpeca n Macku NoAceTy ceTeBbiX MHTEPEENCOB MOXHO:
e [pv NomoLun KoMaHz cisco-like koHconu;

e pW NomMoLLu KomaHabl i fconfig.

HasHauyeHue IP-agpecoB B cisco-like koHconu
1. Bowngwute B pexum interface configuration:
interface fastethernetport/number
2. HasHauybTe uHTepdency IP-agpec n macky:
ip address IP-ampec mMacka
lMoBTOpHOE 3agaHue IP-agpeca 3amellaeT npegbiayliee 3HavyeHume.

,D,J'IFI TOro, YTOObI yBunaeTb caenaHHble NBMEeHEHUA B KOH(bVII'ypaLI,I/II/I, VICﬂOﬂb3yIZTe KOMaHAay show
running-config

HasHaueHue IP-appecoB komaHao#n ifconfig
1. MNpu nomoLum komMaHap! i fconfig Ha3HaybTe agpec U Macky MHTepdency, Hanpumep:
ifconfig mma muHTepderica IP-ampec netmask macka up

2. BbI30BWTE CKPUNT, COXPaHAOLWNIA AaHHble 06 nHTepdence B KOHUIypaumoHHbIX dannax:

/bin/ni saveif.sh mmsa murepderica
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HasHauyeHue Heckonbkux IP-agpecoB ogHoMy uHTepdency
HasHaueHue IP-agpecoB B cisco-like koHconu

Pasnuyatotcs primary u secondary IP-agpeca. B kavecTBe primary agpeca BbibvpaeTcs nepBhbiil Mo
CNUcKy agpec, ocTanbHble — B kayecTBe secondary. Primary agpec MoXeT ObITb TONbKO OAVH.
AppecoB secondary MoxeT 6bITb HECKOJSIbKO.

B pexwume interface configuration BBegute komaHay:

ip address IP-ampec Mmacka secondary

HasHaueHue IP-agpecoB komaHaom ifconfig

HasHauntb Heckonbko IP-agpecoB ogHOMY MHTepdency, T.e. co3gaTh HECKOIbKO BMPTYyarbHbIX
(nornyeckux) NHTEPAENCOB, MOXHO NPY NOMOLLUM KOMaHAbl i fconfig.

1. CospganTte cHa4vana BUpTyanbHbIV MHTEPdENC:
ifconfig mma muHTepderica:1l IP-ampec netmask macka up
2. Bbl3oBUTE CKPUNT, COXpaHSAOLWNA AaHHble 06 nHTepdence B KOHPUIypaumoHHbIX dannax:

/bin/ni saveif.sh mma murepderica

[obaBneHue ceTeBbIX UHTEPeNcoB
1. B 3aBucumocTn oT TMna nHtepdenca gobasbte B pann /etc/ifaliases.cf CTPOKY:
ans Ethernet 1000 Mbit
interface (name="GigabitEthernet(0/X" pattern="Y")
ansa Ethernet 100Mbit n gp.:
interface (name="FastEthernet(0/X" pattern="Y")
X — Homep dmamnyeckoro nopta ethernet
Y — umMs nHTepderica B onepaumoHHON CUCTeEMe.

2. Heobxoaunmo nepecuntath XaLI-CyMMY M3MeHeHHoro danna. 3anyctute yTUnuTy integr mgr
calc:

integr mgr calc -f ifaliases.cf
3. I'IepesanyCTMTe vpn-geMoHa, BbINOJTHMB KOMaHOy:

/etc/init.d/vpngate restart

Hactpo#ka ceTeBbIX MHTEpPhencos, nogaepxusarowmx 802.1Q

NuTepderic 802.1Q sBnsaeTca pacumpeHnem obbivHoro Ethernet nHtepdeiica (cm. Ctanpgapt IEEE
802.1Q). Ang npumepa HacTpoum VLAN-nHTepdenc 10 Ha nHTepdpence eth0:

1. B dhann /etc/network/interfaces, B pasgen ###netifcfg-begin###, no6aBbTe CTPOKM:
auto eth0.10
iface eth0.10 inet static
address 192.168.0.2
netmask 255.255.255.0
vlan raw device ethO
2. [obaBbTe B hann /etc/ifaliaces.cf CnegyloLyo CTPOKY:
interface (name="FastEthernet0/0.10" pattern="eth0.10")
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3. lNepecunTante xsLW-CyMMYy n3MeHeHHoro danna ifaliaces.cf, 3anycTmB yTUNUTY
integr mgr calc

integr mgr calc -f ifaliases.cf
4. lNMNogHumuTe NHTEpeic:
ifup eth0.10
5. lepesanyctnte vpn-4eMoHa, BLINOMHUB KOMaHAY:

/etc/init.d/vpngate restart

Hactpoika MTU unTtepdenca

HacTtpouTb 3Ha4yeHne MTU ceTeBoro nHrepdeica, kotopoe 3agaet MakCumarnbHbI pa3Mmep naketa,
nepegasaemoro 6e3 pparmeHTauumn Yepes gaHHbIN MHTepdENC, MOXHO, UCNOMb3yHA NMbo cpeacTea
OC, nu6bo komaHay mtu nHTepdenca KoMmaHgHOW CTPOKM KOHCOSM.

Hactporika MTU ceteBoro untepcerica B OC Debian ocywiectenaetca cnegyowmm obpasom:

1. B dann /etc/network/interfaces, B pa3gen ###netifcfg-begin###, B onncaxme
BblIBpaHHOro ceTeBoro MHTepdeiica fobaBbTe CTPOUKY:

MTU YYYY
YYYY — pasmep MTU ceTeBoro nHrepgenca.
2. lepes3anycTute ceTeBOro AEMOHA, BbIMOMHMB KOMaHay
/etc/init.d/networking restart

Takum o6pa3om ycTaHaBnMBaeTCsl NOCTOSIHHOE 3HaveHne MTU.

YcraHoBKa 3HaveHus MTU uHTepdpelica Ha Bpems ogHowm ceccum (go nepesarpysku OC)
OCYyLLEeCTBNSeTCAa KOMaHAoM:

ifconfig eth0 mtu YYYY (mns murepderica fa 0/0)
ifconfig ethl mtu YYYY (mns murepderica fa 0/1)

YYYY — pasmep MTU ceTeBoro nHtepdemnca.

Mepe3arpy3ka LSP npn nameHeHUn cocTosiHUA UHTEPhencoB

Mepuoanyeckn VPN gemoH (vpnsvc) MNpoaykTa onpaliMBaeT onepaumoHHyto cuctemy ob
N3MEHEHUsIX B COCTOSIHUM UHTepdelicoB. Ecnu B nocneaHuii onpoc npousoLwwnu kakne-nnmbo
M3MeHeHNA No CpaBHEHUIO C NpeabiayLnm, TO aBTOMaTu4eCcKu NpoucCxXodunT nepesarpyska rnoJimTuku
©esonacHocTu (LSP), 3arpy>keHHown B 6a3e NpoaykTa.

N3meHeHuns B COCTOSHUMN nHTepdencoB MOryT BbiTb Crneayownumm:
e COCTaB UHTEP(ENCOoB;
e |P-agpec nHTepdeiica;
e Macka IP-agpeca nHTepgeica;
* MHAOEKC MHTepdenca;

e Broadcast agpec.
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HacTtpoika nepeMeHHbIX OKPYXeHUS

MmeeTcsa BO3MOXHOCTb HACTPOUTb HEKOTOPbLIE NEPEMEHHbBIE OKPY>KEHUS, KOTOPbIE MOTYT MOBNUATH
Ha paboty Bel VPN Gate unu gate BO3MOXHOCTb NOMYYMUTb JOMNOMHUTENBHYHO MHAOPMAaLNIO B fOr-
danne.

MOoXHO N3MEeHUTb 3Ha4YeHusa cregyruwmnx nepeMeHHbIX OKPpYXEeHUA:
CSP_SYS_RESPONSE_TIMEOUT
CSP_LOG_TASK_TIME
CSP_LOG_TASK_QUEUE_PERIOD
VPNGATE_CONFIGURED

HavyanbHble 3Ha4YeHus, YCTaHOBJIEHHbIE MHCTAINIATOPOM, O1A BCeX NepeMeHHbIX OKPYXeHUA paBHbI
0 n coBnagatoT CO 3HAYEHUSIMU, YCTaHOBJTIEHHbIMUN MO YMON4YaHUIO.

N3MeHNTb 3Ha4YeHne NepeMeHHbIX OKPYXEHMSI MOXXHO crieayoLwmnm obpasom:
1. oTpepakTupoBaTtb pann /etc/default/vpngate
2. nepes3anycTtutb vpn-AeMoHa, BbINOJIHUB KOMaHAy

/etc/default/vpngate restart

Onucanue nepemMeHHbIX OKPYXeHnsA

CSP_SYS_RESPONSE_TIMEOUT 3afaeT MakcuMarnbHoe BpeMsi (B CEKyHAax), Ha KoTopoe
VpN-4eMOH MOXeT "NoABUCHYTL" nepes TeM Kak aBapuiHoO
3aKOH4YMTb CBO paboTy. "TlogBucaHmne" — cocTosiHue,
Koraa HuM ofHa 13 paboumx HUTE He MOXeT B3SiTbCS 3a
BbINOMHEHNe 3agaHus. Mo JOCTUXKEHUUN yKa3aHHOTO
BPEMEHN VPN-AEMOH CaM aBapUIHO 3aBepLUaeT CBOK
paboTy 1 co3gaeTt core-chann.

MexaHu3m cnexeHusi 3a 3aBUcCaHMEM Vpn-AeMoHa
no3eonseT 3aBepwnTb paboTy HepaboTocnocobHOro
AEeMOHa 1 3anyCcTUTb HOBYH CECCUI0, TEM CaMbIM MOBbLICKB
OTKa30yCTONYNBOCTb CUCTEMBDI.

Ecnn CSP_SYS_RESPONSE_TIMEOUT = 0, TO MexaHn3M
crnexeHus 3a 3aBuMcaHUEM VPN-AeMOHa He BKIYaeTcs.

lMepemeHHble okpyxeHusa CSP_LOG_TASK_TIME n CSP_LOG_TASK_QUEUE_PERIOD
MCNonb3yloTcs cnyx6oi nogaepkkn aAnst AMarHOCTUKM pasnuyHbix cutyauuin. O6e nepeMeHHble
3aatoT BpeEMS, MO UCTEYEHNM KOTOPOro B dhain fora BblgatoTCsl COOOLLEHUS.
CSP_LOG_TASK_QUEUE_PERIOD BbigaeT coobuieHus ypoBHs info, CSP_LOG_TASK_TIME
BblJaeT COObLLEHUS YPOBHS warning.

CSP_LOG_TASK_TIME 3aJaeT BpeMs (B ceKyHAax), KOTOpoe AOMKHO ObITb
3aTpayveHo Ha BbINONHeHWe oaHoM 3agaydn. [Npu
NpeBbILIEHNN 3aaHHOr0 BpeMeHu B chain nora dyaet
BblJaBaTbCsi COOOLLEHNE O BonbLleM 3aTpaYeHHOM
BpPEeMEHW Ha BbINOMHEHWE OOHOW 3aJauun:

Event Manager profiler: task time is <n> sec
(src=<hex> dst=<hex> idx=<n> proc=<hex>)

Ecnun CSP_LOG_TASK_TIME = 0, To coobLueHune B chann
riora He BbIBOANTCS.
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CSP_LOG_TASK_QUEUE_PERIOD

VPNGATE_CONFIGURED

3apaeT nepuoa (B cekyHaax), C KOTopbiM B ¢bann nora
OyayT BblgaBaTbCs COOOLLEHUSA O BpEMEHU OXUOAHUS
3agaym B odepeamn n anvHe odvepeam 3agad. CoobuieHus
BbIBOOATCA crneayoLero smaa:

Event Manager profiler: waiting time of task
queue 1is <n> sec, queue length is <n> tasks

Ecnn CSP_LOG_TASK_QUEUE_PERIOD =0, 10
coobLeHus B hann nora He BbIBOAATCS.

nokasblBaeT BbINOJIHWI N NONb30oBaTeNb NPOLECcC
nHuumanusaumm Bel VPN Gate. MoxeT npuHumaTh
3Ha4yeHus: yes unum no.
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HacTpoika napameTpoB napannenbHOn 06paboTku
ceTeBOro Tpaduka

HeobxoanmocTb HacTPOkK NapaMeTpoB C Lienbio onTuMmnsaumm IPsec 06paboTkm ceTeBoro
Tpaduka Ha MHOTOMPOLIECCOPHbIX CUCTEMAX, MOXET ObITb Bbl3BaHa 0COOEHHOCTAMM annapaTHoro
YCTPONCTBA CUCTEMBI, ONTMMU3ALMEN NOA ONPeaeneHHbIN XapaKTep CETEBOro Tpaduka,
onTMMMU3aumnen Noa XxapakTepPUCTUKM CETEBLIX MHTEPMENCOB 1 KaHana CBA3W.

Ha pucyHke Huxe npeacTaBneHa cxema napannensHon o6paboTkm Tpacduka B Linux.

KoHTekeT npepeisaHia (softirg) KonTekcT sumu-obpaboTumia
A IPsec obBpaboTtka D”EMWHHH MogroToska K
nakaTa OTNpaExe
afouEnA jDYepe0L \L
Mony-eHue naketa i |Psec obpaboTka OBpaboTka B Linux IP
Np&eAsapUTEnLHaR naKETa
oEpaboTka Stack
IPsec obpaboTia OTnpaeka OpaieapomM

naxeTa CETEBOM UHTepdeRcs
PucyHok 1

Mocne nonyyeHus, nakeT npeobpasyeTcs K BHyTpeHHeMY dopMaTy. [poBepsieTcs, HET fn
npeBbiLLEHUs pa3mepa paboyen ovepeamn unu odepeamn oTnpaeku. [lanee nakeT NomeLLaeTcs B
pabouyto ouepenb 1 ouepeb OTNpaBku.

MakeTbl 3abupatoTca u3 paboyen ouyepeam HECKONbKMMU HUTAMU 06paboTymMka 0QHOBPEMEHHO.
Mponcxoant duneTpaumsa n kpuntorpadunyeckas obpaboTka.

MakeT oTMevaeTcsi B oMepeamn oTnpaBku Kak roToBbIN (Mpu paboTe ¢ ovepebio OTNpaBKu
npoussoamnTcs 3 onepauun — BKIOYEHME B ovepeb, paspeLleHne oTnpaBku, N3BNeYeHne n3s
ouepeau; ans paboyer ouyepeaun onepaumm ABe — BKIOYEHNE B ovepeb, U3BIeYEHUE U3 o4epean).

B KoHTekcTe ogHoM 13 HMTeVI-06pa6OTHMKOB nponcxognT n3efie4eHmne nakeToBs N3 odepenun
OTnpaBKK, U BbIMOJTHAKOTCA OEencTBus, CBsA3aHHbIE C MapLUpyTVI3aLI,VIeVI W ganbHenLwen OTI'IpaBKOIZ
naketa.

HacTtponka napametpoB paboyen oyepeau

MapameTpbl paboyen ovepeam HacTpamatoTca B dpanne /etc/modprobe.d/vpndrvr.conf (napameTp
cpu_distribution) n ¢ nomowbto yTunutel drv_mgr (napameTtp pg_thread_q_size).

cpu_distribution

HasHaveHneMm napameTtpa cpu_distribution aBngaetca ontumumsaumsa JocTyna K NaMsaTu 1 Kewam
npoueccopoB npu obpaboTke Tpadmka, MUHUMU3aLMSA NEPEKTIOYEHUS KOHTEKCTOB HUTEN sapa
Linux, a Tarke 6onee acdekTMBHOE pacnpeaeneHne BblMUCINTENbHON MOLLHOCTU
MHOTOMNPOLIECCOPHOM CUCTEMbI MEXAY 3adavyamMmu o6paboTkm Tpadmka. MHoronpoLeccopHbie
cuctemsl, ucnonesyowmne NUMA apxuTekTypy, pasgensaioT onepaTnBHYO NaMsaTb MEXay
Heckonbkumu NUMA-y3namu. K NUMA-y3ny npunnucaHo HEKOTOpOe YMCO NpoLeCcCopHbIX aaep.
Hoctyn k namaTtu BHyTpy cBoero NUMA-y3na nponcxoaut ropasgo beictpee, Yem K MaMsiTi 4y>Koro
y3na. lMoaTomy Lenbio HacTporkn senseTcs obpaboTka BbIAENEHHOMO NOTOKA CETEBOro Tpaduka B
pamkax ogHoro NUMA ys3na: nony4yeHue |IP-nakeTta, BblaeneHue namsatu nog Hero u IPsec-
o6paboTka AormKHa NponcxoauTb Ha sapax npoueccopa, NPUNUCaHHBLIX K OAHOMY Y3ry.
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Apnpa, BblaeneHHble Ana o6paboTku npepbiBaHWMIA, MO BO3MOXHOCTM pa3MeLLaloTCs B pa3HbiX
NUMA-y3nax. Kaxgomy BbigeneHHomy ans obpaboTtku sapy COOTBETCTBYET CBOsi paboyast
oyepeab. B cnyyae nepenonHeHusa ceoen ouepeau, Tpaduk 6yaet nomeLlaTeCsi B caMyto
cB0OBOAHYIO "uyxyl0" odepeab (ecnu Takas HangeTcs), Npu 9TOM BO3MOXHA NoTeps
NPON3BOANTENBHOCTMW.

MpuBA3ka npepbiBaHWU No3BoNsAeT 40OUTbCA GonbLuen agdeKTMBHOCTN 06paboTku T.K. ANg
0o6paboTkn nakeTa OyaeT ncnonb3oBaHa oyepenpb, Haxoadwasacs B koHTekcte NUMA 1 kewwa
npoueccopa, Ha KOTOPOM NMPOM30LLNO NpepbiBaHne. Kpome Toro, npuesa3ka npepbiBaHWm
obecneynBaeT BO3MOXHOCTb NapannenbHo 06paboTku NpepbIBaHUA NpW 3HAa4YEHUW Yncna
npoLeccopHbIX aaep Asa u 6onee.

MapameTp cpu_distribution nmeet cnegyowmin popmar:
<NIC0>,<NIC1>,...:<irq cores>/<working cores>
<NIC0>,<NIC1>,... — CNMNCOK UHTEPEENCOB, ANt KOTOPbIX BbINOHAETCH NPUBSA3Ka NpepbiBaHNN.

HonyckaeTcst nycTon CnMcok nHTepdencos, Toraa npyeaska npepbiBaHUIA K NpoLeccopam He
BbINOMHAETCS, U NPepbiBaHMSA CETEBbIX MHTEPdENCOB pacnpeaensaTcs B COOTBETCTBUM C
anropMTtMom HasHadeHus npepbiBaHuii LINUX. B aTom cnyvae Bo3aMoxHa meHee
acpbekTnBHan obpaboTka NnakeToB.

Bce nHTepdencol, ABHO yKasaHHbIe B CMIUCKE AOIMKHbI ObiTb MOAHATHI HA MOMEHT cTapTa
Opansepa.

MepeuncnaTb MHTepdelickl cmbicna He nmeeT. MoxHO ykasaTtb ™', Torga "npmesiabiBaroTca”
BCe NpepbiBaHUst MHTEPdENCOB, U NYCTOWM CMMCOK (HNYEro nepeg cMMBoroMm '), Toraa
NPWBSI3KN NpepbIBaHU He byaer.

Mpu 3HaveHun <irq_cores> = 0 npuBsA3ka NpepbiBaHMI genaeTcs KO BCeM npoueccopam
O[HOBPEMEHHO.

<irg cores> — 4yncno NpoLEecCopHbIX S4ep, NOMHOCTLIO BblAENEHHbIX Nod 06paboTky npepbiBaHWUA
ceTeBbIX NHTEPdENCOB.

<irg_cores> = 0 ncnonb3yeTcs ANs pacnpeneneHns npepbiBaHui no YMON4aHuio.
<irq cores> = 1 04HO BblAEeNeHHOE AP0 4118 NpepbIBAHNNA.

<working cores> — KofnmM4ecTBo paboynx HUTOK, YNCIIO NMPOLIECCOPHLIX SAEP, UCNONb3yeMblX Ans
IPsec o6paboTKu.

<working cores> MOXeT UMeTb 3Ha4YeHne "*", KoTopoe o3HavaeT "ncnonb3oBaTb BCe
OOCTYMHbIE A4pa, 3a UCKMYeHNeM saep npepbiBaHuin”. PekomeHayeTcs ykasbiBaTb
3HayeHue, KpaTHoe <irg cores>, B 3TOM cny4vae obecnevnTcs paBHOMEpPHOe pacnpeaeneHue
NPOLECCOPHBIX SA4ep NO 00CNyXNMBaeMbIM 04Yepeasm.

3HaveHus no yMmon4yaHuiro:

e Ecnu aBHO He 3agaBaTb cpu_distribution n uMcno npoueccopHeix aaep 3 1 6onee,
NpPUHUMaeTCcsa 3HavyeHne *:1/*

e Ecnun aBHo He 3agaBaTtb cpu_distribution 1 4yncno npoueccopHbIX gaep 2 unm ogHo,
npuHUMaeTcsa 3HaveHne *:0/*

OrpaHuyeHus Ha 3Ha4vyeHua B cpu_distribution
e <irq cores> < 4yncno NPoLECCOpPHbIX SAep
e <irq cores> + <working cores> < 4yncno NpoLecCopHbIX Saep

e <irq cores> < <working cores>

pg_thread_q_size

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 13



Bel VPN Gate-V 4.1. PykoBoacTBO agmuHucTpaTopa. Obwwume HacTponku

MapameTp pg_thread_q_size orpaHuunBaeT pasmep oyepeau n sagaetca ytunuton drv_mgr,
onucaHHom B AokyMeHTe «[1porpaMmHo-annapatHbIn komnneke «LLno3 6esonacHocTu
BupTyaneHbin Bel VPN Gate-V 4.1». CneunannsvpoBaHHble KOMaHObI».

Ecnu <irq_cores> 6onblue 0gHOro, To BblYMCNAETCA AN KaXaon odepeamn B OTAENbHOCTH.
MakcumanbHOe cymMapHoe KOMMYeCcTBO OXnAatoLLMX NakeToB YMHOXAEeTCH Ha KONMYeCTBO
oyepenen.

HacTtpoiika anvHel odepean genaeTcs B 3aBUCMMOCTM OT XapakTepa Tpadmka. bonblias anvHa
no3sonseT n3bexaTb NOTEPb NAKeTOB NPU MUKOBLIX 1 HEPABHOMEPHLIX Harpyskax, a Takke
obecneunT MakcMMasbHYyt NPOMYCKHYI0 CNOCOBHOCTL. ManeHbkuiA pasmep ovepeamn no3BonseT
OrpaHMYnNTb MakcMmasibHoe BpeMsi 06paboTkM O4HOro NakeTa, CHUXKaeT NCNoMb3yeMbli 06beM
namaTu sapa Linux (ocobeHHOo aTo akTyanbHO Anst 32-6UTHbBIX CUCTEM).

PekomeHaaLum no MCNoNb30BaHMKO
[nsa cuctem ¢ OQHNM-OBYMA NpouecCopHbIMU AApaMn AOCTAaTOYHO 3HA4YeHUA No ymon4aHuio *0/*.

Ecnu B cucteMe ecTb oauH MHOrosiiepHbli npoueccop (3 u Gornee saep), pekoMeHayeTcs
KOHGUrypaumsi no ymonyanuto *:1/*. [ns onTumarnbHbIX pe3yrbTaToB Nnpu 60bWLOM KonnyecTse
aaep, MoXeT GblTb MONIE3HO COKPaTUTb YMcno <working cores>: To ecTb BbicTaBuTb *:1/N, rae N
YMCNO NPOLIECCOPHBIX AAep-2 1 MeHee.

Onsa cuctem ¢ aByms 1 6onee MHOrosgepHbIMU NPOLIECCOPaMM BO3MOXHbI CrieyioLmne BapnaHThbl:

e ecnuv annapaTHasi KoHGUrypauumst u xapakrep Tpaduka no3BossieT napannensHyo 06paboTky
npepbiBaHWi, TO YMCHO <irg cores> MOXHO YBENWUYUTb (BbICTABUTb 2);

e ecnv gobutbcs napannensHoi 06paboTkn NpepbiBaHWIA HEBO3MOXHO, TO HAA0 BbICTaBUTb
<irq cores> = 1 ganee, B 3aBMCUMOCTUN OT CITOXXHOCTUW KpUNTOrpacpmnyecknx Bbl4YMCIEHNN,
onTUmarnbHOW KOHUrypaumnen MoxeT ObiTb Nokanmsaums Bcex IPsec BblYMCNEHNI HA OQHOM
npoLieccope NyTem orpaHuyeHnst Yncrna <working cores> 0o 4nicna saep Ha OgHOM
npoueccope-1.

HacTpoiiku napameTpoB ouepeau OTnpaBKu

Ouyepenb oTNpaBku NpeaHasHaveHa Ansi BOCCTaHOBNEHUA Nopsaka NakeToB Nnocre napannensHomn
obpaboTkn. Oyepenb ynpaensieTcs napameTpamu pg_thread_q_size u pqg_force_ordering, koTopble
3ajatoTcsa ytunuton drv_mgr, onnucaHHon B JOKyMeHTe « [MporpaMMHo-annapaTHbIin KOMMMeKe
«LLnto3 6e3onacHocTu BupTyaneHbii Bel VPN Gate-V 4.1».Cneumann3npoBaHHble KOMaHabI».

pg_send_q_size
MapameTp pqg_thread _q_size 3agaeT makcumarnbHOE YMCNO NAKETOB B oMepeamn OTNpaBKu.

3HaueHune 0 oTknoYaeT odepeab OTNpPaBkn. ATO MOXHO cAenaTb, ecnu LW3oM obpabaTtbiBaeTcs
OOHOBPEMEHHO MHOIO CETEBbIX COEAUHEHWNI U CECCUN, perynnpoBaHue nopsiaka OTnpaBky NakeToB
B 9TOM cryyae He TpebyeTcs. Mpu OTKMIOYEHHOW ovYepeamn OTNpaBky, 3aBepLuatoLLme ctagum
06paboTkM nakeTa, Ha4yMHas ¢ brnoka "nogroToBka k oTnpaske” (PUCYHOK 1), BbINOMHSOTCA cpasy
nocrne 6noka "IPsec obpaboTka naketa". To ecTb oTNpaBka naketTa NpoMcxoauT napannensbHo,
MUHYSA odepedb. OTKNIOYEeHe ovepean MOXET AaBaTb BbIMIPbIL B MPOU3BOAUTENBHOCTM 3a CYeT
cokpaLeHus obuero BpemeHn o6paboTkM nakeTa u napannensHOn OTNPaBkX, a MOXeT 1 HaobopoT,
NpYBOAWTL K Aerpagauumn Npon3BoanTENbHOCTM U3-3a NOTEPU NepeynopsiAOYEHHbIX MaKeToB B
nonb3oBaTenbCKNX NpoTokonax. MNapannenbHas oTnpaBka NaKeToOB B HEKOTOPbIX Cyvasx TOXe
yxXygwaeT Nnpou3BoauTENbHOCTb.

Pa3swmep, kak n ans paboyern oyepeamn, NnogcTpamBaeTcs Nog xapakrep Tpaduka. OrpaHnyeHus
ovepenn oTnpaeky U pabodert ovyepean NPOBEPSOTCA OQHOBPEMEHHO, Y TPAUK MOXET
YHUUTOXATbCS NPW 3anofHEHUN OOHOW U3 HUX.
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pg_force_ordering
MapameTp pg_force ordering onpenensieT, 4To NPOMCXOAMT NPU 3anNoSTHEHNN oYepeaun OTNPaBKU:
e Ecnu BbicTaBneHo 3HaveHue 1, nakeTol npu nepenosyiHeHnn ovepenn yHN4TOXatroTCA.

e Ecnun BbicTaBneHo 3Ha4veHn 0, nakeTbl BCe paBHO obpabaTbiBatoTCs — TO €CTb NOPSA0K
OTNpaBKW NAKETOB perynupyeTcs TOMNbKO B Clyyae HU3Kow 3arpysku. [pu ycTtaHoBKe
pq_force_ordering = 0 pekomeHayeTCs BbICTaBNATb ManeHbkoe 3HadeHne pg_send_q_size.

Ecnu pg_send_q_size = 0, 3HaueHwne pq_force_ordering He nmeeT cmbicna.

Mpumep:
NmeeTtca 4 NUMA-y3na, no 4 sapa Ha y3en. YcraHoum cpu_distribution=eth0,eth1,eth6,eth9:3/*.

Monyunm cnepytowee pacnpegenexHme:
eth0 ethl eth6 eth9

Q — ouepeau/BblgeneHHble sapa npepbiBaHWN,

W — paboune HUTKK, 3anyLLleHHbIe Ha TOM e Npoueccope, YTo 1 ovepeau,
w — paboune HUTKK, 3anyLieHHble B "4yxom" NUMA-y3ne,

NVHUN — NpMBA3Ka NpepbiBaHWN.

To, 4To B NpUMepe He N306paXxeHo, YTO HET COOTBETCTBUSI MEXAY MHTEPENCOM M O4YEPESBIO — He
cnyvanHo. Ecnn nHtepgeinc umeeT MHOXeCTBO npepbiBaHuin MSI-X, oHW pacnpenensoTcsa Mmexay
BCEMW BblAENEHHbIMM A58 06paboTkn NpepbiBaHWA SapaMu.

3ameyvyaHusa

MpuBs3ka NpepbiBaHW MHTEPdENCOB He Bcerga cpabartbiBaeT. Bo3MOXHO, eCTb orpaHuyeHve Ha
KONMMYeCTBO NMpepbiBaHMIN, MPUBA3aHHbIX K 0QHOMY npoueccopy. CneunanbHOM AMarHOCTUKM B 3TOM
crnyyae He BblJaeTcsl, pe3ynbTaT NPUBA3KM MOXHO NPOBEpUTb, U3yuns /proc/irg/*/smp_affinity n
/proc/interrupts.

PacnpegeneHune mexagy oyepeaamum (<irq_cores> > 1) 3aBUCUT OT aBTOMATUYECKOrO
pacnpegeneHus Tpaduka mexagy HECKONbKUMU MpepbiBaHMAMN CeTEBOro nHrepdenca. 31o
paboTtaeT He Bceraa.

Mpn MHTEHCUBHOW, HO HE MOJHOW 3arpy3ke Lo3a, Ha BpeMsi 00paboTku NakeTa BrMsSIeT CKOPOCTb
npobyxaeHus HUTK agpa Linux. Ha Bpemsi npo®yxaeHust HUTU B CBOO ovepeab MOTyT BUATb
pa3Hoobpa3sHble npouecchl BHYTpY Linux (Hanpumep, BNUAIOT BbI30BbI KOMaHAbl pPs Unv
aHanorm4Hble AeNCTBUS, UHTEHCUBHBIV JOCTYN K doannoBoi cucreme). OcobeHHO HeraTMBHbIN
achbdhekT NposiBNAETCS NpU BKITOYEHHOM o4epean OTnpaBku, T.K. MPU 3TOM 3afep)Kka OQHOro naketa
BNUSAET Ha pyrve, KoTopble NOCTYNUIN Ha 00paboTKy NO3Xe Mo BPEMEHMN.

MpuBA3Ka npepbiBaHUA BaXkHa HE TOMbKO A118 CeTeBbIX MHTEPdENCOB, K KOTOPLIM NPUBS3aHbI
aencteua IPsec-o6paboTkn. Ecnu nakeT ncxoasiwmmn, To ero 0opaboTka NpoMCXoanT B KOHTEKCTE
MHTepdenca, Ha KOTOpbI NakeT NOCTYNWUIT Kak BXOOSLLMNA.
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Hactpoika NTP (Network Time Protocol)

MpeoBapuTensHO HACTPOUM Ha LWiMto3e 6e30NacHOCTM CUCTEMHYIO AaTy M 4acoBOM NOSAC:
YCTaHOBUM TEKYLLYIO CUCTEMHYIO AaTy KOMaHAOoMW:
date MMDDhhmm[[CC]YY] [.ss]

MM — mecsu, DD — geHb, hh — yackl, mm — MuHyTbl, CCYY —rof, SS — CeKyHAbl
(roq v cekyHabl yka3biBaTb He 00s3aTENBLHO).

Bbibepem HyxHbIn yacoBow nosic. CNMCoK BCex AOCTYMHbIX YAaCOBbIX MOSCOB MOXHO HAWTH B
katanore /usr/share/zoneinfo. [lenaem CCbifiky Ha HYXXHbI YaCOBOW NOSC, HanpuMep:

In -sf /usr/share/zoneinfo/Europe/Moscow /etc/localtime

BbibpaHHyto 30Hy gobasum B hanin /etc/sysconfig/clock.

Onsi cuHxpoHm3aumm YacoB ¢ NTP-cepBepom TouHoro Bpemenun B OC ncnonb3yeTcst EMOH ntpd,
KOTOPbIN MOXET BbICTYMaTb Kak B ponn cepBepa, Tak U KNMeHTa, B 3aBUCUMOCTM OT HACTPOEK,
3ajaHHbIX B KOHpUrypaumoHHoMm canne /etc/ntp.conf. 1o ymonyaHuio 4EMOH HAaCTPOEH Kak
NTP-knuneHT.

Hactponka NTP-cepBepa

Onuwem HekoTopble NapameTpsl, 3agatoLmnecs B panne /etc/ntp.conf 1 nossonsoLme
HacTpouTb Linux NTP-cepsep:

MapameTp server 3agaeT BHELWHWI 3TanoHHbIn NTP-cepBep, KoTopbin OyaeT Mcnonb3oBaThCs
OnNs CUHXPOHM3aunMn ¢ nokanbHbIM Linux NTP-cepBepom:

server <server addr>
<server addr> - P-agpec unu joMeHHoe UMA BHellHero atanoHHoro NTP-cepsepa.

Taknx aTanoHHbIX CepBepoB MOXKET ObITb YKa3aHO HECKOSbKO, KaXabl B OTAENbHOW CTPOKE.
Hanpuwmep:

server ntpl.vniiftri.ru

server ntp2.vniiftri.ru

MapameTp restrict No3BoONseT 3a4aTb OrpaHUYeHUst Ha AOCTYN U ynpasneHue Linux NTP-
cepBepoM:

PaspelumnTe BHelWHUM aTanoHHbIM NTP-cepBepam obpawatbes K Linux NTP-cepsepy,
Hanpumep:

restrict ntpl.vniiftri.ru

restrict ntp2.vniiftri.ru

Ecnu k Linux NTP-cepBepy 6yayT noctynatb 3anpocbkl Ha NTP cuHxpoHunsauuio (6e3
MoaMdmMKaLMKN U OTCbISIKM TPAMoB) OT APYrMX KOMMbIOTEPOB NOKanbHOW ceTu, To AobaBbTe B
chann CTpoKy:

restrict <addr local network> mask <addr local mask> nomodify notrap

<addr local network> — ajpec fnokanbHOW NoaceTn, KoTopyto obcnyxunsaet
Linux NTP-cepBep;

<addr local mask> - MacKa nogceTu.
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YT06bI Linux NTP-cepBep nmen nonHel JOCTYN K caMomy cebe 6e3 orpaHudeHnin, BnunTe
CTPOKY:

restrict 127.0.0.1

MapameTp driftfile ykasbiBaeT haitsl, B KOTOPOM XPaHUTCS MOrPELLHOCTb CUCTEMHbIX YacoB:

driftfile /var/lib/ntp/ntp.drift

MapameTp logfile 3agaet nor-chann:

logfile /var/log/ntpstats

Hactponka NTP-knueHTa

[na HacTpownkm Linux NTP-knmeHTa, B panne /etc/ntp.conf A0OMKHbI NPUCYTCTBOBATb CTPOKM,
3ajaroLue cnegyolme napameTpbl:

MapameTp server 3agaet nokanbHbli NTP-cepBep, KOTOpbI ByaeT ncnonbL30BaTbCA Ans
CUHXPOHU3aLmn BpemeHn NTP-knneHTom:

server <server addr>

<server addr> - IP-agpec unu gomeHHoe nmsa NTP-cepsepa rnokanbHon ceTu.

MapameTp restrict No3BOMNseT 3a4aTb OrpaHUYEeHUst Ha AOCTYN U ynpasneHne Linux NTP-
cepBepoM:

OrpaHquTe 0OCTyn K cepBepy No yMOsn4aHuio:

restrict default ignore

Paspewute goctyn Kk Linux NTP-cepBepy, orpaHMunB B3anmMogencraune:
restrict <server addr> noquery notrap

<server addr> - IP-agpec unv gomeHHoe umsa NTP-cepsepa nokansHown ceTtu.

PaspeluunTe goctyn Tonbko nokansHomy NTP-cepsepy:

restrict 127.0.0.1 nomodify notrap

I'IapameTp driftfile ykasbiBaeT cbaﬁn, B KOTOPOM XPaHUTCA NOrpeLlHoOCTb CUCTEMHbIX YaCOB:

driftfile /var/lib/ntp/ntp.drift

MapameTp logfile 3agaet nor-cpamn:

logfile /var/log/ntpstats

YnpaBneHue AeMOHOM

,D,J'Iﬂ ynpasneHna 4eMOHOM ntpd MCNOJIb3YKTCA CTaHOAAPTHbIE KOMaHAbI:
/etc/init.d/ntp start
/etc/init.d/ntp restart
/etc/init.d/ntp stop
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lMpoBepbTe NapameTpbl 3anycka AeMOHa — B KOHpUrypaunmoHHoM danne /etc/default/ntp —
pekoMeHAyeM yCTaHOBUTL NapameTp NTPD OPTS='-g', MO3BONSAIOLLMIA BBIMOHATb
CMHXPOHM3aLMIO Aaxe Npu OONbLUION pa3HULIE BO BPEMEHM.

MpoBepka paboTtbl NTP-cepBepa
KomaHoa ntpg -p BbIBOOUT CMUCOK UCTOYHMKOB TOYHOIO BPEMEHU U UX XapaKTEPUCTUKN.
OGpaTtute BHMMaHuWs Ha nonst delay M offset:

MNone delay NokasbiBaeT KONMYECTBO BpEMEHN (B ceKpr,ax) Heobxogumoro ans nonyvyeHusn
OTBETA Ha 3anpoc BpeMeHMN.

Mone of fset nokasbiBaeT pasHuuy mexany speMeHeM JokanbHOro n yganeHHoro cepsepos.

3Hak * nepef UMeHeM yaaneHHoro cepeepa (nore Remote) ykasbiBaeT, YTo cepBep BblbpaH ans
CMHXPOHU3aLMW.

Bpems npu padote ¢ cepTudmkatamm

B cepTtudmkare Bpems ykazaHO OTHOCUTENBLHO [puHBMYA.
LLnto3 paboTaeT ¢ cepTudmkaTamm B floKaribHOM BPEMEHN.
Bpems xu3Hu cepTndmkata He 3aBUCUT OT BPEMEHHOIO Mosca.

BpeMFI XU3HU CepTVI(bI/IKaTa 6yp,eT 3aBUCETb OT CE30HHOIO nepeBoga 4acos, T.K. BpemMs
KOPPEKTUpyeTCAd B CbMKCVIpOBaHHbIVI MOMEHT MO JIOKaribHOMY BpeMeHU, N0O3TOMY MOXET BO3HUKHYTb
cbo UMEHHO B MOMEHT nepesoga 4acoB B pa3HbIX Nodcax. Kak Tonbko nepesoa 6yp,eT OKOH4€eH BO
BCEX Nnodcax, BpeMa XU3Hn CepTVI(bVIKaTa B HUX 6y,u,eT OJVNHAKOBbIM.
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Hactponka NAT Ha wnio3e 6e30nacHoOCTH

O6paboTka Tpaduka wno3oM 6e30nacHOCTU OCYLLECTBSIETCA B TOM e NOCneaoBaTeNbHOCTH, YTO
n B Cisco 10S — ucxogsawme naketbl npoxoadat yepe3 NAT (Network Address Translation), notom
NpoONCXoauT ux WndpoBaHmne (ecnm Heobxoamnmo), a BxogsiLme nakeTbl — CHavana
pacwmndpoBbIBaOTCSA (€CNU HEOOXOOUMO), a 3aTeM Haf HUMMU OCYLLIECTBNSAETCA TPaHCNSALMS
afpecos.

YnpaBneHue HacTporikamu NAT Ha wno3e 6esonacHoCTU ocyuecTernsieTcs cpegcteamm OC.

B OC Linux NAT HacTpauBaeTcs npu nomoLum ytunutel iptables. Onucanue iptables moxHo
nocMoTpeTb Ha caunTe npoekTa Neffilter.

Ucnonb3oBaHme NAT Ha wnto3e 6e30nacHOCTM NO3BOMSET NPON3BOAMTL TPAHCASALMIO CneayroLmnx
BNOOB:

o CraTtnyecknn NAT — BbINONHAETCA B3aUMHO-OAHO3HAYHOEe OTOBpakeHne BHYTPEeHHuX |P-
aJpecoB BO BHELUHWE. DTOT BMA TPaAHCMALMM MOXET NCMONb30BaTbCA Npu HacTponke IPsec-
TYHHEnNs Mexay noaceTsaMmn ¢ OOQUHAKOBbIM aApeCHbIM MPOCTPaAHCTBOM.

e [unHamuyecknn NAT — B 3TOM cnyvae npoucxXoamnT AMHaMmyeckas TpaHCNAUMA BHYTPEHHUX
nokaneHbIx IP-agpecos B nyn rnobanbHbiX IP-agpecoB nnv B agpec BHELLHEro MHTepdeica
LWo3a. TOT BMUA TPaHCNSAUMM Takke MOXeT ucnornb3oBaTtbesa Ang IPsec-tpaduka mexay
noaceTaAMM, a TaKkke Ans OTKPLITOro AOCTyna K MHTepHeT-cepeBepam.

e Port Address Translation (PAT) unu Network Address Port Translation (NAPT) — agpeca
HasHayeHus B NakeTax, NPMXo4sLLMX HAa aApec BHELLHEro nHTepdeica wno3a, NogMeHsaI0TCS
Ha nokarbHble B 3aBMCMMOCTM OT nopTta TCP, 4To No3BONSAET OpraHM3oBaTh AOCTYM K
HECKONbKUM cepBepam B JTOKanbHOM ceTU. OTOT CLieHap1ii MOXHO MCNONb30BaTh Kak
COBMECTHO C IPsec, Tak u ansa oTKpbITOro Tpadmka.

Bo Bcex npuBeeHHbIX TpaHCHAUMSX noaaepxmBaeTtcs paboTta no npotokony FTP.
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Ucnonb3oBaHue RRI

RRI (Reverse Route Injection) — 3T0 HOBbIV MexaHU3M cBA3W yrnpasneHusa Tononornei VPN n
CUCTEMOW MapLUpyTMU3aLnn, NO3BONAOLWNA MapLipyTaM K yaaneHHbIM 3awuLLEeHHbIM NOACETSAM U
KNMMeHTam aBToMaTM4eCcK/ NpMHMMaTh ydacTve B npoLecce MapLipyTusauum.

Cwmbicn mexaHmama RRI coctont B TOM, YTO nocrne co3gaHus 3aluueHHoro coegmHenmns IPsec SA,
B Tabnuuy MapLupyTmnsaumm wnio3a 6esonacHocTy ¢ BktodeHHbIM RRI aBTomMaTnyeckn BHoCUTCSA
3anncb 0 MapLUpyTe K yaaneHHOW ceTn napTHepa Unm KnueHTy. INpun HapyleHnn 3almeHHOro
coeanHeHusa gobaBneHHbI MapLwpyT U3 Tadbnuubl MapLpyTU3aumm Wio3a yaanseTcs.

MexaHnam RRI moxeT ncnonb3oBatbeca B ceTAX 60nbLLOro pasmepa anst obecneyeHns HageXXHoOCTun
— B CXemax pe3epBupoBaHnsi ¢ 6anaHCUpoBKOWN CETEBON HArpys3Kku.

[ns onoBeLLeHns COCeAHUX CeTEBbIX YCTPOMCTB, CTOSALLMX 3a LLUT30M 6e30nacHOCTU, O AOCTYNHbIX
€My XOCTax, CeTSX, HOBbIX MapLUpyTax, COOTBETCTBYOLLMX M3MeHeHUsM B Tononorum VPN,
NCMNOMb3ylTCHA NPOTOKOMbI ANHaMUYECKON MapLupyTusauum, Hanpumep, RIP. Takne npoTokonsl
MapLupyTusauumn peanu3oBaHbl B nakeTe nporpamm Quagga.

PaccmoTpuMm npumep ucnone3oBaHnst mexaHnama RRI B cetu (cm. PucyHok 2). MoaceTs Lan2
3awmuieHa wno3om 6esonacHoctn GW3, a noacets Lan1 — agyms wnto3amm 6esonacHoct GW1 n
GW2, BKMNIOYEHHBIMU B CXEMY PE3EPBUPOBAHMS C pacnpeieneHmem Harpysku, T.e. 4OCTyn B NOACETb
Lan1 moxHo nony4uTb nnbo vepes w3 GW1, nnbo yepes wnto3 GW2. Oba kaHana paboTatoT.
Ha wnto3ax 6esonacHocTu yctaHoeneH npoaykt Bel VPN Gate 4.1, Ha GW1 1 GW2 BkntoyeH RRI.

B ceTb BkNtoveHbl MapLupytmnsaTtopbl Cisco. Mocne co3ganus IPsec SA mexay wniozamm GW3 un
GWH1, B Tabnnuy mappytudaumm GW1 gobasnsetcsa 3anucb 0 mapLupyTe Ao cetn Lan2 (obpaTHbin

MapLupyT).

II';_ Lan2
w3

G
Lan1

S-Terra Client
IKECFG_IP

PucyHok 2

Mpu HapyLleHun yCTaHOBNEHHOTO 3alumLeHHoro coeamHerns (GW3 — GW1), 3anuck 06 obpatHom
MapLupyTe B Tabnuue mapwpyTtusauum wmoda GW1 ygansetcs. B cnyyae, ecnu coegnHenne ot
wno3a GW3 OyaeT nepectpoeHo Ha wnto3 6e3onacHoctn GW2, To B Tabnvuy MapLupytusaumm
wno3a GW2 6yaet pobasneH mapLpyT k cetu Lan2.

[nst obmMeHa MapLUpyTHOW MHpopMauuen ¢ MapLipyTmu3aTopom R1, Ha ceTeBbIX UHTEPercax
wno3oB GW1 n GW2, yepes koTopble NPONCXOAUT coeanHeHne ¢ R1, HyXXHO BKIHOYNTbL NPOTOKONM
RIP. OemoHbl RIP Ha wnto3ax HyXHO HacTpouTb Takum obpasom, 4ToObl OHM TONBKO NepeaaBan
MH(OPMaLIMIO O MapLUpyTax CoCeAHMM YCTPOMCTBAM, HO He J0BaBNANN MapLUpPyThl, MONYyYEHHbIE OT
COCeHUX YCTPOWCTB, B CBOI Tabnuuy MaplipyTtusaummn. MapwpyT 0o nogcetu Lan2, nocnaHHbeiv no
npotokony RIP wnto3om GW1, gomkeH gobaesutecs B Tabnuuy mapwpyTtudauum R1, HO He
nobaBuTbCAa B Tabnmuy mapupytmdauun GW2, n HaobopoT. DT cBeAEHMSI UCMOSb3YHTCA CETEBLIM
ycTponcTBoM R1 ona guHaMmmyeckoro nepeHanpasnieHnsa ceTeBoro Tpaduka.
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B cnyyae ¢ MOBWMbHbLIM NONb30BaTENEM — HA OCHOBaHUU NpeabsaBNEeHHOro UM cepTudmkaTa u
3anpoca, wn3 GW1 Bbigaet emy agpec n3 IKECFG nyna. Nocne co3gaHns 3awmiLeHHoro
coeanHeHus, Ha wrno3e GW1 B Tabnuuy mapLupyTnsaumm BHOCUMTCS 3anucb O MapLupyTe Ao
MOOMMBHOrO KNMMeHTa, 0 YeM Mo NPOTOKONY ANHAMUYECKON MapLLpyTU3aLmMmM yBe4OMNSeTCs
MapupyTtusatop R1. Ecnv MoBunbHbIM KNMEHT NOCTPOUT CHavana coegmHenne ¢ GW1, a 3atem — ¢
GW2, To aT0 npmvBeaET K NOSIBMEHUIO ABYX MapLUPYTOB A0 MOBUNBHOrO KNNMeHTa Ha
MapupyTusatope R1. Takast cutyaumsi MOXeT ObITb paspelleHa ctaHaapTHbIMKU cpegcTeamu DPD.
Mpun paspbiBe coegmHerns, wnto3 GW1 onosewaet R1, 4To agpec, BblgaHHbIA U3 nyna, eMmy 6onee
HEeJOCTYMeH.

MpumeyaHue:

Mpun dusnyeckom obpbiBE CBA3N Mexay wnto3om GW1 n mapwpytmsatopom R2 (next hop), wnios
6esonacHoctn GW1 He moxeT, ucnonb3ya DPD (Dead Peer Detection), o6Hapyxutb paspbis
coeguHeHuns ¢ wno3om GW3 (nnu ¢ knneHToMm), Tak kak ceccus DPD 3anyckaeTcs Tonbko npu
OTnpaBKke UCXOAsLLEro naketa. A NCXOLALLNA NakeT He oTnpaBnseTcs, Tak kak OC He MOXeT HarTK
Kyga ero oTrnpaBuTb, NOTOMY YTO MapLupyTudaTop R2 Ha arp 3anpoc He oTtBevaeT 1 GW1 He MoxeT
nonyunte MAC-agpec yctponctea R2.

MoaTomy MoryT Bo3HMKaTb Npobremsbl ¢ nepekntoveHnem ¢ GW1 Ha GW2 npu dmnsnyeckom obpbiBe
cBsA3n mexay wnosom GW1 n mapwpytusatopom R2 (next hop). SA ymMpeT TOMnbKO No NCTEYEHUID
BPEMEHW XXM3HW 1 Nocre 3Toro u3 Tabnuubl MappyTt3aumm GW1 6ygeTt yaaneH mapLupyT B
noacetb Lan2 (unu oo mobunbHOro knveHTa) n o6 atom 6yaeT yBegomreH mapwpytmusatop R1. Ans
peLleHns aTon npobnemsl MOXHO HeobxoanMyto 3anunck B arp-Tabnuue caenaTtb CTaTUHECKOWN,
pobaBbTe Ha GW1 3anucb B arp-tabnuuy:

arp -s <IP address R2> <mac_address R2>
AHanornyHo, gobaebTe Ha w03 GW2 3anuck B arp-tabnuuy:

arp —s <IP_ address R3> <mac_address_ R3>

Hactpouka RRI
HacTtporika mexaHuama RRI 3akniovaeTcs B crnegyoLem:

o Bknountb mexaHmam RRI Ha wnto3e 6e3onacHOCTU, BHECA COOTBETCTBYHOLLME U3MEHEHNS B
nonuTuky 6e3onacHocTu.

e HacTtpoutb gnHamm4eckyto mapLupyTusauuio no npotokony RIP Ha mapwpyTtunsaTtope Cisco.

e CosgaTtb KOH(UrypaLmoHHbIn bann ang npogykra Quagga.

lpumepsbi cueHapues, 8 Komopbix ucronb3yemcs RRI, npueedeHsbl Ha caime http://www.s-
terra.com/ e pasdene «PeweHus — Turnossie cuyeHapuu rpumeHeHus npodykmos S-Terray.

BknioyeHune mexaHuama RRI Ha winto3e 6e3onacHoCcTH

Mpwv cosgaHnm NonNUTUKK Ge30NacHOCTM NOCPEACTBOM KOMaHAHON CTPOKW BKIOYEHME MexaHuama
RRI npon3BoauTcs B pexmme KOH(PUIypUpOBaHUS KpUNTOKapTbl KOMaHOOW reverse-route.

Ecnu nonutunka 6e3onacHocTy 3agaeTcsa B KOHUrypaumMoHHoM darine, To ansi BkntodeHusa RRI B
CTPYKTYype IPsecAction HeobxogmMMo aTpubyTy ReverseRoute NPUCBOUTL 3HAYEHUE TRUE.

HacTtpo#nka cisco-maplwpyTtunsaropa

[ns Toro, 4To6bI MapLIyTU3aTOP BOCMPUHMMAN NockbinaemMsle npogyktom Quagga mapLupyThbl No
npoTtokony RIPv2, goctatoyHo Ao6aBuTb B €ro KOHUrypauu CTPOKK:

router rip
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version 2

network <momceTb ceTeBOTO MHTepberca nmsa CISCO RIP>

Hactpoika Quagga

B pasgene npueeaeHa kpaTkas MHdopMauus o npoaykte Quagga, onucaH KOHUrypaLuoHHbIN
dpaiin n gaHbl HekoTopble cBeaeHus 06 0cobeHHOCTaX peanusauuy RRI Ha wno3e 6e3onacHoOCTW.

KpaTtkoe onucaHue npoaykta Quagga

MpogykT Quagga BxoauT B kKOMMNNeEKT noctaskm LLnto3a 6e3onacHocty Bel VPN Gate 4.1 n
WHCTanmnMpoBaH Ha HeM.

Quagga cocTouT 13 NakeTa Nnporpamm, peanuaylLLmx NPOTOKOSbI AUHAMUYECKON MapLIpyTU3aunu,
ocHoBaHHbIX Ha TCP/IP — RIPv1, RIPv2, OSPFv2, OSPFv3, BGPv4. [Ins paboTbl CO LWMO30M
©esonacHocTu 6ygem ncnonesosatb npotokon RIPv2. NanbHenwee onncaHne pabotsl ¢ Quagga
KacaeTcs Tonbko npoTtokona RIPv2.

Quagga coCToUT U3 HECKOMNbKMX JEMOHOB, KaXabl U3 KOTOPbIX NOAAEPKMBAET CBOW NMPOTOKON
mapLupyTusaumu. OgHoBpeMeHHo paboTaTb MOryT HECKObKO pasHbIX IEMOHOB B COOOLLECTBE C
ynpasnsiowmnM 4EMOHOM zebra.

zebra — geMoH ynpaBsneHusi npoueccom mappyTtusaumn. OH obecneunBaeT B3anMoaencTeme
mMeXxay AeMOHaMM MapLIpyTU3aLmn U onepaunoHHoi cuctemon. [leMoHbl MapLipyTusauum
nosyyatoT/ycTaHaBNMBaKOT 3anvcu 13 Tabnuubl MapLipyTM3auum Yyepes zebra.

ripd — 4emMOH MapLupyTu3aummn, NnogaepXxunsarnLLmin paboty npotokonos RIPv1 (RFC1058), RIPv2
(RFC2453).

Kaxgbin feMOH nMeeT CBOK KOHCOMb KOHAIUIypupoBaHUs, OCTYMHYO NOCPeACTBOM NpoToKona
telnet:

zebra: telnet 127.0.0.1 2601
ripd: telnet 127.0.0.1 2602

PaboTa 4yepes3 KOHCOMb 3alluuLLeHa NapofieM, KOTOPbI HYXXHO 3a4aTb B KOH(UrypaumMoHHoOM davine
KaXX4oro n3 4eMOHOB (ecnv naporb B KOHUrypaunoHHom channe He 3agaH unu
KOHMrypauuoHHbIv dhann oTCyTCTBYeT, TO paboTa Yepes KOHCONb HEBO3MOXHA). Agpec 1 nopT, no
KOTOpbIM ByAYT AOCTYNHbI AEMOHbI, 3a4al0TCA NpU 3anycke JEMOHOB (B HaLLEeM Cry4ae OHM
COOTBETCTBYIOT BbllLEyKa3aHHbIM, TO €CTb U3BHE HEOOCTYMHbI).

Bonee nogpobHyto nHopMaLmMio 0 NPOAYKTE N €ro HaCTPOMKE MOXHO CMOTPeThb B VIHTepHeTe
(Hanpumep, http://www.quagga.net/docs/quagga.html unu
http://www.opennet.ru/base/net/zebra_doc.txt.html).

HacTtpoiika Quagga ansa nepeaayun maplupyta nocpeacTsom npotokona RIPv2
MpoagykT Quagga noctaensieTcs 6e3 KOHPUrypaLUMOHHbIX (HaNNOoB.

CHayvana HeobxooMMOo co3aaTb KOHUrypauuoHHble dannbl 4eMOHOB zebra u ripd (zebra.conf u
ripd.conf), pa3MecTuB 1X B KaTarnore /etc/quagga/.

MpuMepbl KOHUrypaLMOHHbIX (harinoB 4EMOHOB zebra.conf.sample U ripd.conf.sample
pasMelleHbl B KaTanore /etc/quagga/.
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PekomMeHayeMbIn WAGNOH KOH(UrypaumMoHHoro ¢anna gnsa aemoHa ripd
! =*- rip -*-
!
! RIPd template configuration file
I
hostname ripd
password <naposib 07151 8xo0a 8 KOHCOJIb yrpasieHuUsT>
enable password <maposib 0715 8x00a 8 NMpusuUIe2upPo8aHHbIl PEXXUM KOHCOU

ynpasreHus>
|
!
router rip
version 2
redistribute kernel
network <uUMsI cemegoz2o uHmepdgelica, Ha KOmopom ekrtodaemcesi RIP>

!
! dunpTpauMsa MCXOOANLMX M BXOOAIMX HakeTob RIP (mMapuwpyToB RIP) Ha
! mHTepderice mpmM NOMOWM CIMCKOB HOCTYyIa

!

distribute-list acl-in in

distribute-list acl-out out

!

!

access-list acl-in deny any

access—-list acl-out permit <adpeca, 00 KOMOPbIX UHMEPECHbI USMEHEHUS

Mapuwpymos>
access-1list acl-out deny any
|

OGpaTtuTe BHUMaHWe Ha komaHay access-list acl-in deny any - oHa 3anpellaeT nonyyartb
MHOPMaLMIO O MapLUpyTax OT OPYrMX YCTPOWCTB, LUITH03 AOMKEH TONBKO nepegaBaTtb MHOPMaLUIo
0 MapLupyTax ApyrMM CeTeBbIM YCTPOWCTBaM.

B HekoTopbix cny4yasx access-list acl-out ynobHee 3agaBaThb Tak:

access-list acl-out deny <adpeca, 0 KOMOPbIX HE UHMEPECHb! U3MEHEHUS

Mapuwpymos>
access-list acl-out permit any

PekomeHayeTcst HACTPOUTL ayTEHTUMKALMIO YCTPONCTB, paboTatoLwmx no npotokony RIPv2 (cwm.
AoKymeHTaumio Ha Quagga).

Onsi paboTbl AemMoHa ripd TpebyeTcs 3anyLeHHbI 4eEMOH zebra.

3anyck nnm octaHoBKa AeMOHa OCYLLECTBNSAOTCS CKPUMTOM:
/etc/init.d/zebra {start|stop}
/etc/init.d/ripd {start|stop}

Ina aktuemsaumm RIPv2 npu 3arpyske OC BbINONHUTE KOMaHAbI:
chkconfig zebra on

chkconfig ripd on
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OcobeHHocTH peanu3auuu RRI

Mocne noctpoeHus IPsec SA, Ha wnto3e 6e3onacHocTy (Npu BktodeHHOM RRI) BbluucnsieTcs
o6patHbIi MapwpyT (RR), kKOTOpbI BHOCUTCS B Tabnuuy Mapipytusaumm. OCHOBaHWEM ANs TaKoro
MapLupyTa sSBASKOTCA cregyloLwme gaHHble:

cenekTop SA (ID BTopon gasbl IKE)

afpec HasHa4yeHus TYHHeNbHOro 3arosfioBka SA (tdst)

cucTemMHasi Tabnuua mapLupyTtusaumm (6e3 yyeta MmapLpyToB, obaBneHHbIx nogcmctemon RRI).
BbluncneHve maplipyta:

ID napTHepal! BTopoii dhasbl IKE npeobpasyeTtcs B agpec u macky nogceTu. MNonydeHHble agpec
1 macka 6yoyT agpecom HasHayeHusa cosgasaemoro RR. Ecniv ID nmeet npoTokonsl n/vnm
NopTbl, COAEPXMT NPOUN3BOSbHBIN AMana3oH afpecoB, KOTOpPble HEBO3MOXHO npeobpa3soBaTthb B
agpec 1 Macky noaceTu, TO 0BpaTHbIV MapLUPYT He co3gaeTcs.

B cuctemHol Tabnuvue nponsBoAMTCS NOUCK TYHHENbHOrO agpeca SA.
Ecnu npaeun He HanpgeHo (“Destination Unreachable”), RR He gobaenseTtcs.

Ecnun HangeHo npaBunio Npamon MapLupyTusaumm Yyepes nHTepdenc, BblHUCIIEHHbBIN MapLUPyT
OyneT yepes gateway tdst.

Ecnu HarigeHo npaBumno npsiMoi MapLupyTusauumn Yepes gateway GW, BbIMUCIIEHHBIR MapLupyT
OyneT yepes gateway GW.

Ecnu mapLupyT ycrnewHo BblYMCIIEH, MPOBEPSIeTC CreayioLlee:

Takon xe mapLupyT 6bin paHee gobasneH nogcmuctemon RRI ansa SA ¢ Tem xe tdst. B atom
crnyyae yBenum4MBaeTCs CHETHMK CCbINOK, MapLlpyT He gobasnseTcs.

MapwpyT ana SA ¢ Takumum xe |D BTopon dasbl 1 tdst yxxe gobasneH, Ho oTnm4aeTcs. B atom
Cryyae CyLLeCTBYOLLMIN MapLIpyT OBHOBMAETCH, YBENNYMBAETCH CHETHYUK CCbINOK.

MapLupyT ¢ TakuMm xxe napameTpamm yke gobasneH, Ho ana SA ¢ gpyrum tdst. MappyT He
C034aeTCsl, CYETUMK CChINIOK HE YBENUYMBAETCS.

MapLpyT, cooTBeTCcTBYOLWMIA ID napTHepa ecTb B cMcTeMHOW Tabnuue, Ho nogcucteMon RRI oH
He gobaensncs. B aTom cnyvyae mapLupyT He co3gaeTcs.

I'IpM yoaneHun SA us A0pa, CHETHUK CCbIJIOK COOTBETCTBYLLENrO MapLlipyTa yMeHbLUIaeTCcd, npu
06Hy.l'leHl/II/I CYeTHMKa MapLlIpyT yaandaeTtcd.

B cny4ae aBapuiiHoro 3aBepLueHus paboTbl cepBuca vpnsve MapLupyThel, fob6aBneHHble RRI B
Tabnuuy mapwpyTtusauun, 6yayT yaaneHsoi.

MNpegynpexaeHve: HEAOMYCTUMO BPYYHYIO U3MEHATL UMW yaanaTh Npasunia MapLupyTmsauum,
KOTOpble aBTOMaTnyeckn hopMupyroTcs Npu ncnons3osaHnn RRI.

B Tabnuua 1 npmBegeHbl HEKOTOPble BO3MOXHble KOHd’)J’WIKTHbIe cutyauun.

! Mockonbky nNpoTokon B ID BTOpoit dasbl oanH Ana o6oux NnapTHepoB, a NopTbl 6e3 ykasaHus NpoToKona
CMbICMa He UMEIOT, MPUCYTCTBUE NMOPTOB U NPOTOKONOB C 06OMX CTOPOH He A0OMNyCKaeTcs.
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Tabnuua 1

Cutyauus

NMoBeaeHue npoaykTta

OTnuyue B noBeAeHUn
B Cisco I10S

Ctpoutcs IPsec SA, npu atom ID
napTHepa BTopon dasbl IKE He
ABMNSIETCA NOACEThIO (COAEPXUT
AnanasoH IP-agpecos, nopTbl W/unm
NPOTOKOSbI).

MapuwpyT RR He gobaenseTtcs n
BblAaeTcs npegynpexaeHue B
d¢ann nora 1.2

[nanasoHbl agpecos B
Cisco I0OS Takxke He
NOAAEPXKNBAKOTCS.

Mpwn Hanuymm NopToB,
npoTtokonos B ID
naptHepa B Cisco 10S
MapLUpyT CO34aeTcs.

MimeeTcs NOCTpPOeHHbIN IPsec SA n
B Tabnuuy BHECEH BbIMUCIIEHHbIN
RR no Hemy. CTpouTcs apyrom
IPsec SA 1 no Hemy Takxe
Bblumcnsietca RR. Oba IPsec SA
MMeIOT pasHble nokanbeHble ID, Ho
oauvHakosble ID napTHepoB. Ecnn
npyv 9TOM OTIIMYAIOTCHA TYHHEbHbIE
appeca, To Ana AByX Takux SA
MOryT notpeboBaTbCH pasHble
MapLUpyTbl, @ 400aBUTbL BTOPOM
MapLUpPyT HEBO3MOXHO.

MapwpyT RR co3gaeTtcs TonbKo
AN NepBoro U3 KOHMPNNKTYIOLLMX
SA, a npwu co3gaHnm BToporo SA
B (hann nora Bblgaetcs
npeaynpexagenve 1.1

Cospgatotea aBa
MapLupyTa.

Mpn cosgaHun IPsec SA
BbluncngaeTcsa mapwpyt RR,
KOTOpbIA BCTYNAET B KOHIUKT C
CYLLECTBYIOLLMMN MapLUpyTaMu.

Ecnu B Tabnunue ectb Takom xe
MapLupyT (agpec HasHa4YeHus
coBnagaert), mapwpyT RR He
nobaBnsieTcs. B dann nora
BblgaeTcs cooblleHuve 1.4

Ecnu ectb 6onee NnpuopmnteTHbIN
MapLlpyT, nepecekalroLnncs, HoO
He coBnagarLwmn ¢ MapLpyTom
RR, To mapupyT RR
nobaensieTca B Tabnuuy
MapLupyTmu3aumn.

[obGaenseTcs HoBbI RR
MapLupyT (BbIGOp
MapLLpyTa rnpu aToM
CTPOro He onpefeneH).

KoHnukT ¢ bonee y3kumm
dunbtpamn 6e3 RRI.

MapwpyT co3naetcs 6e3 yyeTa
TaKMX KOH(PIMKTOB, TO ECTb Yepes
pass nnu ipsec ¢ounbTp 6e3 RRI
nakeT MOXeT YATU He Tyaa.

Mpn noctpoeHumn IPsec SA B
TPaHCNOPTHOM UMK TYHHENBHOM
pexume, ID napTHepa coBnagaeT C
TYHHeNbHbIM agpecoM. MapLpyT
OyzeT kak bbl peKypCMBHbLIM —
ajpec Ha3Ha4vyeHus coBnagaeT
afpecom Lso3sa.

Hobaensietca RR mapupyrT.

MapLupyT He co3gaeTcs.

Mpu nonbITke co3gaHus IPsec SA,
OTCYTCTBYET MapLUpyT A0

MapwpyT RR He gobaensieTcs, B
¢ann nora BblgaeTcs
auarHocTtuka 1.3
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N Cutvauus s [ OTnuyue B noBeAeHUn
ya A poRy B Cisco 10S

TYHHENbLHOro agpecaz, Hanpumep,
NPOun3oLLEN pa3spbiB COeANHEHNS.

7 | PaccuHxpoHm3aumsa ¢ CUCTEMHOM Kaxabi pas npu cosgaHum IPsec
Tabnuvuen poyTuHra, T.e. SA ¢ RRI npoucxogut
MapLUpyThbl ANst CO34aHHbIX SA He nepesayntbiBaHNe CUCTEMHOWN
aKTyanbHbl. Tabnuubl MapwpyTtusauun. Ecnu

NS BHOBb co3gaBaemMoro SA
CTapbli MapLUPYT OKa3biBaeTCA
HenpaBuIbHbIM, OH OOHOBNSAETCS
(cm. 5). Opyrue, paHee
co3gaHHble RR MapuwpyTbl, He
NpoBeEpPSAIOTCS.

Coo0ueHns NPoTOKONNPOBAHMSA

1. Owwmbkn, n3-3a kOoTopbIxX He cozpancs RR ansa SA:

e [1ns oByx SA c pa3HbIMU CenekTopamm TpebyoTcst KOHMIMKTYIOLME MapLIpyThl.

[RRI] SA conflicts with the route created for different SA, route not
created: destination 10.0.16.96, SA selector 10.0.16.61-
>192.168.1.0..192.168.1.255

cMm. n.2 Tabnuua 1

e |D BTOpOW (hasbl He ABNSIETCA NOACETHIO.

[RRI] SA selector shouldn't have protocols, route not created: destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255 proto 6
[RRI] destination part of SA selector shouldn't have ports, route not
created: destination 10.0.16.96, SA selector 10.0.16.61:32798-
>192.168.1.6:23 proto 6

[RRI] destination part of SA selector shouldn't have arbitrary IP range,
route not created: destination 10.0.16.96, SA selector 10.0.16.61-
>192.168.1.1..192.168.1.255

cMm. n.1 Tabnuua 1

e HeT mapLupyTa A0 TYHHEerbHOro agpeca.

[RRI] no route to destination, route not created: destination 10.0.16.96,
SA selector 10.0.16.61->192.168.1.0..192.168.1.255

cM. n.6 Tabnuua 1

O6bsAcHeHue: B AaHHOM cny4vae B Tabnuue MapLipyTnsaumm HeT MapLupyTa 4o
10.0.16.96

e B cuctemHon Tabnuue yxxe ecte MapLUpyT, cooTBETCTBYOWMIA SA, Ho nogcuctema RRI
ero He cosgasana.

[RRI] route already exists, route not created: destination 10.0.16.96, SA
selector 10.0.16.61->192.168.1.0..192.168.1.255

cMm. n.3 Tabnuua 1

2 CuTyaumst ak3oTMYeCKast — MapLUpYT HY>KeH Anst noctpoeHnst SA. Owmnbka BO3MOXHa, ecnv MapLupyT yaanuTcs
B npouecce co3faHnsa SA nnm ns-3a owmnobku YteHus/pasdopa Tabnuubl poyTuHra.
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o [lpyrve owmbku.

[RRI] can't read system routing table, route not created: destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255

Ob6bacHeHue: CMCTEMHas U BHYTPEHHAS olwmbka - He Nony4Ynnock Nony4nTb Tabnuuy
MapLupyTusauum

[RRI] can't add route 10.0.0.0/8 via 192.168.1.4: <rtctl err>

Ob6bacHeHue: He yaanock 4obaBMTb MapLUPYT B CUCTEMHYIO Tabnumuy (cuctemHas nnu
BHYTPEHHAA onbka). BoamoxHble BapmaHThl <rtctl err> cMm. HUxe.

. Owwnbka yganeHus npaBuna n3 CUCTEMHOMN TabnuLbl MapLIpyTU3aLnn.

[RRI] can't delete route 10.0.0.0/8 via 192.168.1.4: <rtctl err>

Ob6bsacHeHue: OWmnbkM Takoro TUNa He NPUBOASAT K KAKUM-NTMOO AONONTHUTENBHbLIM
OEeVUCTBUSIM KPOME BblAaun AaHHOro coobLeHns. BoamoxHble BapuaHThbl <rtctl err> cm.
HUXe.

Jo6aeneHne HoBoro RR.

[RRI] created route 192.168.1.0/24 via 10.0.135.1 for destination
10.0.16.96, SA selector 10.0.16.61->192.168.1.0..192.168.1.255

. YpaneHue RR.

[RRI] removed route 192.168.1.0/24 via 10.0.135.1 for destination
10.0.16.96

Ob6bacHeHwue: BbIBOANUTCA NpY YAaneHny 3anvMcu n3 cuctemMHon Tabnuubl. To ectb
korga yganeHbl Bce SA, UCNoMb3yoLwme aHHbIA MapLupyT.

. O6bHoBneHve RR.

[RRI] updated route to 192.168.1.0/24: new gw 10.0.16.96, old gw 10.0.135.1

Ob6bacHeHue: coobLueHmne BbigaeTcs, ecnv Npu co3gaHum HoBoro SA obHapyKeHo, 4To
n3meHunacb Tabnuua poyTuHra u Hago o6HOBUTL paHee co3faHHbIn RR.

Owwunbku <rtctl err>.

out of memory
syscall error

route not found
route already exists
gateway unreachable
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MoctpoeHue VPN TyHHensa mexay LWo30M
be3zonacHocTu Bel VPN Gate 4.1 u pabounm mectom
agMUHUCTpaTopa ANA yAaneHHON HaCTPOMKM LLH03a

Ecnu nnaHupyeTca NpoBOAUTL HACTPOMKU U YNPaBAsiTb NOKanbHOW NONUTMKON 6e3onacHoCTH
Lno3a yganeHHo no npotokony SSH1 nnu SSH2 npu nomMoLumM KOMaHA KOHCOMU, nocne
nHuumanusauumm Bel VPN Gate pekomeHayeTcs 3arpy3vTb HavanbHy0 KOHUrypauuio, kKotopas
NoO3BOMNUT B AanbHelLeM CO34aTh 3aLllMLLEHHbIN KaHan aAns HacTpoVKK NONUTUKM Be3onacHOCTU No
npoTtokony SSH.

3arpy3|<a HavarnbHON KOH(bVII'ypaLI,VIVI Ha W3 6e30nacHOCTM OOMKHA OCYLLECTBIIATBLCA C
JTOKalibHOro TepmMmunHana ¢ ncnoJjibaoBaHmem KomMmaHa KOHCOJN.

[nsa co3ganns 3almMLLIEHHOIO KaHana Takke HeobxoauMo Ha KOMMbTep, ¢ KoToporo byaet
OCYLLIECTBNATLCS yaaneHHas HacTpoyKa LWo3a, yCTaHOBUTL KnneHT 6e3onacHocTu Bel VPN Client
4.1 ¢ cornacoBaHHOM Ha4anbHOWM KOHUrypaumnen ans cosganus IPsec SA mexay aTum
KOMMbIOTEPOM U LLIIO30M.

Hwxe npuBeaeH cueHapuin HaCTPOMKN HaYanbHOW KOHUIypaumm Ha LW03e U yganeHHoM
komnbioTepe. CueHapun UNACTPUPYET NOCTPOEHNE 3aLLMLLEHHOTO COeANHEHNS MEXAY LUIH030M
6esonacHocTtu Bel VPN Gate (GW1) n komnbtotepom agmunnctpartopa (AdminHost). Agpec
KOMMblOTEPa aAMUHUCTPATOpPa CYMTAETCS 3apaHee HEN3BECTHBLIM N MOXET HaxoanTbCS 3a
anHammndeckum NAT-omM. B xode nocTpoeHus 3almieHHoro coeanHenmns yctponcteso AdminHost
nony4yaeT agpec u3 3apaHee onpeferieHHoro Ha wro3e nyna. B pamkax gaHHoro cueHapusi 4ns
ayTeHTMdVKauum napTHepbl OyayT ucnone3oBaTb cepTudukaTel. Tawke byaeT Mcnonb3oBaHo
NnporpamMmMHOEe CpeaCcTBO 3MEKTPOHHOW LiMdpoBov noanmcy u wudgposaHmsa AvC ver 1.1.

Cxema cTeHaa nokasaHa Ha PUCYHKE HMXeE.

192.168.1.1 192.168.100.1 192.168.100.2 10.10.10.1
Gio/o Gio/1 Gio/0 Gio/1 Gio/o
N
S N -
o Gwi S Routerl < AdminHost
3 =] _ Q 10.10.10.100
;! Pool: = Dynamic NAT: g
o 192.168.11.0/24 3 10.10.10.0/24 <-> 192.168.100.2 =
e — o
= N =
7 7 S

PucyHok 3

MapameTpbl 3aLUMLLEHHOTO COEAMHEHWS:
o AyTeHTudMKaLMA Ha cepTudukaTax;
o |KE napameTpsi:
e Anroputm wudposaHusa — FTOCT 28147-89;
e AnropuTtm BbluucneHus xew-gyHkuun — CTB 34.101.31-2011 (nognyHKT 6.9 nyHkTa 6);
o [pynna Audpdu-XennmarHa — 5 (1536 6uT);
e |Psec napameTpbl:

e ESP anroputm wudpoBaruns — FTOCT 28147-89.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 28



Bel VPN Gate-V 4.1. PykoBoacTBO agmuHucTpaTopa. Obwwume HacTponku

Hactpo#ka wnio3a 6esonacHoct GW1

HacTtpoliky HauHuTe co wnto3a 6e3onacHocTn GW 1. Bece HacTpowiku nponsBogaTcs Yepes
rfioKanbHYH KOHCOIMb MIn yganeHHo (SSH ¢ npaBamu cynepnonb3oBaTernsi) o JOBEPEHHOMY KaHarny
CBSA3N.

LLnto3 gormkeH 6biTb npeagBapuTesibHO MHMUMann3npoBaH.

B gaHHOM cueHapum ans ayteHTMdmKaumm Mcnonb3yoTca ceptudmkatbl. [ns KoppeKkTHom paboThl
Heobxoammo 3apernctpupoBatb ceptudmkat CA (YL|) n nokanbHbI cepTudmkar.

B faHHOM cueHapum cnncok oTo3BaHHbIX cepTudukatos (CRL) He ucnonesyetca n byaet
OTKIIOYEH.

Co3faHue KNnoyeBon napbl 1 hopMUMpOBaHUe 3anpoca Ha cepTudmKaT

[nsa co3gaHns knodeBor napbl 1 opMUPOBaHUS 3anpoca ans wnio3a 6e3onacHoctn GW1
HeoOX0AMMO BbINOMHUTL CreayoLmne AeiCTBUS:

1. Y6egnutbcesl, YTO KIOMEBOW HOCUTESb NOAKIMIOYEH K LT3y

2. CospgaTtb KOHTENHEep, CoOAePKaLLUM NINYHBIN KoY, UCNOMb3ysa YyTUNUTY cryptocont
(pasmelnaeTca B kaTanore opt/Avest/bin):

root@sterragate:/opt/Avest/bin#./cryptocont n -n=av:container
-p=12345678

rae av.container — uMsi KOHTEMHEpPA, «av:» 03Ha4YaeT, YTO KOHTEMHEP pa3MeLLaeTcs Ha
Knio4YeBoMm Hocutene; -p=12345678 naponb JocTyna K KOHTENHepY

3. CospanTe 3anpoc Ha cepTudmkar, cogepxaunin oTKpbIToIn Koy LM

root@sterragate:/opt/Avest/bin#./cryptocont r —-f=/opt/requestgate.req
—-c=BY -n=av:container -p=12345678

roe av.container — nms KOHTENHepa, ANa KOTOPOro co3gaem 3anpoc; /opt/requestgaete.req —
ums doarina sanpoca.

4. OTnpaBbTe co3daHHbI 3anpoc AOCTNHLIM Bam crnocobom B YL, rae no gaHHomy 3anpocy
GyOeT cosaH nokarnbHbI cepTUdmKaT.

f Cpena nepegadn B 3TOM cny4vae AonkHa bbITh
- OOBEPEeHHON

MNpegynpexgeHne
5. Cospgante nanky /certs:
root@sterragate:~# mkdir /certs >

6. [llonyunte n3 YLl nokaneHbIn cepTudmkaT, LLenoyky cepTudukaToB nsgatens B Buae
arinoB 1 AocTaBbTe MX Ha W3 6e3onacHocTu. s 4OCTaBKM MOXHO BOCMOSb30BaThLCA
YTUNUTON pscp . exe U3 NakeTa Putty, npuMeHnB kOMaHAay:

pscp D:\ca.cer root@192.168.1.1:/certs

f Cpena nepegadn B 3TOM cny4vae AonkHa bbITh
- OOBEPEeHHON

MNpegynpexgedHne

Peructpauus ceptudmkaron
Ons pernctpauun CA cepTudmkaTa HeobXoanMOo BbINOMHUTL CReayoLwme eNCTBUS:
1. YcTaHoBMWTE NpaBunbHOE CMCTEMHOE BpeMsi. Hanpumep:
root@sterragate:~# date 041013152015
Wed Apr 10 13:15:00 UTC 2015

HanHas 3annce cootsetcTByeT 10 anpensa 2015 roga 13:15.
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2. C nomoLupblo yTUNMTLl cert mgr, BXOASLLEN B cocTas Wwnto3a 6esonacHocTn Bel VPN Gate,
3apernctpupynte ceptucukat YL, B 6ase npoaykra:

root@sterragate:~# cert mgr import -f /certs/ca.cer -t
1 OK C=BY,L=Minsk,0=S-Terra Bel,OU=Research, CN=CA-W2008SP1-X64-CA

MapameTp —t B AaHHOW KOMaHAe yKasblBaeT Ha TO, YTO UMNOPTUPYEMbI cepTUdUKaT —
KopHeBow (cepTudmkart YLI).

3. 3aperncTpupymnTe nokanbHbli cepTudmkaT B 6a3e npoaykra, UCNonb3ys YTUNUTY cert mgr:
root@sterragate:~# cert mgr import -f /certs/gwl.cer
1 OK C=BY,OU=Research, CN=GW1
4. Ybeputech, YTo cepTudmKaTbl UMNOPTUPOBAHLI YCMNELLHO:
root@sterragate:~# cert mgr show
Found 2 certificates. No CRLs found.

1 Status: trusted C=BY,L=Minsk,O0=S-Terra Bel, OU=Research, CN=CA-
W2008SP1-X64-CA

2 Status: local C=BY, OU=Research, CN=GW1

Co3paHue nonuTMKKU 6e30NacHOCTU

Mocne pervctpaunm cepTndukaTtoB HeOOXoaAMMO co3gaTb NONUTUKY 6e30MacHOCTN ANs LWIo3a.
CospgaBaTb NONUTUKY pEKOMEHAYETCsl B MHTepdence kKoMaHaHOW CTPoku. [Ins Bxoga B KOHCOIb
nepenauTe B AUPEKTOPUIO /opt/VPNagent/bin/ 1 3anyctute cs_console.

root@sterragate:~# cs_console
sterragate>en
Password:

Maporb No ymonyaHuio: csp.

1. MNepenante B peXUM HaCTPONKH:

sterragate#conf t
Enter configuration commands, one per line. End with CNTL/Z.

2. CmeHuUTe naporb N0 YMOMYaHUIo:

sterragate (config) #fusername cscons password <mapoJjb>

3. CmeHuTe Ha3BaHue LWo3a:

sterragate (config) #hostname GW1

4. B HacTporikax nHtepdgencos 3aganTte ip-agpeca:

GW1
GWl
GW1
GWl
GW1
GwWl
GW1
GWl

config) finterface GigabitEthernet 0/0
config-if) #ip address 192.168.1.1 255.255.255.0
config-if) #no shutdown

config-if) #exit

config) finterface GigabitEthernet 0/1
config-if) #ip address 192.168.100.1 255.255.255.0
config-if) #no shutdown

config-if) #exit

5. 3apaviTe agpec Wwnio3a no yMon4aHuio:

GW1 (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2
6. 3apanite TUN naeHTUUKaLUN:

GW1 (config) #crypto isakmp identity dn
7. 3apante napameTtpbl Ang IKE:

GW1 (config) #crypto isakmp policy 1
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GW1 (config-isakmp) #hash stb

GW1 (config-isakmp) #encryption stb

GW1 (config-isakmp) #authentication bel-sig
GW1 (config-isakmp) #group beldh

GW1 (config-isakmp) #fexit

8. Cospavite Habop npeobpasoBaHun ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-gost28147-4m-imit
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) #exit

9. OnuwuTe TpaduK, KOTOPLIN NNaHUpyeTCH 3awmaTe. [ina aToro co3ganTe pacLUMpPEHHbIN
cnucok goctyna. B cnncke poctyna paspewmnte ssh Tpaduk:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit tcp host 192.168.100.1 eq 22 any
GW1 (config-ext-nacl) #exit

10.Co3pganTte cnucok gocTtyna, B KOTOPOM OyaeT 3anpeLueHo npoxoxaeHue nmoboro Tpaduka,
Kpome ssh:

GW1 (config) #ip access-list extended LIST2

GW1 (config-ext-nacl) #permit tcp host 192.168.100.1 eq 22 any
GW1 (config-ext-nacl) #permit udp host 192.168.100.1 eqg 4500 any
GW1 (config-ext-nacl) #permit udp host 192.168.100.1 eq 500 any
GW1 (config-ext-nacl) #deny ip any any

GW1 (config-ext-nacl) #exit

11.0nnwnte TpeboBaHWs, KOTOPbLIM AOMMKEH YAOBNETBOPATL cepTudmkar naptHepa
(agmuHucTparopa):

GW1 (config) #crypto identity my admin

GW1 (config-crypto-identity) #dn C=BY,L=Minsk,O0=S-Terra Bel,
OU=Research, CN=adminhost

GW1 (config-crypto-identity) #fexit

KomaHga crypto identity my_admin B 4aHHOM crnyyae onucbiBaeT cepTudmkaTt 3neKTpOHHON
NoANUCK NONb30BaTENs, TOMbKO C KOTOPbIM GYAET BO3MOXHO YCTaHOBMEHNE COeQMHEHMS NS
obpaboTkn Tpadmka, onncaHHoro B nucte goctyna LIST.

12.Cospgainte gMHaMNYECKYIO KPpUMNTO-KapTy:

GW1 (config) #crypto dynamic-map DMAP 1

GW1 (config-crypto-map) #fmatch address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beldh

GW1 (config-crypto-map) #set identity my admin
GW1 (config-crypto-map) #reverse-route

GW1 (config-crypto-map) fexit

13.MpuBsHKMTE AMHAMUYECKYIO KapTy K CTaTUYECKOW:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp dynamic DMAP

14.T1puBsKUTE KPUMTO-KAPTY K UHTEPdENCY, Ha KOTOPOM OyAET TYHHErNb. Tak e NPUBSHKUTE K
WHTepdency CnMcok JocTyna, KOTopbIv 3anpeLlaeT ocTanbHON Tpaduk:

GwWl
GW1
GWl
GW1

config) #finterface GigabitEthernet 0/1
config-if) #crypto map CMAP
config-if) #ip access-group LIST2 out
config-if) #exit

15.0T1knounTEe 06paboTKy cnucka oTo3BaHHbIX cepTudmkaToB (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) ffexit

16.Hactponka yctponictea GW1 3aBepLueHa. Npu BbiIxoge u3 KOHPUrypauuoHHOro pexxmma
NPONCXOAMUT 3arpyska KoHcurypaumm.

GW1 (config) #end
GWl#exit

B lNMpunoxeHun npeacTaBneH TekcT cisco-like koHdurypauum n Tekct LSP anga wnosa GW1.
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Hactpowka paboyero mecta agmMuHuctpatopa AdminHost

HacTpoliika paboyero mecta agMMHUCTpATOPa COCTOMT M3 HECKOSbKMX 3TaroB:
e TMoOnyYyeHne cepTUdUKATOB M CEKPETHBIX KIoYeNn;

e hbopmupoBaHuMe MHCTaANNSUMOHHOIO NakeTa knmneHT 6e3onacHoctn Bel VPN Client 4.1 anga
AdminHost;

e YCTaHOBKa MHCTaNNAUMOHHOro naketa knuneHT 6esonacHocTtu Bel VPN Client 4.1 Ha
AdminHost.

Ha komnbloTepe, roe 6yaeT co3gaBaTbCs MHCTANNSAUMOHHbBIN nakeT ans AdminHost, gomkeH ObiTb
ycTaHoBneH agmuHuctpatmeHbin nakeT Bel VPN Client 4.1 AdminTool (cm. JoKymeHTauumo
«[lMporpammHo-annapaTHoe yctponctso KnueHT 6e3onacHoctn Bel VPN Client 4.1. PykoBoacTso
agMuHUCTpaTopar).

B cny4ae ecnu kntodm Bbinm creHeprMpoBaHbl BHE LIeneBoro KomnbetoTepa, ux tpebyetcs Tyga
AOCTaBWTb 3alUMLLEeHHbIM 06pa3om (Hanpumep, Ha TOKEHe).

Mpouecc nony4eHns cepTudmkaTa u JOCTABKM CEKPETHBIX KIOYen onMcaH B JOKYMEHTE
«lMporpammHo-annapaTHoe ycTponcTBo KnneHTt 6esonacHoctu Bel VPN Client 4.1. PykoBoacTBo
agMuHucTpaTopa. MpunoxeHne Ax.

Banyctute rpadudeckmin uHtepcenc Bel VPN Client 4.1 AdminTool (Start -> Programs ->
Bel VPN Client 4.1 AdminTool —-> Package Maker) W co3galTe, COrflacoBaHHY CO
LUO30M MOMUTUKY ©6e30MacHOCTH.

17.Bo Bknagke Auth (PucyHok 4) BbINOMHUTE CriegyoLlime AenCTBus:

e B JA@HHOM CLieHapun UCNonb3yeTcs MeTOA ayTeHTMdUKaUMM Ha cepTudnkatax — NyHKT Use
certificate BblOpaH N0 yMOMYaHuIo;

® YyKaxuTe nyTb K cepTudurkaty YL n none3osartensckomy ceptudukary;

e OTMETbTE MYHKT Check consistency now W H2ZXMUTE KHOMKY ..., [Ae BbIOepUTe HYXHbIN
KOHTEHep, a Takke BBeAMTE Naposb Ans AoCcTyna HeMy B rpade password;

e OTMeTbTe NYHKT Copy container from admin computer;

e 3ajanTe UMs KOHTerHepa B rpade User container name; B AAHHOM Crnyyae ykasaHo —
av:Admin25067. [JaHHas 3annckb o3HavyaeT, YTO KOHTENHEpP C MepPeHOCHOro YCTPoONCTBa
(TokeH unn USB Flash) 6ynet ckonupoBaH B peecTp ¢ UMeHeM Adminhost.

e Brpade User identity type BblOepuTe DistinguishedName (BblOpaHO no
YMOMYaHuIo).
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EBE' ¥PN Client AdminTool {a¥) - <No name= - |EI|£|
File Buld Help

Auth | Firewall Rules I IPsec Rules I IKE | IPseC | LSP I Settings I License I RMGE container I

Set authentication method parameters
¥ Use certificate ™ Use preshared key

& cerkificate: I CH=d0\9a1d0ibetd 1 &0 dolbdhd0ybsid0lb 2 do bel dmbS Yd 1 a3 J

User certificate: I CN=CA5Snapl 8, O0=C4 Snap 18, C=BY,5T=m,L=m,STREET=m J

IUser container nanme: I av:adminZS067 passwurd:l otttk

Lser identity bype: IDistinguishedName j walue: I CN=CASnapls, 0=CA Sna
I Check consistency now ¥ Copy container From admin computer:

Conkainer name: I adminContaines | passwurd:l ok
r OpYy canbainer

Saurce conkainer narme: I passwurd:l

Make package. .. | Ezxit
PucyHok 4

18.Bo Bknagke Firewall Rules (PUCYHOK 5) MOXHO HAacTpouTb NpaBuna punbTpaumm Tpadumka.
B gaHHOM cueHapumn ocTaBMM HAacTPOWKKU MO YMOMYaHMWIO — pa3peLlatb BeCb Tpaduk.

EBE' ¥PN Client AdminTool (av) - <No name> o ] [
File Buld Help

..C\uth IPsec Rulesl IKE I IPsec I LSP I Settingsl License I RMG containerl

™ Refuse inbound TCP conmections

Inbound Filker {1 rule)
Outbound Ffilker (1 rule)
Inbound classification {1 rule)
Outbound classification (1 rule)

Rule list:
Local IP | Partrer IP Services Action
Ay Ay Ay Pass

(a0 p]

JC
[oein

add. .. Edit... | Remove |

Make package. .. | Exit: |

PucyHok 5
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19.Bo Bknagke IPsec Rules (PucyHok 6) nobasbTe npaBuiio ongd tpaduka, nognexawero
wndgposaHuio, IP-agpec wnio3a, ¢ KOTOpbIM GyAeT NOCTPOEHO 3aLlMLLEeHHOe CoeanHeHne
(PucyHok 7). Tak e paspelumnTe Tonbko SSH-Tpaduk.

ﬁBE' ¥PN Client AdminTool (a¥) - <MNo name = - |EI|5|

File Buld Help

" auth I Firewall Rules  IPsec Rules |IKE | IPsec I L5P I Settings I Licerse I RMG container I

Add rules
Rule list:

Local IP Partrer IP | Services | Ackion

any 192,165.100.1 55H client Tunnel{192.168....
Ay Ay Ay Pass

Dawin |

Add... Edit... | Remove |

Make package. .. | Ezxit |

PucyHok 6
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Editrule x|
Set rule parameters
—Local IP Addresses —Partner IP Addresses
{* ;ﬁ.ny £ Cuskom 8 Ay £ Cuskom
IP Address | Subnet Mask. | IP Address | Subnet Mask. |
192,165.100,1 255,255,255,.255
Sdd.., | Edit. .. | Remave | Add... | Edit. .. | Remove |
—3ervices and Protocols —Ackion
™ any ' Custam IPrutect using IPsec j
Mame | Parts | Tunnel IP Addresses of IPsec parknet:
S5H client - [™ Use random IP Address order
192.168.100.1 iI
Du:uwnl
add. .. | Edit... | Remove |
[ Request IKECFG address
Add... | Edit. .. | Remave | + Mare settings. ..
[ Log packet matches
oK I Cancel |
PucyHok 7

3akponTe OkHO Add Rule.

Ha Bknagke IPsec Rules NOBbICUM MPUOPUTET CO34aHHOIO NpaBunia, HaXknmas KHOmMKy Up
(PucyHok 6).

20.Bo Bknagke IPsec NOAHMMUTE BBEPX NPABUIIO, COOTBETCTBEHHO HACTPOEHHOMY Ha LUNI03€e
IPsec Transform Set n BbibepeTe Group — BELTDH (PucyHok 8).
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EBE' ¥PN Client AdminTool {a¥) - <No name> o ]
File EBuild Help

|L5P I Settings I License I RMG container I

"auth I Fitewall Rules I IPsec Rules I IKE

Set IPsec parameters
IPsec Proposal list:

&H Integrity ESP Encryption | ESP nkegrity |

More CTE 34.101.31-2011 (6.4)  CTE 34.101.31-2011 (6.6)

More MULL CTE 34,101,31-2011 (6.6)

Mone CTE 34.101.31-2011 (6.4 Mone

Crown |

Group: IBELTDH j [~ add Proposals with &H
—LifeTime of IPsec 54

| 3600 sec | 4603000 kh

Make package... Exit
PucyHok 8

21.Bo Bknagke License BBeAWUTE perncTpaunoHHble AaHHble Ha npoaykT KnneHT 6e3onacHocTu
Bel VPN Client 4.1 c 6naHka JlnueHaun.

22.CoxpaHuTte hbarn co3gaHHOro NpoekTa, Ha TOT crny4van, ecnm 3axoTute B byayluiem coenatb
NOXOXUN UHCTANMAUNOHHBIN NakeT. [iNs 3Toro HaxmMuTe File->Save Project

23.[lanee creHepupymnTe UHCTamNMALMOHHBIA exe-dpann, HaxaB KHOMKY Make package...

24 .BcTaBbTe B Lenesoun koMmnbioTep AdminHoSt HocuTenb C CEKPETHBIMU KNoYamMu 1 yCTaHOBUTE
Ha HEM MOMyYEeHHbIN NHCTaNNALNOHHBIN exe-chann. MNeperpysnte komnboTep (Ha
onepauuoHHbIx cuctemax Windows 7 n Windows 8 nepesarpyska He Tpebyetcs).

B MNMpunoxeHnn npeacraeneH TekcT LSP.

Hactpowka yctpouctsa Router1

Ha ycTtpowicTtBe Heob6xoammo HacTpoutb AnHammyeckmn NAT, koTopbivi ByaeT npeobpasoBbiBaTh
agpeca n3 nogcetun 10.10.10.0/24 Bo BHewHu agpec 192.168.100.2 n HaobopoT.

MpoBepka paboTocnocobHOCTH CTeHAA

Mocne Toro, kak HacTporka GW1 u AdminHost 3aBepLueHa, UHULUUPYNTE co3faHue 3aLluLLeHHOro
COeINHEeHNS.

Ha paboyem KoMNbIOTEPE agMUHUCTPATOPa 3anaMTe Ha L3 npu nomoLm SSH:

B pesynbTare BbINOMHEHUS 3TON KOMaHAbl Mexay yctporncTBamm GW1 n AdminHost 6yget
yctaHoBneH VPN TyHHerb.

Y6eautbcsa B 3TOM MOXHO Ha paboyeM MecTe agMUHUCTpaTopa, BblbopaB NpeanoXeHne Show SA
Information (PucyHok 9), (PucyHok 10):
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Logouk

Show 5A InFormation. ..

About,

PucyHok 9

~1SAKMP S4

M | D | Local IP Addresses | Local part | PartnerlPAddressesl Partner port | State | Sent bytes | Received bytes |
1 7 10.10.10.100 4500 192.168.100.1 4500 ready 3400 1876

|IPSec 54

M | I} | Local IP Addresses | Local port | Paltnerlpﬁddressesl Fartrer port | Protocol | Action | Tupe | Sent butes | Received bytez |
1 3 10.10.10.100 any 1921681001 22 g ESP hat-t-tunnel - 3432 4540

Updatetimeout[sec];l 2ill Refresh | Cloze |

PucyHok 10

Tak >xe B 3TOM MOXHO ybeauTbest Ha ycTpornctee GW 1, BbINOMHUB KOMaHAy:

root@GWl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded

ISAKMP connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd
1 13 (192.168.100.1,4500)-(192.168.100.2,4500) active 1876 3400

IPsec connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 3 (192.168.100.1,22)-(10.10.10.100,*) 6 ESP nat-t-tunn 4640 3432

B 10 e Bpems ping npoxoauTb He GyaerT:

ping 192.168.100.1

O6meHn nakeramm c 192.168.100.1 mo c 32 GamTaMM OAHHBIX :
[IpeBLIIEH MHTEPBAaJ OXMOAHUS NJIsS 3alpoca.

[IpeBbIIEH MHTEPBAJI OXUIOAHUS OJIS 3anpoca.

[IpeBLIIEH MHTEPBAaJ OXMOAHUS NJsS 3alpoca.

Cratuctuka Ping mmsa 192.168.100.1:
IlakeTOoB: OoTnpamrjeHo = 3, nojgyueno = 0, norepsHo = 3
(100% moTepsb)

Ha wnto3e GW1 gaHHble nakeTbl 6yayT oTOpacbiBaTbCs, JAHHOE AEWCTBUE MOXHO YBUAETD,
BbINOMTHUB KOMaHAy:

root@GWl:~# klogview -f drop

dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:

firewall
dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:

firewall
dropped out packet 192.168.100.1->192.168.100.2, proto 1, len 60, if ethl:

firewall

Takum o6pas3om BObin co3aaH AOBEPEHHBI ceaHc, No KOTOPOMY aAMUHUCTPATOP MOXET YAarneHHo
HacTpauBaTh LWMo3 6e30MacHOCTy.
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Co3aaHue nonuTUKKM 6@30NacHOCTU LWLNK03a

B naHHOM pasgene pacCMOTPEHbl OCHOBHbIE MPUHUMMbI CO34aHNst NONMTUKM 6e30nacHOCTU LNko3a
©esonacHocTtu Bel VPN Gate 4.1 n gaHbl nuwb obLume noHaTusi. bonee nogpobHoe onucaHue gaHo
B COOTBETCTBYHOLUUX JOKYMEHTAX, B 3aBUCUMOCTU OT BbiBpaHHOro cnocoba HacTpOMKM LLM3a.

CnocoObl co3aaHnsa NONUTUKKU 6e30MacHOCTH

HacTtpouts Wnto3 6e3onacHoctn BupTyaneHbin Bel VPN Gate-V 4.1 nnm cosgatbe nONUTUKY
©e3onacHOCTU A1 Wio3a BO3MOXHO:

¢ JlokanbHO nnu yaaneHHo no npoTtokony SSH ¢ ncnonb3oBaHMem KOMaHg nHtepdenca
KOMaHAHOW CTPOKU, onncaHHbIX B 4okyMeHTe «LLnto3 6e3onacHocTy BupTyanbHbii Bel VPN
Gate-V 4.1. Cisco-like komaHabl» (Takyto KoHurypaumuio byaem HasbiBaTb «cisco-like
KOHdpurypaumen»). HanmcaHHble koMaHapbl aBnstoTca pogctBeHHbiMu Cisco 10S 12.4 (13a).

o Co30aB TEKCTOBbIN KOHUIypaLMOHHbIV dann 1 3arpysms ero Ha [MAK ¢ nomousto
cneumanu3npoBaHHbIX koMaHg. CosgaHve Takoro dhanna onnucaHo B AokymeHTte «LLnio3
©e3onacHocTu BupTyanbHbii Bel VPN Gate-V 4.1. Co3gaHne koHurypaumnoHHoro dannay
(Takyto koHdUrypaumio 6ygem HasbiBaTb «native-koHdurypauven» nnm «LSP-
KOHpurypaumen»). KomaHabl, Npy NOMOLLN KOTOPbIX MOXHO 3arpy3uTb KOHUIypaLUMOHHbIN
dpann, onucaHbl B JoKymeHTe «LLnto3 6e3onacHocTy BupTyanbHbii Bel VPN Gate-V 4.1.
CneuvnannsmpoBaHHble KOMaHbI».

e LleHTpanuaoBaHHO—yAaneHHO C NOMOLLbIO rpadunyeckoro nHTepdenca Cisco Security
Manager (CSM), onucaHHoro B gokymeHTte «HacTtpowika S-Terra Gate ¢ nomoubto Cisco
Security Manager».

e LleHTpann3oBaHHO—yOanNeHHo C UCMOoNb30BaHMEM NporpamMmmHoro npoaykta Bel VPN Updater,
npeaHasHayYeHHOro Ans yrnpasneHns Bceun fiMHMen NpoayKToB, NPON3BOAUMbIX KOMNaHNen
«C-Teppa beny», n onncaHHoro B gokyMeHTe «lporpammHbin npoaykT Bel VPN Updater.
PykoBoAcTBO agMUHUCTpATOpar.

CLI,EHapMVI co34aHu1A NONMUTUKN 6€30MacHOCTH WI3a

PaccmoTpum HekoTopble KOMaHAbl MHTepdeica KOMaHAHOM CTPOKU M aHanorM4Hble UM no
PYHKLMOHANBbHOCTU CTPYKTYpPbl TEKCTOBOIO KOHpUrypawumoHHoro cainna, Kotopbie
MCMONb3YIOTCA MPU CO34aHUN NOKaNbHOW NOMMTUKN 6€30NacHOCTM LMo3a.

MoapobHbIN CNMCOK KOMaHA 1 UX onncaHue AaHo B AoKyMeHTe «LLnto3 6esonacHoCTv BUPTYanbHbIN
Bel VPN Gate-V 4.1. Cisco-like komaHgbl». OnncaHme cUHTakcmuca U CTPYKTYp AaHHbIX
KOHdUMrypaLmoHHoro ¢anna npuseaeHo B okymeHTe «LUnto3 6e3onacHocTy BupTyansHbeii Bel VPN
Gate-V 4.1. CosgaHue KOHUrypaLnoHHOro cannay.

q)MHpraUMH, KﬂaCCVI(bVIKaLIMFI N MapkKkupoBaHue nakeToB

Mopsinok 06paboTkM NaKkeToB 3aBUCUT OT HanpaeneHns Tpaduka. [nsa ucxoasauero Tpadgvka
nopaaok 06paboTku creayoLmMi: MapkupoBaHue, MHKaNcynauus, nakeTHas U KOHTeKCTHas!
dunbTpaums. Ona Bxoasaulero Tpagmka — NakeTHas U KOHTeKCTHasA dunbTpaums, gekancynaums,
MapK1MpoBaHue Tpaduka.

Co3gaHue npaBun nakeTHou hunbTpaLmm

CosgaHue npaBwi NakeTHoM unbTpaumm cocTouT n3 GopMMpoBaHKs CIIMCKOB AOCTyna u
NpUBA3bIBaHUS NX K KOHKPETHbIM MHTepdencam Lwino3a 6esonacHocTn Bel VPN Gate.
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B nHTepdgence komaHOHOWM CTPOKM C MOMOLLLIO KOMaHAbl ip access-list cosgatoTes NMCTbl 4ocTyna.

KomaHga ip access-list ocywecTBnseT BXoA B PEXUM peaakTupoBaHUs CMCKOB AocTyna. B atom
pexume ¢ NOMOLLBI0 KOMaHA permit n deny opmMupyoTCa CNMCKK A4OCTyNa.

B koHurypauunoHHom haiine npasuna nakeTHou ounbTpaumm co3garTca B cTpykType Filter.

Co3zpaHue npaBun KOHTEKCTHOW hunbTpaLmm

B nHTEepgence komaHgHOM CTPOKM ONs CO34aHUSA NpaBuil KOHTEKCTHOM oMnbTpaLmMm NCNOMb3YTCSA
crnegyowmne KomaHabl:

e KomaHga ip port-map, cnyxvT Ans accouuaumm NnpoToKonoBs (CEPBMCOB) NPUKNAAHOr0
YypOBHS ¢ HOMepamu TCP-nopToB 1 NO3BONSET NepeHanpaBnsaTe Tpaduk cTaHAapTHbIX
(CcnCTEMHbIX) NPOTOKOMOB M NOMNb30BaTENbCKNX, 3af4aHHbIX Nonb3oBaTenem, Ha nobon TCP-
nopT.

o KomaHpga ip inspect name npumMeHseTcsa Ang co3gaHusa npasuna npoBepky Tpaduka Ans
MPOTOKOJSIOB MPUKNAgHOro YPOBHS.

o KomaHgbl ip inspect tcp synwait-time, ip tcp finwait-time, ip inspect tcp idle-time, ip
inspect max-incomplete hight, ip inspect max-incompletelow, ip inspect one-minute
hight. Ip inspect one-minute low aBnATCS KOMaH4amMu ynpaBfieHns COCTOSHNEM CeaHCOB
B cucteme CBAC (ynpaBrneHne 4OCTYNoM Ha OCHOBE KOHTEKCTA).

B koHurypaunoHHom cainne npasuna KOHTEKCTHOW ounbTpaumm 3agatTtcs B CTpykTypax Filter n
FirewallParameters.

Knaccudukauma n mapkmpoBaHue nakeToB

Knaccudukauus n mapkmpoBaHue 6yaeT nponssoanTbes Ao IPsec-vHkancynsauum ucxoasimx
NakeToB 1 Nocre AeKancynsauuy BXOOSLLMX.

OnwncaHHble HWXe KOMaHZbl NO3BOMSAIOT 3a4aTh ONpPeAerieHHbIN CepBUC OOCNYKUBaHUSI CETEBOTO
Tpaduka. OHM KnaccnuumpyoT nakeTbl (OTHOCAT NaKeTbl K onpeaeneHHoMY Kraccy Tpaduka) u
MapKMPYIOT UX (Ha3Ha4yalT COOTBETCTBYIOLLMI NpuopuTeT). PopmmnpoBaHme Tpadumka BbIMOMHAETCA
B Tpu Lara:

® MakeTbl pacnpegensaTcs no knaccam (komaHgbl class-map)
e 3agaloTcs npaBuna Angd Kaxkgoro knacca (komaHgbl policy-map)

e 3aJaHHag nonuTuKa NpuBA3bIBaeTCA K MHTepdency (komaHabl service-policy).

B KoH(urypaumoHHom danne knaccuukauma n MapkmpoBaHue nakeToB 3a0aeTca B CTPYKTYpax
Filter, koTopble NpUBA3LIBAKOTCSA K onncaHnsiM ceTeBbix MHTepdericoB (Networkinterface) uepes
nongd InputClassification n OutputClassification.

CospaHue 3awmueHHbIX VPN TyHHenen
Co3zpatue nonutukm IKE

[nsa coszgaHnsa 3alLMLLIEeHHOro KaHana, KoTopbl byaeT obecneunBath 3aWwmUTy Yactu o6MeHoB
uHdopmaumen nepson asbl 1 Bce obmeHbl BTopor dasbl IKE, cosgatotes ISAKMP nonutukm (unm
OfHa MonuTrKa) ¢ pasHbIMU NpUopUTETaMK, KOTOPbIE ByAYyT NPeAnoXeHbl NnapTHepY Ans
cornacoBaHus. B nonMtukax onnceiBaloTCA KenaeMble anroputMbl U napameTpbl 3aLUnWEeHHOro
KaHana.

Mepeq cospaHmem ISAKMP SA pgomkHbl 6bITh BeiOpaHbl MapaMeTpbl, KOTopblie OyayT
MCnonb30BaTbCA CTOPOHAMM ANs 3auTbl YacTn obmeHoB nepeow dasbl 1 BTopown dasbl IKE. B
UHTepdence KOMaHOHOM CTPOKM C NOMOLLLIO KOMaHAbl crypto isakmp policy 3agatoTtes IKE
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NONUTUKK (MNN 0AHa NONUTKKA) C Pa3nNMYHBIMKU NpUOpUTETaMM, KOTOpbIe ByayT NpeanoXeHbl
napTHepy Ang cornacoBaHus. BeinonHeHne 3ToM KOMaHObl OCyLLEeCTBNAET BXoA4 B pexum ISAKMP
policy configuration, B koTopom npegnaratoTca napaMmeTpbl 4118 COrfacoBaHNsi C NOMOLLbHO
cnenyroLmnx KomaHa:

e authentication — ykasblBaeTca MeToq ayTeHTUdUKALNN (C UCNOMNBb30BaHMEM ANEKTPOHHON
noAnucu nnv npegonpeaeneHHbiX KIYven);

e encryption — ykasbiBaeTcsl anropuTM LUMPPOBaHKMS, UCMOSb3yeMbIil B paMKax NpoTokosa
IKE;

e hash — ykasbiBaeTcs xaLl-anropmMTM, UCMONb3yeMbin B paMmkax npoTtokona IKE;
o lifetime — yctaHaBnuBaeTtcs Bpems xun3Hu ISAKMP SA;

e Qgroup — ykasblBaeTcs anropuTm, KOTopblil 6yaeT Ucnonb3oBaTbecs B pamkax npotokona IKE
Ans NoNyYeHns KInYeBoro matepuana.

B koHurypaunoHHom canne B cTpyktype IKERule 3agaeTca metoa ayTeHTUdmKaLnmM CTOPOH,
pexum ans nepsow dasbl IKE, a Takke npegnaraetca ons cornacoBaHus ¢ napTHEPOM NOnmMTHKa
3awmThl nepson 1 BTopon dasel IKE, koTopas onuckiBaetcs B cTpykType IKETransform. Ctpyktypa
IKEParameters onuceiBaeT rnobanbHele HacTporiku npotokona IKE.

Co3pnaHue IPsec HabopoB npeobpa3oBaHUM

[anee Hy>XHO NpeanoXnTb NApTHEPY ANS cornacoBaHust HAbopbl Npeobpa3oBaHUi, KOTopble OyayT
MCnonb30BaThCA AN CO34aHNs 3allMLLEHHOro BUpTyanbHoro coeanHenus (IPsec SA). IPsec SA —
3TO OAHOHanpaBJIeHHOE NTIorMYeckoe coeanHeHne, No3TOMY Npwu ABYCTOPOHHEM 0OMeHe AaHHLIMU
HY>XHO ycTaHOBUTb ABa IPsec SA.

B nHTEepgence komaHLHOM CTPOKM C NOMOLLIbIO KOMaHAb! crypto ipsec transform-set onucatb
napameTpsbl IPsec HabopoB npeobpasoBaHuii (unu ogHoro Habopa npeobpasoBanHuin). MoxHO
yKasaTb 40 Tpex HabopoB npeobpa3oBaHuW.

C nomoLLbio kKOMaHabl mode ykasaTb PeXrMM UCNONb30BaHUS (TYHHENbHbIN UM TPAHCMOPTHLIN) ANS
3agaHHoro Habopa npeobpa3oBaHuii.

B koHurypaumoHHom cainne cTpykTypa IPsecAction onpegenseT pexvm ncnonb3osaHus IPsec,
cnucok npeanaraemblx Habopos npeobpasosaHui IPsec. Kaxpgoe npeobpa3oBaHne onvcbiBaeTcs B
cTpyktypax AHTransform n ESPTransform.

Co3paHue cnuckoB gocTtyna

B nHTepdence komaHOHOWM CTPOKM C MOMOLLLI0 KOMaHAbl ip access-list ykasbiBatOTCA CNUCKK
[OCTyna, B KOTOPbIX 3agaeTcs Tpaduk, KOTopbI OyAeT NOTOM NPOCTO MPOMNYCKaTbCs, 3alMLLaTbCS
unu 3anpewaTbed. [Anga co3gaHns 3almULLEHHBIX TYHHENEN NCNONb3YTCA TONMbKO paclUMpPEeHHbIe
CMUCKM JocTyna.

KomaHga ip access-list ¢ napameTtpom extended ocywiectsnsieT Bxoa B pexum config-ext-nacl
(peXvM pefaKkTUpOBaHWUsi pacLUMPEHHbIX CMCKOB AocTyna). B 3Tom pexunme ¢ NOMOLLbIO KOMaHA
permit n deny cdopmupyoTcst cnuckx gocTyna.

B koH®UrypauunoHHoM harine cnmckamm gocTyna SBnsoTca npasuna unbTpoBaHus,
onucbiBaemMble cTpykTypou Filter.

Co3zpaHue kpuntorpadmyeckmx KapT
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B nHTepdgerice komaHOHOM CTPOKN co3gaHne NoNuUTUKKN IPsec BbINONHAETCS C MOMOLLbIO KOMaHA4bI
crypto map, kKoTopas OCYLLECTBMSET NEPEXO] B PEXMM HACTPOWKU KpunTorpadumyecknx kapt. B
3TOM peXxnme MOryT UCNONb30BaTbCA cneayloLuime KomaHabl:

e match address ocyLlecTBnsieT NPUBA3KY CNUCKa JOCTYNa K 3anucy Kpuntorpadn4eckon
KapTbl;

e set peer onpegensieT NnapTHepa, C KOTOpbIM OyAeM yCTaHaBNMBaTLCS TYHHENb;

o set pfs 3agaeT pexum pfs, NO3BONALLNA NOBLICUTE YPOBEHb 3aLLMLLEHHOCTU Tpaduka;
e set pool ykasbiBaeT MMsa Nyna agpecoB Ans Kpuntorpadguyeckon kapThl;

e set identity 3agaeT ugeHTugukaTop 4nsa Kpuntorpacuyeckom KapTbl;

e set security-association lifetime yctaHaBnuBaeT Bpems xunsHu IPsec SA;

e set transform-set gaeT ccbifnky Ha paHee co3aaHHbIA TpaHCOPM UNu TpaHcopMbl
(onpepensieT napameTpbl TYHHENS);

e setip access-group yctaHaBnuMBaeT npasuna ounbTpauum, NPUMeHsieMble K BXOOSALLUM
IPsec naketam nocne gekancynsuuu, unm kK ncxoaswnm IPsec naketam 4o MHKaNCynsiyuu.

CospaHne Habopa OUHaMMYecKMx KpunTorpaduyeckmx kapT B MHTepdence KOMaHaHOW CTPOKK
OCYyLLEeCTBseTCA KomaHaon crypto dynamic map.

B koHurypaunoHHom canne nonutuka IPsec 3agaetca B cTpykType IPsecAction.

Mpuesaska kpunTorpacuyeckon KapTbl K MHTEphency

B nHTepdeice komaHOHON CTPOKU Ha NocnegHeM aTtane NponsBoANTCS NPMBSA3Ka NUCTOB AOCTyna U
Kpuntorpadunyeckux KapT K KOHKPETHbIM MHTepdencam annapaTHOM NNatopMbl. ATU onepaumm
NPOn3BOAATCH B PEXMME HACTPONKN NHTEPdENCOB.

KomaHga interface ¢ ykasaHvem Nornyeckoro MMeHn MHTepgenca oCcyLLECTBIIAET NEPEXOL B PEXUM
HaCTPOMKM AaHHOro MHTepdenca.

B aToM pexumMe koMaHZoM ip access-group ykasblBaem CNVCOK AOCTYNa ANsi NpaBui NakeTHOM
dunbTpaumm, KoTopble GyayT UCMONb30BaTbLCA Ha 3TOM MHTepdelice.

KomaHgon crypto map ykasbiBaem Kpuntorpadumyeckyto KapTy, C MOMOLLbI KOTOpown 6yayT
cospgaBaTbcs VPN TyHHenu.

B koHdurypaunoHHom arine ansa npmBsasku npasuna punsTpoBaHns K MHTepdency annapaTHom
nnatgopMbl ucnonbadyetcs atpubyt IPsecPolicy B cTpykType Networkinterface.

Hactpoika maplupyTtusauum

[o6aBneHne cTpoku B Tabnuvuy MapLupyTM3aLmm B MHTEpdEence KOMaHgHOWM CTPOKM 3agaeTcs
KOMaHgowm ip route c ykasaHnem agpeca 1 Macku NOACETU Ha3HayeHns naketa, IP-agpeca
crnegyowero MapLupytusatopa nmbo BeIxogHOrO MHTepderica NMoKanbHOro YCTPOMCTBAa, Ha KOTOPbIN
HYXXHO nepedaTb NakeT AN nepegayn ero garnee no Cetu K nonyvaTento nakeTa.

B koHurypaunoHHom canne cosgaHue Tabnuubl MapLUpyTU3aumm OCyLLECTBIAETCS CTPYKTYPOn
RoutingTable. Ctpoka, koTopasi fobaBnseTcs B Tabnvuy MapLupyTusaumm, 3agaeTcs B CTPYKType
Route. Ota cTpoka 3agaeT MapLlpyT, ykasbliBasi agpec HasHayeHus, BbIXOQHON nHTepdenc nubo IP-
agpec criegyloLLero mapLupyTusaTopa u MeTpuky mapLupyTa.

Hactpouka Syslog-knueHra
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Hactpoiika Syslog-knueHTa B cisco-like koHdurypauumn un LSP-koHdurypaummn nogpobHo onncaHa B
nokymeHTe «Llnto3 6esonacHocTu BupTyaneHbin Bel VPN Gate-V 4.1. lNpoTokonupoBaHue
COBbITUMY.

Hactponka SNMP

[nsa 3agaHvs HacTpoek no Bblgade nHdopmaumm SNMP-areHTom no npotokony SNMP B
UHTepdence KOMaHOHOW CTPOKM UCMONb3YIOTCA Tpu koMaHabl. Komanga snmp-server community
3ajaeT CTPOKy, KOTopas urpaeT ponb napons npu ayteHTudukaumm coobeHnn SNMP n
paspewwaetr SNMP-meHempkepy YyTeHne cratuctukn us 6asel ynpasneHna SNMP-areHta. KomaHaa
snmp-server location cogepxuT uHcpopmaumo o usundeckom pacnonoxeHmm SNMP-areHTa. B
KoMaHae shnmp-server contact ykasbiBaeTcs nuuo, oTBETCTBEHHOe 3a paboty SNMP-areHTa.

B koHurypauunoHHom dharine 3agaHme Hactpoek SNMP-areHTa OCyLLECTBRSIETCA B CTPYKType
SNMPPollSettings. B aTon cTpykType yKkasbiBaeTcs |IP-agpec 1 nopT, Ha KOTOPbIA MOXHO nony4aTtb
3anpocbl oT SNMP-meHempkepa, a Takke CTPOKY, UrpatoLLyo posib Napors Npu ayTeHTudmkaumm
coobueHun, pasmelieHme SNMP-areHTa n koHTakTHoe nnuo. B gokymeHTe « MOHUTOPUHI» onmncaHbl
nepemMeHHble, KOTopble MOryT ObITb 3anpoweHbl y SNMP-areHTa.

Hactpolika otcbinku Tpanos SNMP-areHTa npoussogsaTcs B cTpykTypax SNMPTrapSettings u
TrapReceiver. B aTux cTpykTypax ykasbiBaeTcs IP-agpec v nopT, Ha KOTOpbIN OTCbINalTCs Tpan-
coobueHus, naeHtudukatop u IP-agpec otnpasutens tpan-coobuieHus, Bepcusa SNMP, B koTopon
co3aaroTca Tpan-coobLleHus.

3arpyska nonuTuKM 6e3onacHocTm

CO3D,aHHYIO NOJNMUTUKY ©e3onacHoCTN HeobxooumMo 3arpy3nTb Ha LS.

Cisco-like koHcburypauma cama sarpyxaeTcs Ha LUMo3 nocre BbiIxoda U3 KOHPUrypaunoHHOro
pexuMa, Npu 3TOM OHa ByaeT MHTepnpeTMpoBaHa KOHBePTEPOM B LSP-koHdurypauumio. KoHBepTop
paboTaeT B paMkax nporpaMMbl cs_console.

Ecnu koHBepTMpOBaHUe KOHUrypaLum 3aBepLuaeTcsi ¢ OLUMOKOW; TO Ha KOHCOSb BblAaeTCst
coobueHune o6 owmbke: "LSP conversion failed. You can use the "show load-message" command to
obtain the additional information." ("KoHBepTuposaHue LSP 3aBepunnock ¢ owmnbkon. Bel moxeTe
ucnonb3oBaTb kKOMaHgy show load-message ons nony4YeHns AONONHUTENBHON nHAopMaLmn.")

[anee npoucxoaunT nonbiTka 3arpy3ku LSP-koHdurypauumn Ha w3 6e3onacHocTy. Ecnn no kakum-
nmbo npuyMHam npou3soLuna owmnbka npu 3arpyske, LSP-koHdurypauus sanuceiBaetcs B dhann
erroneous_|sp.txt, pacnonoxeHHbll B KaTanore wnto3a 6e3onacHocTy. B koHUe paboTbl kOHBEpPTOpA
BblgaeTcs pe3ynbTar (ycnex/Heycnex) obpaTHO B cs_console.

Mpu KoHBEpTUPOBaHUK cisco-like koHUrypauumn nponuckiBaoTCa OUNbLTPbI AN KaXK40ro
MHTepdenca B OTAENTbHOCTU.

Bo Bpemsi paboTbl KOHBEPTOPA UCMONb3YIOTCA HACTPONKM KOHBEPTOPA, HEKOTOPbIE U3 KOTOPbIX
MOryT pefakTupoBaTbecs nons3osartenem. NogpobHo paboTta koHBEpTOpa onncaHa B AOKYMEHTe
«LLrnto3 6esonacHocTu BupTyaneHbii Bel VPN Gate-V 4.1. NpunoxeHue» B pasgene «KoHBepTop».

L SP-koHdumrypanuro, co3faHHyo B BUAE TEKCTOBOrO KOH(UrypaLmMoHHOro damna, HyHo
3arpy3uTb creumanM3MpoBaHHOM KOMaHgown Isp_mgr load, ¢ ykasaHnem nonHoro nyTtu kK danny
KOHdurypaumu.

MonuTnkn 6e30nacHOCTU, CO3[aHHbIe C UCTMOJNIb30BaHMEM OCTarbHbIX NaTopm
ynpaBrieHUs, TaKkke KOHBepTUpytoTca B LSP-KoHUrypaLmio Bo BpeMsi 3arpy3ku Ha LUHo3.
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[ns npocMmoTpa 3arpy>KeHHOoN KOHUrypauum ncnonb3yeTcs cneunanm3anpoBaHHas komaHaa
Isp_mgr show.

Pabota ¢ ceptuchukaramm

Pernctpauus CA ceptudmkara

BapeructpuposaTtb CA cepTucumkat B 6ase Npoaykra MoxHO AByMA cnocobamu:
e C MOMOLLBIO YTUNUTBI KOMAHOHON CTPOKM cert_mgr import;
e yepes cs_console komaHgamu crypto pki trustpoint n crypto pki certificate chain.

Mpw pernctpaunn ceptudmkaTa nepebiM CNOCOOGOM Npu NEpPBOM CTapTe KOHCOMMW nocne
pobasneHns cepTudmkaToB, JobaBneHHble cepTudpmkaTel 6yayT AOCTYMHBI ANA MCNONb30BaHNSA B
cisco-like kondurypauun. [ins Hux 6ygeT cosaaH trustpoint ¢ nmeHem s-terra technological
trustpoint.

Ona peructpaumm CA cepTudmkaTa 4epes cs_console ncnonb3yoTcs KomMmaHabl:

e crypto pki trustpoint name — gns 06bsABNeHMA umeHn CA 1 Bxoda B pexum ca trustpoint
configuration, MOXXHO 3agaTb HECKONbKO TakMx KOMaHg Ans ob6bssneHnsa pasHoix trustpoint.

B pexnme aTon KomaHabl MOXHO yka3aTb agpec LDAP-cepBepa n pexumbl ncnonb3osaHns CRL
npu npoBepke cepTUduKaToB:

e crl query Idap://IP-adpec(:nopm) — 3apaeTt agpec LDAP-cepsepa. Npun obpaLleHmnmn k
LDAP-cepBepy wnto3 6e3onacHocTy cHavana cmotput none CDP ceptudmkaTa, ecnv B
3TOM none nponucaHHein NyTb K LDAP-cepBepy ABnsieTcst HenonHbiM, To Ao6aBnsAoTes
OanHble (IP-agpec v nopT) 13 komaHabl crl query. Ecnu CDP cogepXuTt nonHbIn nyTh, crl
guery He ncnonbe3yetcs. Ecnn B ceptudukate HeT nong CDP, To ncnonesyercs ata
KomaHgaa ans 3agadus url LDAP.

e revocation-check methodl1 [method?2]
e methodl — napameTp, NPUHUMAIOLLMIA OLHO U3 ABYX 3HAYEHUN:

e crl — npu npoBepke cepTndukaTta obasareneH gencreytowmii CRL. Ecnin
aewncteyowmin CRL He HangeH B 6a3e npogykTa u ero He yaanochb
nonyy4ntb No npotokony LDAP, To cepTudukat He npuHMMaeTcs;

e none — npuv nposepke cepTudukaTa gencreyowmnin CRL ncnonbayeTtcs,
€Cnu OH NpeaycTaHoBreH B 6ase npoaykTa unm nonyyeH B npouecce IKE
obmeHa. Ecnu 310 He Tak, To nonbiTka nony4muts CRL no npotokony LDAP
He NpeanpuHUMaeTcs U cepTudukaT NpUHUMaeTCs.

e method2 — napameTp HeobsA3aTeNbHbIA, UMEET OOHO 3HAYEHUE:

e none — ecnu gencteyowmn CRL He HaligeH B 6a3e npoayKTa u ero He
yAanocb Nony41Tb no npotokony LDAP, To cepTudukaTt npuHMMaeTcs.
Mcnonb3yeTcs Tonbko Torga, koraa methodl1= crl.

e crypto pki certificate chain name — ans Bxoga B peXvuM HaCTPOMKK LIENOYKN CepTUdmnKaToB
CA:

o certificate — gna gobaenexus CA ceptudukaTa (B LWecTHagLaTEPUYHOM NPeACTaBNeEHNI)
B 0asy lNMpopykra:

e MOXHO 3aaTb HECKOJIbKO Taknx komaHzg ans gobasneHus nmb6o npomMmexxyTouHbix CA
cepTudukatos, Nnbo nbbix CA cepTndmkaTos.

B otnnume ot Cisco, Haw NpoaykT He npoBepseT ABNATCA Nu JobaBnaemble cepTuduKkaThbl U3
ofHom uenoyku. NMoatomy, MOXHO A0BaBnATL B 0OAUH trustpoint He TONbKO NpoMexyToyHble CA
cepTmdukaTbl, Ho BoobLe nobbie CA cepTudukaThl.
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Mpun gobaenenun CA ceptudumkarta B trustpoint komangow crypto pki certificate chain oH
aBToMaTuyeckn gobasnseTcs B 6asy Npoaykra.

Mpwu cTapTe cs_console npu novcke ceptudmkaTa NPOBEPSOTCS BCE CyLLECTBYOLWME trustpoint's B
6a3se lNpoaykra. B cnyyae otcytcTBus cootBetcTBytowero CA ceptudumkaTa B 6ase Npoaykra,
trustpoint aBTomaTuyeckn ygansetcs us cisco-like koHurypaumm u, cnegoBaTternbHO, yaansoTcs
Bce CA cepTudukaThl, 3apermcTpmpoBaHHbie B 3TOM trustpoint. Mpu aTom BbiaaeTcs
COOTBETCTBYHOLLEE COOBLLEHME B NOT.

Co3pgaHue Kno4yeBOW Napbl U 3anNpoca Ha NoKanbHbIN cepTudukar

Cospatb knto4veByro napy U 3anpoc Ha nokanbHein ceptudukat anga Bel VPN Gate moxHo npu
nomoLLM yTUnuTbl cryptocont, kotopasi pasmellaeTtca B katanore opt/Avest/bin.

KoHTelrHepbl C cekpeTHbIMY KIHoYaMmn JOIDKHbI ObITb YPOBHSI KOMMNbIOTEPA.

Peructpauus nokanoHoro ceptudumkara

[na pernctpaumm nokansHoro ceptudmkata B 6ase Npogykra ucnonb3yercs yTunuta KOMaHaHOM
CTPOKM cert_mgr import.

YnaneHue ceptudumkaTon

Ynanste cepTudmkathl M3 6a3sbl Mpoaykta MOXHO ABYMsi cnocobamu:
e C MOMOLLbIO YTUNUTLI KOMaHOHOWM CTPOKM cert_mgr remov;
e yepes cs_console komaHgon no crypto pki trustpoint.

Mpu yoaneHun trustpoint ¢ ykaszaHHbIM umeHeM, Bce CA cepTudumkaTthbl U3 aToro trustpoint
yOanaTcs U3 TekyLlen KoHdurypaumm, 6assl MNpoaykta u cisco-like koHurypauun.

Ecnu B cs_console go6asute ceptudpmkart B trustpoint, a noTom, BbIAs U3 KOHCONK, yoanuTb
pobaBneHHbIN cepTnmkaT ¢ NOMOLLBIO cert_mgr remove, TO Npu CneayloLwem CTapTe KOHCOMNU
trustpoint ¢ cepTndurkaTom yganurcs m oTtyga.

Ypanute CRL 13 6a3bl lNMpogykTa ¢ NOMOLLBI0 YTUNUTLI KOMAHOHOW CTPOKW cert_mgr remove
HeBO3MOXHO. Ecnu B komaHae ykasaTb Homep (uHagekc) CRL, To 6yaeT BoiBeaeHo cooblieHne 06
OLmnbBKe — 0 Heg4ONYCTUMOM MHAEKCE.

MpocmoTp ceptucpukatoB B 6aze Mpoaykra

Insi npocmoTpa cepTudmkaToB B 6a3e Npoaykta ncnonb3ynte kKoMaHgy cert_mgr show.

OTcbInkKa nokanbHoOro ceptudukara
[na oTcbInNkM fokanbHOro ceptTudukaTta naptHepy no npotokony IKE:
B LSP-koHdwurypaumm (koHUrypaumoHHbIn cain)

[nsa oTcbinkM nokansHOro ceptucbukata naptHepy no npotokony IKE B LSP, B cTpykType
AuthMethodGOSTSign 3agaTtb atpubyT SendCertMode co 3Ha4yeHneMm:

o ALWAYS — Bcerga oTcblniaTh JIoKanbHbIN cepTudmKarT;

o CHAIN — Bcerga otcbinatb nokansHbln ceptudukat, CA ceptudukat n npoMmexyTouHble CA
cepTmdukaThbl.

B cisco-like koH¢urypaumm (B nutepderice KOMaHAHOM CTPOKM)
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Mpu cozpaHum nonutukn IKE, napameTpbl KOTOPOW COrnacoBbIBalOTCA C NAPTHEPOM, B pexunme
KomaHabl crypto isakmp policy 3agaTe MeToa ayTeHTUdUKaLMM CTOPOH C UCMOMNb30BaHMEM
cepTnnkaToB KoMaHOoN

authentication rsa-sig

B chaiine HacTpoek koHBepTOpa cs_conv.ini napameTpy send_cert npucBoeHo 3HauveHne ALWAYS, n
No3TOMY MO YMOMNYaHWIO NapTHepY Bcerga byaeTt oTChbiNnaTbCs NoKanbHbIN cepTudukaT no
npoTokony IKE.

MonyyeHue ceptuchmukata napTHepa
CepTtudukat napTHepa MOXHO nony4mTb Nnbo no npotokony IKE, nubo no npotokony LDAP.

CHavana LUnto3 6e3onacHocTv BupTyanbHbin Bel VPN Gate-V 4.1 nbiTaeTtca nonyyntb ceptudumkat
naptHepa no IKE. Ecnv napTHep He npucnan ceptudukat, a npucnan cBon naeHtudukaTop, 1o
LLnto3 6esonacHocTu BupTyaneHbin Bel VPN Gate-V 4.1 no atomy ngeHTugumkaTopy uwiet
cepTudukaT NnapTHepa cHadvana B cBoew 6a3e [poaykTa, ecnv He Hawen, ToO NPOA4OIPKAaEeT NONCK Ha
LDAP-cepBepe.

MonyyeHune ceptudpnkara naptHepa no IKE
[ns nonyyenns ceptndukata napTHepa no npotokony IKE HyxHo:
B LSP-koH¢umrypaumm

¢ B nokanbHon koHurypauum B cTpyktype AuthMethodGOSTSign 3agatb atpubyT
SendRequestMode co 3HayeHnem ALWAYS — Bcerga 3anpalwumBatb cepTudmkar naptHepa.

e B koHcpurypaumm napTtHepa B cTpykType AuthMethodGOSTSign 3agaTb aTpubyT
SendCertMode co 3HaueHuem:

o ALWAYS - BbicbiNnaTtb cepTudmkar;

¢ CHAIN — BbICbINaTh nokanbHbIA cepTudukat, CA cepTudmkar ¢ Lenoykon
npomMmexyTouHbix CA.

B cisco-like koHdurypauumn

B pexume komaHabl crypto isakmp policy 3agaTb MeToq ayTeHTUdUKaLUN CTOPOH C
ncnonb3oBaHNEM cepTUPUKaTOB KOMaHAOM:

authentication rsa-sig

B ¢paine HacTpoek koHBepTOpa €S_conv.ini napameTpy send_request NPUCBOEHO 3HayYeHne
ALWAYS, n nostomy no ymornyaHuio y napTHepa Bcerga 6yaeT 3anpallmBaTbCsl NTOKanbHbIN
ceptudumkat no npotokony IKE.

MonyyeHue ceptuchukata naptHepa no LDAP

MonyyeHue ceptudukata naptHepa Ha LDAP-cepsepe. B aToM crnydae napTHep npuckiniaeT CBOW
ngeHtudumkartop, a W3 6eszonacHoctn BupTyaneHbii Bel VPN Gate-V 4.1 no 3HayeHuto Subject
Oynet nckatb cepTudmkaT naptHepa Ha LDAP-cepBepe. [Insa npoxoxaeHnss LDAP-nakeToB go
LDAP-cepBepa HeOOX0AMMO B NONUTMKE 3a4aTb COOTBETCTBYIOLNIA OUMBTP.

B LSP-koHurypavuum

B nokanbHoM KoHUrypaumm 3agaTb CTpykTypy LDAPSettings c IP-agpecom LDAP-cepBepa 1
Takke:

e Ecnun npucnaH nagentudpukatop tnna DN:

e N3 6e3onacHocTM No Subject nweT cepTudpmkaT NnapTHepa cHavyana B cBoen 6ase
lMpoagykTa, a 3atem Ha LDAP-cepBepe;

o Ecnun npucnaH ngeHtudukaTop gpyroro tmna:

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016 45



Bel VPN Gate-V 4.1. PykoBoacTBO agmuHucTpaTopa. Obwwume HacTponku

e [ans nonyyeHus Subject B nokanbHOM KOHUrypaumm 3agatotcst aTpubytel RemotelD,
RemoteCredential, DoNotMapRemotelDToCert;

e ecnn DoNotMapRemotelDToCert = TRUE, 10 Subject 0yaeTt coctaBnaTbcs u3
RemoteCredential;

o ecnu DoNotMapRemotelDToCert = FALSE, To Subject 6yaeT coctaBnaTbecsa us
RemoteCredential u RemotelD;

® M0 COCTaBNeHHOMY 3Ha4eHuo Subject w3 6e3onacHoOCTY MLEeT cepTudumkaT NnapTHepa
cHavana B cBoel 6a3se NpoaykTa, a 3atem Ha LDAP-cepBepe.

B cisco-like koH¢urypauum

Ecnu napTHep He npucnan ceon ceptudumkaT no npotokony IKE, n B 6a3e Npoaykta ero HeT, TO
LLnto3 6e3onacHocTy BupTyanbHbii Bel VPN Gate-V 4.1 nocbinaeT 3anpoc Ha 3agaHHbin LDAP-
cepBep B komaHge crl query gns nonyyeHus ceptudukaTa naptHepa. 1o nonydyeHHomy
noeHTnurkaTopy Trna dn oT NnapTHepa GyaeT OCyLeCTBASATLCA NOUCK cepTudukaTta. Ecnm
nony4eH naeHTudunkaTop apyroro Tmna — 3anpoc Ha LDAP-cepsep He nocbinaetcs. Ecnn
OTpeAakTpoBaTb CKOHBEPTUPOBAHHYIO Native-koHdurypaumio ansg paboTbl ¢
naeHtTudmrkaTopamm gpyroro Tuna, kak onmcaHo B npeablgyLlem nyHkTe, To ceptudmkart
napTHepa MOXHO nony4ntb no LDAP.

MpoBepka ceptuchmukara no CRL

[nsi npoBepku cepTudmkaTa napTHepa no CNMcKy oTo3BaHHbIX cepTudmkaToB (CRL) HyxHO:
B LSP-koHurypaumm

B ctpykType GlobalParameters 3agate atpnbyt CRLHandlingMode, npn 3HayeHnsx aToro
aTpubyTa:

e optional — ucnonbayetcs gencrayowmin CRL 13 6asbl MNpoaykTa;
e enable u best_effort — gerictytowmn CRL mMoxeT 6biTb nonydeH no LDAP.

Ona nonyyenua CRL ¢ LDAP-cepBepa cHavana nposepsietca none CDP B npoBepsieMom
cepTtudukate, ecnm none CDP oTcyTcTBYyeT, TO B KOHUIypaLmmn JormkHa ObITb 3a4aHa CTpykTypa
LDAPSettings c agpecom LDAP-cepBepa. B 6a3y Npoaykta c LDAP-cepBepa 3arpyxaeTcs
pevicteytowmn CRL 1 no Hemy nposepsieTca ceptudmkat naptHepa.

Ons npoxoxaeHus LDAP-naketos go LDAP-cepBepa HeobxoaMmo B nonutuke 3agatb
COOTBETCTBYOLLNA DUILTP.

B cisco-like koHdurypauum

B pexxunme komaHabl crypto pki trustpoint komaHgowm revocation-check 3agaetcsa pexum
ucrnonb3osaHms CRL.

Heckonbko nokanbHbiXx u CA ceptucmkaTon

MHorga npu paboTe ¢ pasHbiMU NapTHEPAMMX ayTEHTUMUKALMSA OCYLLECTBIISETCS C UCMOSNIb30BaHUEM
pa3sHbIX NIOKanbHbIX CepTUdMKaTOB, NOANUCAHHBIX pasHbiMu YL, cootBeTCcTBEHHO 1 CA
cepTudmkaTtbl pasHble.

B cisco-like koHcurypauum

B koMaHOHOW CTpOKe HET KOMaHA AN1s yKasaHWsi COOTBETCTBUSA MeXAY MAEHTUDUKATOPOM
napTHepa, NnokanbHbIM cepTudmkaTom n CA ceptucmkatom. NMoaToMy nocre KOHBEPTUPOBAHMS
cisco-like koHdpurypauum B LSP koHdUrypaumo nocnegHow Heo6xo4MMo oTpeaakTupoBaThb.

B LSP-koHdurypaumm:

B ctpykType AuthMethodGOSTSign cywiecTBytoT aTpnbyThbl, KOTOPbIE NO3BOMSIOT 3a4aTb
COOTBETCTBME MeXAy JNoKanbHbIM, NapTHepckum n CA cepTudmkaTamu, NokanbHbIM 1
napTHEPCKUM MaeHTUukaTopamu.
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Pacwupenus ceptucmkara (Certificate Extensions)

MmetoTca HekoTopble orpaHnyeHns npu pabote ¢ paclimpeHusammn ceptudmkarta (Extensions),
KOTOpble MOMEYEHbI KaK KpUTudHbIe. B Tabnuue npuBegeH CCOK paclumMpeHnii ceptudukaTa,
KoTopble ByayT pacno3HaBaTbCcs U obpabaTtbiBaTbCst [IpOAYKTOM, ECNN Y HUX YCTAaHOBMEH NPU3HAK
kputnyHocTn TRUE. Ecnu B cepTudmkate 6yayt npucyTCTBOBaTh APYrMe paclUMpPEHUs], He
yKa3aHHble B Tabnuvue v 3agaHHble KakK KpUTUYHbIE, TO Takon cepTudmkaTt He MOXeT ObITb
ucnonb3oBaH. Ecnu xe paclumpeHmne oTcyTcTByeT B Tabnuue, HO ABNAETCA HEKPUTUYHBIM, TO OHO
UrHOpMpyeTCs, U CepTMdUKaT UCMomnb3yeTcs.

Tabnwuua 2
Name OID value
Subject Key Identifier 2.5.29.14
Key Usage 2.5.29.15
Subject Alternative Name 2.5.29.17
Issuer Alternative Name 2.5.29.18
Basic Constraints 2.5.29.19
Name Constraints 2.5.29.30
CRL Distribution Points 2.5.29.31
Authority Key Identifier 2.5.29.35

OnucaHnusa 3HayveHnn n nonHbin cnucok Certificate Extensions moxHo nocmoTtpeTh B AokymeHTe RFC
5280 (http://tools.ietf.org/html/rfc5280#section-4.2).

MoXxHO n3MeHUTb peakumio NpoaykTa Ha oTAernbHble pacluMpeHns ceptudmrkarta, NoMeyYeHHbIe Kak
KPUTMYHbIE N OTCYTCTBYIOLLME B BbilLlenpuBeaeHHon Tabnuue. AOQMUHUCTPATOP MOXET HacTpouTb
CNNCOK pacLLUMpeHnii cepTudmkaTa, KoTopbl 6yayT urHopnpoBaTbes [1poayKToM, Kak ecnu Gbl 3Tu
pacLIMpeHns SBNANUCE HEKPUTUYHBIMU. DTN pacluMpeHnst Hago onncaTtb B danne x509%opts. ini,
KOTOPbIN pacrosioXeH B kaTanore /opt/VPNagent/etc. PaclumpeHunsi onucblBaloTcs B CeKummn
IgnoringUnsupportedCriticalExtentions.

WNrHopupyemoe Critical Extention 3agaeTcs B dpopmaTte <KEY>=<QID>, rae:

<KEY> — UMSl pacluMpeHus, cocTosiee U3 6ykB 1 UMGpP U He codepxkallee pasgenutenen,
[OJKHO GbITb YHMKANbHLIM B Nepefax Cekuuu;

<0ID> — OID MrHopmpyemoro paclumMpeHusi, COCTOSLLUNIA U3 AECATUYHBIX YMCer, pa3aerneHHbIX
Toukamu. PacnosHaBaHme pacwmpenus npoucxogut no OID.

Mpumep danna x509%opts.ini:
[IgnoringUnsupportedCriticalExtentions]
'l
! Key name is any Alpha-Numerical well-known name of OID
! Key names of different OIDs cannot match
1

subjectDirectoryAttributes=2.5.29.9
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CertificatePolicies=2.5.29.32
QcStatements=1.3.6.1.5.5.7.1.3
HcRole=1.0.21091.2.0.5

MpumeyaHue 1: cnegyeT NogYEPKHYTb, YTO TakMM 06pa3oM Henb3s MPOUTHOPUPOBATL

pacnosHaBaemsble NMpoaykToM Critical Extentions, Hanpumep BasicConstraints

MpumeyaHue 2: cekuma IgnoringUnsupportedCriticalExtentions, Aaxe nycras,
obs3aTenbHO OOMKHa NpucyTcTBOBaTh B (harne x509opts.ini.

Bel VPN Gate-V 4.1 Copyright © S-Terra Bel 2008 - 2016

48



Bel VPN Gate-V 4.1. PykoBoacTBO agmuHucTpaTopa. Obwwume HacTponku

MpunoxeHune

TekcT cisco-like koHdurypauum gna ycrponcresa GW1

version 12.4

no service password-encryption
|

crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model

|

|

hostname GW1

enable password csp

|

|

|

logging trap debugging
|

crypto identity my admin

dn C=BY,L=Minsk,O0=S-Terra Bel,OU=Research,CN=adminhost
|

crypto isakmp policy 1

encr belt

hash belt

authentication belt-sig

group beltdh

|

crypto ipsec transform-set TSET esp-belt esp-belt-mac
|

ip access-list extended LIST

permit tcp host 192.168.100.1 eq 22 any

!

ip access-list extended LIST2

permit tcp host 192.168.100.1 eq 22 any
permit udp host 192.168.100.1 eq non500-isakmp any
permit udp host 192.168.100.1 eq isakmp any
deny ip any any

!

1

crypto dynamic-map DMAP 1

match address LIST

set transform-set TSET

set pfs beltdh

set identity my admin

!

crypto map CMAP 1 ipsec-isakmp dynamic DMAP
!

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0
|

interface GigabitEthernet0/1

ip address 192.168.100.1 255.255.255.0
ip access-group LIST2 out

crypto map CMAP

|

interface GigabitEthernet0/2

no ip address

shutdown

|

interface GigabitEthernet0/3

no ip address

shutdown
|
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ip route 0.0.0.0 0.0.0.0 192.168.100.2
!

crypto pki trustpoint s-terra technological trustpoint

revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAAL1B275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAALIB27530

ESDO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
|

end

Tekct LSP gna ycrponcrea GW1

# This is automatically generated LSP
#
# Conversion Date/Time: Tue Jun 14 09:20:53 2016
GlobalParameters (
Title = "This LSP was automatically generated by
CSP Converter at Tue Jun 14 09:20:53 2016"
CRLHandlingMode = OPTIONAL
PreservelIPsecSA = FALSE
)
RoutingTable (
Routes =
Route (
Destination = 0.0.0.0/0
Gateway = 192.168.100.2
)
)
FirewallParameters (
TCPSynSentTimeout = 30
TCPFinTimeout = 5
TCPClosedTimeout = 30
TCPSynRcvdTimeout = 30

TCPEstablishedTimeout
TCPHalfOpenLow = 400
TCPHalfOpenMax 500
TCPSessionRateLow = 40
TCPSessionRateMax 50

)

3600

0
0

IKETransform crypto:isakmp:policy:1

(

CipherAlg = "STB34101CIPH-K256-CBC-65532"
HashAlg = "STB34101HASH-65532"
GroupID = BELTDH
RestrictAuthenticationTo = BELT SIGN
LifetimeSeconds = 86400
)
ESPProposal TSET:ESP
(
Transform* = ESPTransform
(
IntegrityAlg* = "STB34101CIPH-K256-MAC-65532"
CipherAlg* = "STB34101CIPH-K256-CBC-252"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
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FilterChain FilterChain:LIST2 (

Filters = Filter (
SourceIP = 192.168.100.1
ProtocolID = 6
SourcePort = 22
Action = PASS
LogEventID = "LIST2"

)y

Filter (
SourceIP = 192.168.100.1
ProtocolID = 17
SourcePort = 4500
Action = PASS
LogEventID = "LIST2"

),

Filter (
SourceIP = 192.168.100.1
ProtocolID = 17
SourcePort = 500
Action = PASS

LogEventID = "LIST2"
),
Filter (
Action = DROP
LogEventID = "LIST2"
),
Filter (

Action = DROP

)

IdentityEntry my admin(
DistinguishedName* = CertDescription (
Subject = TEMPLATE, "C=BY,L=Minsk,0=S-Terra
Bel, OU=Research, CN=adminhost"
)
)

AuthMethodBELTSign BELT:Sign
(

LocallID = IdentityEntry( DistinguishedName* = USER SPECIFIC_ DATA
)

RemoteID = my_admin

SendRequestMode = ALWAYS

SendCertMode = ALWAYS

)

IKERule IKERule:CMAP:1:DMAP:1
(

Transform = crypto:isakmp:policy:1

AggrModeAuthMethod = BELT:Sign
MainModeAuthMethod = BELT:Sign
DoNotUseDPD = TRUE
Priority = 100

)

IPsecAction IPsecAction:CMAP:1:DMAP:1
(
TunnelingParameters = TunnelEntry (
DFHandling=COPY
Assemble=TRUE
)
ContainedProposals = ( TSET:ESP )
GroupID = BELTDH
IKERule = IKERule:CMAP:1:DMAP:1
)

FilterChain IPsecPolicy:CMAP (
Filters = Filter (
ProtocolID = 17
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SourcePort = 500, 4500
Action = PASS
PacketType = LOCAL UNICAST, LOCAL MISDIRECTED
)y
Filter (
SourceIP = 192.168.100.1
ProtocolID = 6
SourcePort = 22
Action = PASS
ExtendedAction = ipsec< sa = IPsecAction:CMAP:1:DMAP:1 >

LogEventID = "IPsec:Protect:CMAP:1:DMAP:1:LIST"
)
)
NetworkInterface (
LogicalName = "GigabitEthernet0/1"

OutputFilter = FilterChain:LIST2
IPsecPolicy = IPsecPolicy:CMAP

Tekct LSP gna ycrponctea AdminHost

GlobalParameters (

Title = "This LSP was automatically generated by S-Terra Bel Client

AdminTool (cp) at 2016.06.14 11:15:04"

Version = LSP 4 1
CRLHandlingMode = BEST EFFORT

)

LDAPSettings (
ResponseTimeout = 200
HoldConnectTimeout = 60
DropConnectTimeout = 5

)
IdentityEntry auth identity 01(
DistinguishedName *= CertDescription (
Subject *= COMPLETE, "C=BY,L=Minsk,O0=S-Terra Bel, OU=Research,
CN=adminhost"
)

)

CertDescription local cert dsc 01(

Subject *= COMPLETE, "C=BY,L=Minsk,O0=S-Terra Bel, OU=Research,

CN=adminhost"

Issuer *= COMPLETE, "C=BY,L=Minsk,0=S-Terra Bel,OU=Research,CN=CA-

W2008SP1-X64-CA"

SerialNumber = "611425D8000000000002"
FingerprintMD5 = "3EE6136FE1D8ASE0473E6A020B93C510"

)

CertDescription partner cert dsc 01(

)

AuthMethodGOSTSign auth method 01 (

LocalID = auth identity 01
LocalCredential = local cert dsc 01
RemoteCredential = partner cert dsc 01
SendRequestMode = AUTO

SendCertMode = AUTO

)

IKEParameters (
DefaultPort = 5
SendRetries = 5
RetryTimeBase = 1
RetryTimeMax = 30
SessionTimeMax = 60
InitiatorSessionsMax = 30
ResponderSessionsMax = 20
BlacklogSessionsMax = 16
BlacklogSessionsMin = 0
BlacklogSilentSessions = 4

00
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BlacklogRelaxTime = 120
IKECFGPreferDefaultAddress = FALSE
)
IKETransform ike trf 01(
LifetimeSeconds = 28800
CipherAlg *= "STB34101CIPH-K256-CBC-65532"
HashAlg *= "STB34101HASH-65532"
GroupID *= BELTDH
)
ESPTransform esp trf 01 (
IntegrityAlg *= "STB34101CIPH-K256-MAC-65532"
CipherAlg *= "STB34101CIPH-K256-CBC-252"
LifetimeSeconds = 3600
LifetimeKilobytes = 4608000
)
ESPProposal esp proposal 01(
Transform *=esp trf 01
)
IKERule ike rule(
DoNotUseDPD = FALSE
DPDIdleDuration = 60
DPDResponseDuration = 5
DPDRetries = 3
MainModeAuthMethod *= auth method 01
Transform *= ike trf 01
)
IPsecAction ipsec_action 01 (
TunnelingParameters *=
TunnelEntry (
PeerIPAddress = 192.168.100.1
Assemble = TRUE
ReRoute = FALSE
)
ContainedProposals *= (esp proposal 01)
GroupID *= BELTDH
IKERule = ike rule 01
)
FilterChain filter chain input (
Filters *= Filter(
ProtocolID *= 17
DestinationPort *= 500
Action = PASS
LogEventID = "pass _action 02 01"
), Filter (
ProtocolID *= 17
DestinationPort *= 4500
Action = PASS
LogEventID = "pass_action 02 02"
), Filter(
SourceIP *= 192.168.100.1
ProtocolID *= 50
Action = PASS
LogEventID = "pass action 03 01"
), Filter (
SourceIP *= 192.168.100.1
ProtocolID *= 51
Action = PASS

LogEventID = "pass _action 03 02"
), Filter(

Action = PASS

LogEventID = "pass action 04"

)
)
FilterChain filter chain output (
Filters *= Filter(
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass action 05 01"
), Filter (
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ProtocolID *= 17

SourcePort *= 4500

Action = PASS

LogEventID = "pass action 05 02"
), Filter (

DestinationIP *= 192.168.100.1

ProtocolID *= 50

Action = PASS

LogEventID = "pass action 06 01"
), Filter(

DestinationIP *= 192.168.100.1

ProtocolID *= 51

Action = PASS

LogEventID = "pass action 06 02"
), Filter (

Action = PASS

LogEventID = "pass action 07"

)
)
FilterChain filter chain classification_ input(
Filters *= Filter(
Action = PASS
LogEventID = "pass action 08"
)
)
FilterChain filter chain classification output (
Filters *= Filter(
Action = PASS
LogEventID = "pass action 09"
)
)
FilterChain filter chain ipsec(
Filters *= Filter(
ProtocolID *= 17
SourcePort *= 500
Action = PASS
LogEventID = "pass action 10 01"
), Filter (
ProtocolID *= 17
SourcePort *= 4500
Action = PASS
LogEventID = "pass_action 10 02"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 6
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec action 01>
LogEventID = "ipsec action 01 01"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 17
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec action 01>
LogEventID = "ipsec action 01 02"
), Filter(
DestinationIP *= 192.168.100.1
ProtocolID *= 132
DestinationPort *= 22
Action = PASS
ExtendedAction *= ipsec<sa=ipsec_action 01>

LogEventID = "ipsec action 01 03"
), Filter (
Action = PASS
LogEventID = "pass_action 11"
)
)
NetworkInterface (

InputFilter = filter chain input
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OutputFilter = filter chain output

InputClassification = filter chain classification input
OutputClassification = filter chain classification output
IPsecPolicy = filter chain ipsec
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