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CueHapum KoHdUrypupoBaHus

B aTOM AOKYMEHTe onucaHbl KOMaHabl MHTepderica KOMaH4HOW CTPOKN U CTPYKTYPbI
TEKCTOBOro KOH(pUrypaLmoHHoro parina, KoTopble UCMOMb3YHTCA ANS TeX UMK UHbIX Lenen
npu co3gaHnmn nokanbHoM nonnTukmM 6esonacHocty wni3a Bel VPN Gate.

B nokymeHTe «[Mpumepbl KOHUrypaLmi B pasnmnyHbIX CLIEHApUAX» NpuBeaeHbl MpUMephI
noKarnbHbIX NONUTMK 6Ge30MacHOCTY LUMID30B B ABYX CLEHapUsIX.

Ha ctpaHuue TexHuyeckon nogaepKkv camta Hallen KOMNaHun npyuBeaeHbl NpUMepbI
TunoBbix cueHapveB 1 MNMprMepbl 4ONOMHUTENBHBIX BO3MOXHOCTEN MPOOYKTOB.

Co3pgaHue npaBun nakeTHoW punbTpauun

CosgaHue npasun nakeTHoM omnbTpaLnm cocTouT n3 opMMpoBaHKS CMMCKOB AOCTyna u
NpuBA3bIBaHUA NX K KOHKPETHbIM UHTEpdencam annapatHou nnatdopmbel Bel VPN Gate.

C nomoLLbio KoMaHabl ip access-1list co3galoTcda NUCTbI AOCTyna.

KomaHga ip access-list ¢ napametpom standard ocyLLecTBnsieT BXo4 B PEXUM
peaakTMpOBaHUA CTaHO4apPTHBIX CMMCKOB AOCTyna. B aTom pexume ¢ NOMOLLbIO KOMaHA,
permit u deny dopmMunpyoTCa CNNCKM JOCTyNa.

B KoHurypaumoHHom carine npasuna nakeTHOW punbTpauum co3garnTcsl B cTpyKType
FilteringRule.

Co3pgaHnue 3awmweHHbIX VPN TyHHenen

Co3pganue nonutukm IKE

B nHTepderice KOMaHOHOM CTPOKU C MOMOLLbIO KOMaHdbl crypto isakmp policy
3apgatotcs IKE nonutuku (unu ogHa nonuTrka) ¢ pasnuyHbIMKM NpuoputeTamu, Kotopble 6yayT
npeanoxeHsl NapTHepy Ans cornacoBaHus. MNepen cosgaHuem IKE SA gomkHbl ObiTb
BblIBpaHbI napameTpbl, KOTOpble ByAyT NCMONMb30BaTLCA CTOPOHAMMU ANS 3aWUThl YacTu
obmMeHoB nepBow dasbl 1 BTopon a3kl IKE. BbinonHeHve aTon kOMaHAbl OCYLLeCTBAeT
BxoA B pexuMm ISAKMP policy configuration, B koTopoM npenaratotca napameTpbl Ansi
corrnacoBaHus.

C nomoLubio kOMaHabl authentication ykasbiBaeTca meToq ayTeHTUdukauumn (RSA nognuce,
RSA wudpoBaHue unu ayteHTUdmKkauusa Ha npegonpeneneHHblX Kroyax).

C nomoLLbio KOMaHabl encryption ykaselBaeTca anropMtMm LWNPOBaHNSA, UCMOMNb3YEMBIN B
pamkax npoTtokona IKE.

C nomoubio kKoMmaHabl hash ykasbiBaeTcs X3Lw-anroputm, UCNONb3yeMbIi B pamMKkax
npotokona IKE.

C nomouubto komaHgbl lifetime yctaHaBnmBaeTcsa Bpems xunsHm IKE SA.

C nomoLubio komaHabl group ykasbiBaetcs Diffie-Hellman rpynna, kotopas Oyanet
ncnonb3oBaTbCs B pamkax npotokona IKE.

B koHGurypaumoHHom daiine B crpyxrype IKERule 3ajaeTcs MeTon ayTeHTudurkauuu
CTOPOH, pexum ansa nepsou dasel IKE, a Takke npegnaraetcsa Ansg cornacosaHus ¢
napTHepPoOM NONUTUKA 3aLLnTbl NepBon n BTopon dasbl IKE, koTopasa onuckiBaeTcs B
crpykrype IKETransform. CrpykTypa IKEParameters ONVCbIBaeT rnobanbHble
HacTpouku npoTtokona IKE.
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CueHapum KoHdUrypupoBaHus

Co3pnaHue IPsec HabopoB npeobpaszoBaHUit

[anee Hy>XHO NpeanoXuTb NAapTHEPY AJ1S cornacoBaHns Habopbl Npeobpa3oBaHuiA, KOTOpbIE
OyayT ucnonb3oBaTbCA AN CO3aaHus 3aLUULLLEHHOIO BUPTYarbHoOro coeguHeHust (IPsec SA).
IPsec SA —3T0 ogHOHanNpaBfeHHOEe NorMyeckoe coeguHeHne, NO3TOMY NPy ABYCTOPOHHEM
0OMeHe AaHHbIMU HY>KHO YCTaHOBUTL ABa IPsec SA.

C nomoLLbio kKOMaHdbl crypto ipsec transform-set onucatb napametpsbl IPsec
HabopoB npeobpasoBaHuit (U ogHoro Habopa npeobpasoBaHun). MoxHo ykasaTb 00 TpPeX
HabopoB Nnpeobpa3oBaHU.

C nomoLLbto koMaHabl mode ykasaTb PEXUM UCMOSb30BaHUS (TYHHENMbHbIA UNN
TPaAHCNOPTHbIN).

B koHGurypaumoHHom aiine crpyxrypa IPsecAction onpeaenseT pexum
ncnonb3oBaHus IPsec, cnnucok npegnaraemsix Habopos npeobpasoBaHuin IPsec. Kaxgoe
npeobpasoBaHne onucbiBaeTcsl B CTPYKTypax AHTransform M ESPTransform.

Co3faHune cnmckoB gocTyna

Cnimcku goctyna B MHTeEpAdeice KOMaHAHON CTPOKU CO34at0TCH C MOMOLLIbIO KOMaHObl ip
access-list [nsa onpegeneHuns 3awmwatbe unm HeT Tpadumk. [ns cosgaHns 3almLeHHbIX
TYHHENeN UCNOSb3YHTCHA TONbKO pacLUMPEHHbIe CMINCKM JOCTyna.

KomaHpa ip access-list c napameTpom extended ocylliecTBnsieT Bxoa B pexum config-
ext-nacl (pexxvMm pegakTMpoBaHWst paclUMPEHHbIX CMUCKOB gocTyna). B aTom pexume ¢
MOMOLLbIO KOMaH permit u deny QOPMUPYKOTCS CIMCKM AOCTYNa.

B koHMUrypaumoHHOM darnne cnuckamm gocTtyna sABnAsTcs npasuna PuibTpoBaHus,
onncbiBaemble crpykTypon FilteringRule.

Co3paHue kpuntorpaduyeckux KapT

B nHTepdence komaHOHOW CTPOKM co3daHue NONUTUKK IPsec BbINOMHAETCSA C NOMOLLIbIO
KOMaHObl crypto map, KOTOpas OCYLLEeCTBMNSAET Nepexon B PeXuM KoHpUrypmpoBaHus
Kpuntorpau4eckunx kapT.

KomaHgon match address ocyLlecTBNSeM MPMBA3KY CiMcKa OOCTyna K 3anucu
KpunTorpaduyeckom kapTbl.

KomaHgol set peer onpegensiem napTHepa, C KOTOpbIM Dygem ycTaHaBnuBaThb TYHHErb.
KomaHgon set pfs 3agaem pexum pfs u rpynny Diffie-Hellman.

KomaHOoon set pool ykasblBaeM MM nyna agpecoB AN kpuntorpaduyeckon KapThbl.
Komangon set identity 3agaem ngeHtudumkaTop Ana Kpyntorpaduyeckom KapThbl

KomaHoon set security-association lifetime ycTaHaBnvBaeM BpeMms XU3HU IPsec
SA.

KomaHoon set transform-set [JaeM CCbINKYy Ha paHee Co3aHHbIN TpaHCchopM nnm
TpaHcopMbI (onpeaensem napameTpbl TYHHENS)

B koHurypaumoHHom daine nonutuka IPsec 3afaeTcs B crpykType IPsecAction.

CospgaHve Habopa guHaMmnyeckmx kpuntorpadmnyeckmx kapT B MHTepdence KoMaHgHOM
CTPOKM OCYLLLECTBNAETCA KOMaHOon crypto dynamic map.
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CueHapum KoHdUrypupoBaHus

MpuBA3ska kpuntorpacpuyeckon KapTbl K UHTepdency

B uHTepdeiice komaHOHOW CTPOKM Ha NOCReAHEM 3Tane Npou3BOAUTCS NPUBSI3Ka JIMCTOB
AOCTyna u Kpuntorpauyeckmx KapT K KOHKPETHbIM MHTepdeiicaM annapaTHOW NiaTgopMbl.
3Tu onepaunmn NPou3BOASATCS B PEXNME KOH(UIYPUPOBaHUS UHTEPXERCOB.

KomaHoa interface C ykasaHWEM NIOrMYECKOro UMeHU uHTepdgenca ocywecTsngaeT
nepexo B pPeXMM KOHUrypupoBaHUsa AaHHOro uHTepdenca.

B aToM pexume kOMaHOON ip access-group yKasbiBaeM CMMCOK AOCTyna Ans npaBus
nakeTHol dounbTpauum, koTopble 6yayT UCMONb30BaTLCS Ha 3TOM MHTEpdelice.

KomaHOon crypto map ykasbiBaeM KpUnTorpaduyeckyto kKapTy, C MOMOLLbIO KOTopon ByayT
cosgasaTbca VPN TyHHenw.

B koHGurypaumoHHoM dharine ans npmMBA3KM npaBuna GunbTpoOBaHNUsS K UHTepdency
annapaTHou nnatgopMbl UCMONb3yeTca arpubyT Networkinterfaces B cTpykType
FilteringRule. Ho ecnu atpubyt Networkinterfaces He ykasaH, TO NpuBsa3ka
npasuna unbTPOBaHWS NPOU3BOAUTCH HA BCE 3aperncTpupoBaHHbIE CeTEBbIE MHTEPMENChI.

HacTpouka poyTuHra

HobaBneHve cTpoku B Tabnuuy mapLupyTusauum B UHTEpderce KOMaHAHOW CTPOKM 3agaeTcs
KOMaHaomn ip route C ykaszaHuem agpeca U Macku noaceTy HazHaveHus nakeTa, IP-agpeca
cneayoLlero MmapLupyTtmsaTtopa nmbo BbIXOAHOIrO MHTepdherica NnokanbHOro yCTponcTea, Ha
KOTOprI7I HY>KHO nepeaTtb nakeT Anda nepenadn ero ganee no cetn K nonydarternto nakeTta.

B koHpurypaunoHHom hanne cosgaHue Tabnuubl MapLipyTM3aumm ocyLecTBAsaeTcs
CTPYKTypoln RoutingTable. CTpoka, KoTopasa gobasnsercs B Tabnvuy mapLipytusauuu,
33aeTcs B cTpykType Route. JTa CTpOKa 3agaeT MapLUpyT, ykasbiBas agpec
HasHauyeHwus, BbIXOOHOW MHTepdelc nmbo IP-agpec crnegytoLlero mapLipyTtunsaTtopa u
MEeTPUKY MapLupyTa.

Hactponka Syslog-knueHTa

HacTtpowika Syslog-knueHTa B cisco-like koHdurypaumm n LSP-koHpurypaumnm nogpobHo
onucaHa B JOoKymMeHTe «[1pOoTOoKONMpOBaHWE CoBbITUIY.

Hactpoinka SNMP

[nsa 3agaHns HacTpoek no Bblgaye uHpopmaunm SNMP-areHToM o npotokony SNMP B
nHTepdence KoMaHaHON CTPOKM UCMOMb3YIOTCA TPM KOMaHabl. KoMaHaa snmp-server
community 3agaeT CTPOKY, KOTopasi UrpaeT porib Napons npu ayTeHTudukauum coobLLeHuni
SNMP u paspelwwaet SNMP-meHegxepy YTeHne ctatucTukn n3 6asel ynpasneHns SNMP-
areHTa. KomaHga snmp-server location COAEPXUT UHOPMALUNIO O (PU3NHECKOM
pacrnonoxeHun SNMP-areHTa. B koMaH4e snmp-server contact yKasblBaeTcs Nuuo,
OTBETCTBEHHOE 3a paboty SNMP-areHTa.

B koHGurypaumoHHom dharine 3agaHme Hactpoek SNMP-areHTa ocyLecTBnsieTCs B
crpykType SNMPPollSettings. B aTon CcTpykType ykasbiBaeTcs IP-agpec u nopt, Ha
KOTOPbIN MOXHO nony4atb 3anpockl oT SNMP-meHeaxepa, a Takke CTPOKY, UrpatoLLyto posb
napons npu ayteHTndukaumm coobweHni, pasmeweHme SNMP-areHTa 1 KOHTakTHOE nnuo.
B gokymeHTe «MOHWUTOPWHI» ONMCaHbl NEPEMEHHbIE, KOTOPbIE MOTYT ObITh 3anpoLUeHb! Y
SNMP-areHTa.

A oTcbInkM TpanoB HacTponkn SNMP-areHTa Npon3BoaATCS B CTPYKTypax
SNMPTrapSettings U TrapReceiver. B 3Tux cTpykTypax ykasbiBaetcs |P-agpec u nopr,
Ha KOTOPbIV OTChINalTCs Tpan-coobLleHus, naeHtudukatop u IP-agpec otTnpasuTens Tparn-
coobueHuns, sepcus SNMP, B KOTOpPOI CO34at0TCA Tpan-CoobLLeHUs.
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CueHapum KoHdUrypupoBaHus

Pabota yepe3 NAT

Mpn cozpaHum 3alWnLLEHHBIX COEAMHEHU MeXay NapTHepamu Npu ucnonb3oBaHmm NAT
pekomeHayeTcs:

®  /CMOMb30BaTb TYHHESbHbIN PEXMM, a HE TPAHCMOPTHbLIN
e ycnonb3oBaTtb IKECFG

e npwu nocTpoeHum IPsec TyHHens B Habopax npeobpa3oBaHuii UCNOMbL30BaTb TOMBKO
npoTokon ESP ans npoBepkn LenocTHoCTU 1 windpoBaHns Tpaduka.

3arpy3ka nonuTMkKu 6e3onacHoCcTu

Mocne Bbixoada 13 pexuma KoHUrypmpoBaHusi B UHTepdence KOMaHaHOW CTPOKM CO3aHHas
cisco-like koHGUrypauusa 6ygeTt nHTepnpeTMpoBaHa KOHBEPTEPOM U 3arpyxeHa B Bel VPN
Gate.

HesaBuncumo ot cnocoba cos3gaHus koHdurypaumm — B MHTepderice KOMaHAHOM CTPOKMU,
nnatdopme ynpasneHus Ciscoworks - npu 3arpyske Ha areHTa cisco-like koHdurypaums
KOHBepTUpyeTcs B native-koHurypaumio. [1nsa npocMoTpa 3arpyXeHHOW KoOHUrypaumm

ncnonbyeTca komMaHga lsp mgr show.

Monutnka 6e3onacHoOCTH, co3aaHHasi B BUAE TEKCTOBOro KOH(bVIpraLI,VIOHHOFO cbaﬁna,
3arpyxxaetcd CI'IeLI,VIaJ'II/I3I/IpOBaHHOl7I KomMaHaom lsp_mgr load c yka3aHWeM MNOJIHOro nyTu K

hariny KoHdurypaumm.

KoHBepTuposaHue

Npn 3aBepLUEHN KOHUTYPUPOBAHUA, KPOME CO34aHUSA TEKCTOBOIO KOHMUIypaLMOHHOIo
charina, BbI3blBAETCS KOHBEPTOP, KOTOPLIN NpeobpasyeT cisco-like koHdurypauuio B native-
koHdurypaumio. Konseptop pabotaeT B pamkax nporpaMmmbl cs_console.

Ecnu koHBepTUPOBaHMe KOHpMrypaumnm 3aBepLUaeTcs ¢ OLMOKON; TO Ha KOHCOJSIb BblAAeTCs
coobLieHne o6 owmnbke: "LSP conversion failed. You can use the "show load-message"
command to obtain the additional information." ("KoHBepTuposaHune LSP 3aBepLunnocs ¢
owmbkow. Bbl MOXeTe ncnonb3oBaTb koOMaHdy show load-message AN NOMyYeHUs
JononHuTenbHon nHdopmarmun®).

Janee npoucxoauT nonbiTKa 3arpy3ky native-koHdurypaumm B areHta. Ecnm no kaknm-nmbo
npuunHam npowmsoLuna owmnbka npu 3arpyske, native-koHdurypaums sanvcbiBaeTcs B dain
erroneous_lsp.txt, pacnonoXeHHbIN B kKaTanore areHta. B koHue paboTbl KoHBEpTOpa

BblgaeTcs pe3ynbTaT (ycnex/Heycnex) obpaTHO B cs console.

Mpwn KoHBEepTUPOBaHMK Cisco-like KoHdUrypaLmm NponucbiBaloTCA (PUNbTPbI ANA KaXxaoro
NUHTepdenca B OTAENbHOCTMW.

Ecnu nocne koHBepTMpoBaHus cisco-like koHurypauum B areHTe ByaeT 3aperncTpnpoBaH
HOBBbI MHTepPdeEeNC ¢ NOMOLLbIO KOMaHAbl 1f_mgr add, TO Ans Hero 6yAeT BbINONHATLCA
HesiBHOe npaBuno Drop All. [pu cnepytollem KoHBepTUpoBaHUM cisco-like
KOHpurypauum HoBbIn nHTepdenc byneT nobaBneH B 3Ty KOHUrypauuo 1 ons Hero 6yaoyT
JevicTBoBaTb 0bLMe NpaBuna, Kak u Ansa octanbHbIX MHTEPdENCcoB.

Bo Bpemsi paboTbl KOHBEPTOPA UCMOMb3YHTCA HACTPOWKN KOHBEPTOPA, HEKOTOPbIE U3
KOTOpPbIX MOTYT pedakTMpoBaTbCs nonb3osatenem. NogpobHo paboTa koHBepTOpa onucaHa B
nokymeHTe «Bel VPN Gate 3.0. Mpunoxenue» (Bel_VPN_Appendix.pdf).
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CueHapum KoHdUrypupoBaHus

Pabota ¢ ceptudpukaramu

Peructpauus CA ceptudmkara

3aperucTpupoBaTtb CA cepTudmkaT B 6ase MNpogykta MOXXHO ABYMS cocobamu:
e CMOMOLLbIO YTUNUTBI KOMaH/JHOW CTPOKM cert mgr import

e yepes CS_console koMaHAamMn crypto ca trustpoint M crypto ca
certificate chain.

Mpu peructpaumm ceptndukaTa nepBbLIM CNOCOOOM Npu NEPBOM CTapTe KOHCOMNM nocrne
nobasneHus ceptudmkaToB, JobaBneHHble cepTudmkatbl 6ygyT OOCTYMHbI ANS
ncnonb3oBaHus B cisco-like koHdpurypauuu. [ina Hux 6yaert co3gaH trustpoint € UMEHEM
s-terra technological trustpoint.

Ans pernctpaumn CA cepTudumkaTta Yepes cs_console UCNONb3YIOTCS KOMaHAbI:

e crypto ca trustpoint name— anga o6baBneHust uMmeHn CA 1 BXxoda B peXxuM ca
trustpoint configuration:

e MOXHO 3aaTb HECKOJbKO TakMX KOMaHA Ans 00bABNeHnst pasHbIX trustpoint

® B pexume 9TOM KOMaHAbl MOXHO ykasaTb agpec LDAP-cepsepa 1 pexvmbl
ncnonb3oBaHma CRL npu npoBepke cepTUdUKATOB:

e crl query ldap://IP-ampec (:noprt)- 3agaeT agpec LDAP-cepsepa. MNpu
o6paweHnn k LDAP-cepBepy areHT cHavana cmoTput none CDP cepTtucdukaTa,
€CNnun B 9TOM nosie nponucaHHbii NyTb K LDAP-cepBepy sBnsieTca HENOMHbIM, TO
nobasnsoTcs gaHHble (IP-agpec v nopT) u3 koMaHabl crl query. Ecnv CDP
COAEPXUT NOMHbIA NYTb, crl query He ucnonb3yeTcs. Ecnu B cepTudumkate
HeT nona CDP, To ncnonb3yeTcsd ata kKomaHaa ansa 3agaHnd url LDAP.

e crl optional|best-effort

e optional - npoBepka CRL Heobsa3aTenbHa. AreHT 6ygeT uckatb
devicteytowmn CRL B 6a3e lNpoaykra. Ecnn CRL B 6a3e He HangeH, To
cepTndmkaT npuHnUmaeTcs. Npu 3agaHnmn 3Tor KOMaHAbl kKomaHaa crl
query UrHopupyeTcs.

e Dbest-effort — npu npoBepke cepTudmkaTa Ncrnorb3yeTcs
Aencteyowmii CRL, ecnun 370 He Tak, To Ans nonyyeHns CRL
ucnonssyetca LDAP-cepsep. Ecnn CRL nonyyuTs He yaanocs —
cepTnduKaT NpUHUMaeTcs.

. enable — pexum no ymonyaHuto. MNposepka ceptudmkarta no CRL
obsasatenbHa. Obsa3ateneH gencTeytowmin CRL, ecnu ero He yaanochb
nony4nts no LDAP - cepTudukaT He NpuHMMaeTcs.

e crypto ca certificate chain — [ns BXxo4a B peXuM KOHPUrypUpoBaHUS
uenoyku ceptuncmkatos CA:

e certificate — ans go6asneHus CA ceptudumkarta (B WecTHaguaTepnyHoMm
npencrtaeneHun) B 6asy Mpopgykra:

e  MOXHO 3aaTb HECKOMbKO Taknx KoMaHa ans gobasneHns NnMbo NpoMeXyTOUHbIX
CA ceptudpmkatos nnbo nobeix CA cepTndukaTos.

B otnmume ot Cisco Haw areHT He NpoBepsieT, ABNsATCA N gobasnsemble cepTudukaThl U3
OofHOW Lienoykn. MoaTomy, MOXHO 0o6aBnATL B OOUH trustpoint He TOMbKO
npomexyTtouHble CA ceptudukathl, HO BoobLLe ntobele CA cepTudmkaThbl.

Mpn pobaeneHun CA cepTucmkata B trustpoint KOMaHOOM crypto ca certificate
chain OH aBTOMaTU4yecku fobasnsaeTtca B 6a3y Npoaykra.
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CueHapum KoHdUrypupoBaHus

Mpu cTapTe cs_console NpU NOUCKe cepTUdmMKaTa NPOBEPSIOTCA BCE CYLLECTBYOLLME
trustpoint's B 6ase [Npogykra. B cnyyae oTcyTcTBma cooTBeTcTBytowero CA
ceptucukata B 6ase NpoaykTa, trustpoint aBTOMaTU4ECKM yaandeTtca u3 cisco-like
KOHUrypaumm, cnegosaTensHO 1 yaansaTca Bce CA cepTudmkaThl, 3apermcTpupoBaHHbIe B
9TOM trustpoint. [lpn 3TOM BblAaeTCA COOTBETCTBYHOLLEE COODLLEHNE B OT.

YpaneHue ceptudukaTon

Ypanatb ceptudmkathl n3 6a3bl [Npogykrta MOXHO ABYMS cnocobamu:
®  CMOMOLILI YTUMUTBLI KOMaHAHOW CTPOKN cert mgr remove
e 4yepe3 cs_console KOMaHOOM no crypto ca trustpoint.

Mpun yoaneHun trustpoint € ykasaHHbIM nmeHeM, Bce CA cepTudmkaTbl U3 3T0ro
trustpoint yAansawTcs U3 TeKyllen koHurypaumm, 6asbl MNMpoaykra u cisco-like
KOHpurypaumn.

Ecnn B cs_console gobaBuTb cepTuukat B trustpoint, a NOTOM, BbINAA U3 KOHCOMM,
yaanuTb Jo6aBrneHHbIN cepTuuKaT C MOMOLLbIO cert mgr remove, TO NPU CNeayoLweM
CTapTe KOHCONM trustpoint ¢ cepTUdUKATOM yaanuTca u oTTyaa.

Yaanute CRL 13 6a3bl [Npoaykra NnomoLLbo YyTUMNUTEI KOMaHAHOW CTPOKM cert mgr
remove HeBO3MOXHO. Ecnu B komaHae ykasaTb Homep (uHaekc) CRL, To 6yaeT BbiBeAeHO
coobueHne 06 owmnbke 0 HeaAONyCTUMOM MHAEKCE.

PerncTtpauus nokanbHoro ceptucmkara

Ons pernctpauum nokaneHoro ceptudukaTa B 6a3e Npogykrta ucnonb3dyercs ytmnuta
KOMaHAHOW CTPOKK cert_mgr import

MpocmoTp ceptucpukaroB B 6ase Mpoaykra

Ona npocmoTpa cepTudukartos B 6ase MNpoaykra ncnonb3yTe KOMaHay cert mgr show.

OTcbInka nokanbHoOro ceptudukara

[nsi oTCbINKM NokanbHoro ceptudmkata naptTHepy no IKE:

B LSP-koHdurypaumm (KoHduUrypaumoHHbin ¢ain):

B LSP B cTpykType AuthMethodGOSTSign 3agaTb aTpubyT SendCertMode CO 3HAYEHMEM:
e ALWAYS — Bceraga oTcbinaTth floKanbHbIN cepTudukat

e CHAIN - Bcerga otcbinatb nokanbHbli ceptudukat, CA ceptudumkar m
npomexyTtouvHble CA cepTudmkarhbl.

B cisco-like koHcurypauum (B uHtepdence KOMmaHAHON CTPOKM):

co3faeTcs NoNUTUKa, NapamMeTpbl KOTOPOW COrMacoBbLIBAOTCA B MPOLIECCE YCTaHOBMEHUS
coefIHeHUs, B TOM Yucre U MeTo ayTeHTUdUKaLMUM CTOPOH, KOMaHIoM

e crypto isakmp policy

e authentication rsa-sig — npwu BbIGOpe 3TOro MeToaa nokanbHbIA cepTudukaT
Bcerga oTcblnaeTcs naptHepy no npotokony IKE.
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CepTtudumkat napTHepa MOXHO nony4mTb Nnbo no npotokony IKE nubo no npotokony LDAP.

CHauana areHT nbiTaeTcda nony4nTb ceptudmkat naptHepa no IKE, ecnu naptHep He
npucnan ceptudukat, a npucnan cBon naeHTnudmkaTop, TO areHT No aTOMy uaeHTudukaTopy
uLLeT cepTMduKaT napTHepa cHavana B ceoeu 6ase NpoaykTa, ecnu He Hawlern, To
npogosikaet nonck Ha LDAP-cepsepe.

MonyyeHue ceptuchukarta naptHepa no IKE

[nsa nonyyeHusa ceptudumkata naptHepa no IKE HyxHo:
B LSP-koHdurypaumm:

e B foKanbHoW KoHdurypaumm B cTpyktype AuthMethodGOSTSign 3agaTe atpmbyT
SendRequestMode co 3HavyeHnem ALWAYS — Bcerga 3anpawvBaTtb ceptudukaTt
napTHepa

e B KOHGwurypauum naptHepa B cTpyktype AuthMethodGOSTSign 3agaTb atpmbyT
SendCertMode CO 3Ha4YeHUEM:

e ALWAYS — BbICbInatb cepTtudmkar

¢ CHAIN — BbIcbinatb nokaneHbIN ceptudmkat, CA ceptudmkat ¢ Lenoykon
npomexyTo4Hbix CA.

B cisco-like koHurypaumm:

napTHepYy npennaraeTcd NoJINTUKa, napamMmeTpbl KOTOpOI7I cornacosbiBarOTCA B npouecce
yCTaHOBJ1EHUA COeaNHEHNA, B TOM YUCIEe N MeTo ayTeHTMd)I/IKaLI,VII/I CTOpPOH, KOMaHaom:

e crypto isakmp policy

e authentication rsa-sig - npwv Bbibope aTOro metoaa Bcerga dyoer
3anpalumBaTtcsa cepTudumkaT naptHepa no npotokony IKE.

MonyyeHue ceptucpnkara naptHepa no LDAP

Mony4yeHune cepTudukata naptHepa Ha LDAP-cepBepe. B aTom cnyvae napTHep npucbinaeT
CBOW aeHTuduKaTop, a areHT no Subject 6yaeT nckate ceptudmkaT napTHepa Ha LDAP-
cepeepe. [Ans npoxoxaeHns LDAP-nakeToB Ao LDAP-cepBepa He0o6x0aAnMO B NONUTUKE
3afaTb COOTBETCTBYIOLWMN DUNBTP.

B LSP-koHdurypauum:

B NlOKanbHOW KOH(purypaumm 3agatb CTPYKTYypy LDAPSettings c IP-agpecom LDAP-
cepsepa:

e ecnu npucnaH naeHtudukatop Tuna DN:

e areHT no Subject uweT cepTudmkaT napTHepa cHayana B ceoen 6ase MpoaykTa,
a 3arem Ha LDAP-cepBepe

e  eCnu NpucnaH naeHTuduKaTop Apyroro Tuna:

e [Onsa nonyyeHus Subject B okanbHOM KOHUrypauun 3agarotca atpnbyThbl
RemoteID, RemoteCredential, DoNotMapRemoteIDToCert

e ecnu DoNotMapPeerIDToCert = TRUE, To Subject 6ygeT coctaBnaTbcs U3
RemoteCredential

o ecnu DoNotMapPeerIDToCert = FALSE, 1o Subject 6yaet coctaBnatbca n3
RemoteCredential n RemotelD.

e [0 cocTaBneHHoMy Subject areHT nweT cepTudmkaT NnapTHEpPa cHavana B CBOen
ba3se lNpoaykTa, a 3atem Ha LDAP-cepBepe.
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B cisco-like koHurypauumm:

ecnv napTHep He npucnan ceoun ceptudukat no IKE n B 6a3e Npoaykra ero HeET, TO areHT
noLuneT 3anpoc Ansa nonyvyeHus ceptudmkaTa napTHepa Ha 3agaHHbIn LDAP-cepsep B
KoMaHge crl query. o nonyyeHHOMY naeHTUdUKaTopy TMna dn oT napTHepa byaet

OCYLLECTBNATbLCA NouCKk cepTudmkarta. Ecnv nonyyeH ngeHtTndgukaTop Apyroro Tmna — 3anpoc

Ha LDAP-cepBep He nocbinaetcs. Ecnv oTpegakTMpoBaTe CKOHBEPTUMPOBaHHYIO native-
KOHUrypauuto Ans paboTbl ¢ naeHTUdMKaTopamMm Apyroro Tmna, kak onucaHo B
npeablayLiem NyHKTe, To cepTudUKaTt napTHepa MOXHO nofyyYnTs no LDAP.

MpoBepka ceptuchmnkara no CRL

[ns npoBepkun ceptncukata naptHepa no CRL HyXHo:
B LSP-koHurypaumm:

B cTpykType GlobalParameters 3agatb atpubyt CRLHandlingMode, Npy 3HAYEHNSIX 3TOMO
aTpubyTa:

e optional —wucnonb3yetcs gencreytowmii CRL n3 6asbl MNpogykTa
e cenable u best effort —aencTtayowmn CRL MmoxeT 6bITb nonyyeH no LDAP.

Ona nonyyeHnma CRL ¢ LDAP-cepBepa cHavyana nposepsietca none CDP B npoBepseMom
cepTndukate, ecnu none CDP oTcyTcTByeT, TO B KOHUrypaLmm JormkHa ObiTe 3agaHa
CTpyKkTypa LDAPSettings ¢ agpecom LDAP-cepsepa. B 6a3y Npoaykra ¢ LDAP-cepBepa
3arpyxaeTtcs gencteytowmii CRL 1 no Hemy npoBepsieTcs cepTudukaT napTHepa.

Ons npoxoxaeHusa LDAP-naketos go LDAP-cepsepa HeobxoaMMo B nonutuke 3agaTb
COOTBETCTBYOLWUA DPUNBTP.

B cisco-like koHurypauuum:

B peXuMe KOMaHAbl crypto ca trustpoint KOMaHaon crl optional |best_effort
3ajaeTcsa pexum ucnornb3osaHua CRL.
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