Bepcus 4.1 Mpumep ucnonb3oBaHUs Pepnakums 1

[NocTpoeHne VPN TyHHena mexay AByMS
noaceTaAMu, 3almuiaeMbiMUy LWAKO3aMU
6e3onacHoctn «Bel VPN Gate», npu
Hann4mm ctatndyeckoro NAT

OnucaHue cteHaa

CueHapuii UnnCTpUpyeT MOCTPOEHWE 3alUULLEHHOrO coeauHeHusa mexay asymsa nogcetamy SN1 un SN2,
KoTopble 3awmuatoTes wno3amm 6esonacHoctn «Bel VPN Gater. [inga 3awutel 6yget noctpoeH VPN TyHHenNb
mexay yctporctBamm GW1 u GW2. Yctponctea IPHost1 n IPHost2 cmoryt obwatbca mexay cobom no
3awmieHHomy kaHany (VPN). Bce octanbHble coeanHeHus paspeLleHbl, HO 3awuwartbes He 6yayT. Wnw3 GWA1
HaxoguTcs 3a ctaTudeckum NAT-om.

B pamMkax gaHHoro cueHapwvs ons ayteHTudukaumm napTHepbl OyayT ncnonb3oBaTtb cepTudmkathbl.
MapameTpbl 3aLWNLLEHHOTO COEANHEHUS:
o |IKE napameTpsbl:

e AyTeHTudMKaUMs -- Ha cepTudumkaTax oTkpbiToro krnoyva ALM no CTH 34.101.45;

e Anroputm wndpposanuns — CTb 34.101.31-2011 (6.4);

e AnropuTtm BblumcneHus xew-dyHkumn — CTb 34.101.31-2011 (6.9);

o [IpoTokon cornacoBaHus knoyen — npotokon Auddu-XennmaHa Ha annuntudeckux kpmebix (CTB
34.101.66.2-1014).

¢ |IPsec napameTpbi:
e TyHHenbHbIV pexum, npotokon ESP:
o Anroputm wudposaHud — CTb 34.101.31-2011 (6.4);
e Anroputm koHTpons uenoctHoctTn — CTh 34.101.31-2011 (6.6).
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Hactpouka cTeHaa

Hactpouka wnto3a 6esonacHoctn GW1

HacTtporiky HauHuTe co wnto3a 6esonacHocTn GW 1. Bce HacTponkm Npom3BoaaTcs Yepes NnokarnbHYyK KOHCOMb
unu yganeHHo (SSH ¢ npaBamu cynepnonb3oBaTtens) no A0BEPEHHOMY KaHary CBS3WN.

MHMumanmsauus  wrno3a  onucbiBaeTcd B gokymeHTaumm Ha [M1AK  «Bel VPN  Gate 4.1» -
Initialization_gate_Gate 41 («<MHMumanmnsaums», pasgen «MHuunanusauns wniosa 6esonacHoctu Bel VPN Gate
4.1 npv NepBoM CTapTey).

B gaHHOM cueHapuu onst ayTeHTumrKaunum ncnonb3yoTes cepTudmkaTol. [Ansa KoppekTHON paboTbl HeoOXxoanumo
3apeructpupoBaTb ceptudukat CA (YL) n nokaneHbin ceptudmkar.

B paHHOM cueHapum cnucok oTo3BaHHbIX cepTudmkatoB (CRL) He wucnonb3yetca u OyaeT OTKMOYEH.
UHdopmauuio 06 ucnonbszosaHum CRL moxHo Hanmtu B gokymeHTaumm Ha [MAK «Bel VPN Gate 4.1» —
Console_command_reference_Gate_41 («PykoBoactBo agmuHuctpaTtopa Cisco-like komangbl», pasgen
«KomaHabl ona paboTtbl ¢ cepTudpmkaTammy).

Hactponka nHrepdeicos

IP-agpeca ana nHTepdencoB pekoMeHayeTCs HAaCTPOUTb Yepea cisco-like KoHcorb.

1. [nsa Bxoga B KOHCONMb 3anycrturte cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymon4yaHuio: csp.
2. Tlepengnte B pexXum HaCTPOWNKN:

belvpngate#conf t
Enter configuration commands, one per line. End with CNTL/Z.
3. B HacTtporkax uHtepdencos 3agante IP-agpeca:

belvpngate (config) #interface GigabitEthernet 0/0
belvpngate (config-if) #ip address 192.168.1.1 255.255.255.0
belvpngate (config-if) #no shutdown

config-if) #exit

(

(

(

belvpngate (
belvpngate (config) #interface GigabitEthernet 0/1

(

(

(

belvpngate (config-if) #ip address 192.168.100.1 255.255.255.0
belvpngate (config-if) #no shutdown
belvpngate (config-if) #exit

4. 3apanTte agpec L03a No yMON4aHuio:

belvpngate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2

5. Beimgure u3s cisco-like nHrepdenca:

belvpngate (config) #end
belvpngatefexit

dopmMupoBaHue 3anpoca U perucTpauus ceptudukara

Ons pernctpauun CA ceptudmkaTta (ceptudmkata YLI) Heo6xoamMmMo BeINOMHUTL creayowme ENCTBUS:

1. YcraHoBuTe npasuiibHoe CUCTEMHOE BpeEMA.

root@pbelvpngate:~# date MMDDHHmmYYYY

MM — MecsL;
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DD — OEHb;
HH — yachl;
mm — MUHYTHI;
YYYY —roa

Mpvmep ycTaHOBKM AaThl:

root@belvpngate:~# date 041013152013
Wed Apr 10 13:15:00 UTC 2013

[aHHas 3anuck cootsetcTByeT 10 anpensa 2013 roga 13:15.
2. Cospavite nanky /opt/certs:

root@belvpngate:~# mkdir /opt/certs

3. Cospante KOHTeVIHep Ha KInlo4eBOM HOCUTEne:

root@belvpngate:~#/opt/Avset/bin/cryptocont n —-n=koHTeNHep -pP=Napoib

KOHmMelHep — HasBaHWe co34aBaeMoro KoHTenHepa, ansa cos3gaHua Ha HKW OOJIKHO
cogepxaTb B Havane Ha3BaHuda npedukc “av:”;

napoJsib — naponb (PIN) pgns poctyna K HOCUTENIO  KNOYEBOW  MHOpMaumm
AvPass/AvBign.

Mpumep cosgaHuns KpunTokoHTenHepa Ha HKWL:

root@belvpngate: ~#/opt/Avest/bin/cryptocont n -n=av:container -p=12345678

4. CdhopmupynTe 3anpoc Ha cepTudukar.

root@belvpngate:~#/opt/Avset/bin/cryptcont r -n=koHTelHep -p=napois -cn=CommonName -c=BY
—o=0OrgName -t=OrgUnitName -f=nyTe_x_danuny

KOHmMeUuHep — Ha3BaHWe KOHTeWHepa, CO34aHHOro Ha npeabiayLiem ware;

napor’sib — naponb (PIN) onsa goctyna K HoCUTEno KNio4eBor MHopmaLnm;
CommonName — nageHTUdUKaTOP YCTPONCTBA;

OrgName — HaMMeHOBaHWe opraHusauuu;

OrgUnitName — HanMeHoBaHue nogpasgeneHus;

nymb_k_¢palisly — nyTb K cpaniny C cO3gaBaemMbliM 3anpocoM, PEKOMEHOYETCs YKa3blBaTb

pacwmpeHue “req”.

Mpumep cosgaHus 3anpoca:

root@belvpngate:~#/opt/Avest/bin/cryptocont r -n=av:container -p=12345678 -cn=GWl -c=BY -0=S-
Terra -t=Research -f=/opt/certs/GWl.req

5. Tlepepavite nonyyeHHbIN 3anpoc ceptudukaTa Ha YL n nonyunte dann ceptudpukaTa (B C paclumpeHmem
p7b nnu cer).
Ecnu Bbl nonyuunu dann ceptudukaTta B popmate p7b, BbINONHUTE SKCNOPT B OTAENbHbIE cer channbl.

6. [ocrtaBbTe chainbl ceptudmkaTtoB Ha LLUnNo3 6e3onacHoCTM B NpeaBapuUTENbHO CO34aHHbIA Ha HEM KaTaror
/opt/certs. [INs 4OCTaBKM MOXHO BOCMOMb30BaTbCA YTUNUTOM pScp.exe n3 naketa Putty, npumeHnB komaHay:

pscp mcxompueni_dain root@ampec_uuosa:/nyTb_x_dainy

Ucxo0HbIl ¢halinn — nyTb K channy cepTudukara;
adpec_uwio3a — ceTeBon agpec LUnto3a;

nyme_k_gbalisly — NonHbl NyTb AN coxpaHeHus danna Ha LUniose.

Mpumep nepepayun danna Ha LLnto3 6esonacHocTy:

pscp D:\ca.cer root@192.168.1.1:/opt/certs

Store key in cache? (y/n)
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root@192.168.1.1"'s password:

BaxHo: Cpega nepefaum B 3ToOM crniydae gorkHa 6biTb JoBepeHHOoN.OnncaHme co3gaHnsi JOBEPEHHOW cpeapl
yepe3 HeAOBEpeHHble KaHanbl CBSA3M CMOTpuTe B AokymeHTaumm Ha [1AK «Bel VPN Gate 4.1»
Settings_gate Gate 41 («O6wume HacTporiku», pasgen «lloctpoeHne VPN TyHHenss mexagy LWio30M
©6esonacHocTtu Bel VPN Gate 4.1 n paboynm Mectom agMuMHUCTpaTopa Ans yaaneHHOW HAaCTPOMKK LLSI03a» ).

7. BbinonHute nmnopt ceptudmkaTa YL, B 6a3y LUnto3a ncnonesys ytunuty cert_mgr:
root@belvpngate:~# cert mgr import -f nyre_k_danny -t
nymbs_k_gbalisly — nonHbel NyTb K panny ceptudukarta YL
Mpumep nmnopTa:

root@belvpngate:~# cert mgr import —f /opt/cert/UC.cer -t
1 OK C=BY,L=Minsk,0=S-Terra, OU=Research, CN=UC

8. BbINonHWTE MMNOPT NOKanNbLHOro (NMUM4YHoro) ceptudmkata B 6asy LLniosa:
root@belvpngate:~# cert mgr import —-f nyTes_x_danny -kc xounTeiHep -kcp napons
nymb_k_gbalisly — nonHbIn NyTh K hanny ceptucpmkata YL,
KOHmMeUuHep — HasBaHWe KOHTeWnHepa, CO34aHHOro paHee;
napoJsib — naponb AN JOCTyna K KMoYeBOMY HOCUTESO HGhopMaLmn.
Mpumep nmnoprTa:

root@belvpngate:~#cert mgr import -f /opt/cert/GWl.cer -kc av:container -kcp 12345678
1 OK CN=GW1l,C=BY,O0=S-Terra, OU=Research

9. BbiBeauTe CnMCoK cepTudukaToB, Haxogsawmxca B 6ase Lnwo3a, komangon cert_mgr show n nposepbTe
Hanuyue 3anucen trusted um local:
root@belvpngate:~# cert mgr show
Mpumep BbIBOAA:

root@belvpngate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=BY, L=Minsk, O=S-Terra, OU=Research, CN=UC
2 Status: local CN=GW1, C=BY, O=S-Terra, OU=Research

10. Y6egutechb 4TO BCe cepTUdUKaTbl akTUBHbI — CTaTyc cepTudmkaTa fOImKeH ObiThb active:
root@belvpngate:~# cert mgr check
Mpumep:

root@belvpngate:~# cert mgr check
1 State: Active C=BY,L=Minsk,0=S-Terra, OU=Research, CN=UC
2 State: Active CN=GW1l,C=BY,0=S-Terra,OU=Research

Co3pgaHue nonUTUKKM 6e3onacHoCcTH

Mocne pernctpaumn ceptucmkatoB Heobxoaumo cosgatb nonutuky 6esonacHoctn ans GW1. Cosgasatb
NOSIUTUKY peKOMeHOyeTCs B UHTepdence KoMaHLHOM CTPOKK. [1ns Bxoga B KOHCOMb 3anycTute cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.

BaxHo: naposb No ymosn4aHuo HeobX0aMMO CMEHUTb.
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1. TlepenauTe B peXxmnm HACTPOWKM:
belvpngate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

2. CmeHuUTe naporb Mo YMOYaHUio;

belvpngate (config) #username cscons password <mapoJjib>

3. CMeHuTe HasBaHue Lun3a:

belvpngate (config) #hostname GW1

4. 3apanTe TMN uaeHTUUKauun:

GW1 (config) #crypto isakmp identity dn

5. BapanTte napametpbl ans IKE:

GW1 (config) #crypto isakmp policy 1

GW1 (config-isakmp) #hash belt

GW1 (config-isakmp) #encryption belt

GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

(

)
)
)
GW1 (config-isakmp) #fexit
6. Cospgawnte Habop npeobpasoBaHun ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) fexit

7. OnuwwuTe TpaduK, KOTOPbIN NNaHUpyeTCs 3awmwatb. [Insg aToro cosgante pacLuMpeHHbIn CNMCoK AoCTyna:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
GW1 (config-ext-nacl) fexit

8. Cospante KpuMnTo-KapTy:
GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #fmatch address LIST
GW1 (config-crypto-map) #set transform-set TSET

GW1 (config-crypto-map) #set peer 10.0.0.3

( )

( )

GW1 (config-crypto-map) #set pfs beltdh

( )
GW1 (config-crypto-map) #exit

9. TpuBSKUTE KPUNTO-KAPTY K UHTepdelicy, Ha KOTOPOM BGyaeT TyHHesb:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP
GW1 (config-if) ffexit

10. OTkniounTe 06paboTky cnmncka oTo3BaHHbIX cepTudmkaros (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none

11. Hactpovika yctponctea GW1 B cisco-like koHconu 3aBepLueHa. [Npu BbIXoAe U3 KOHpUrypaumoHHOro pexnma
NPOUCXOAMUT 3arpy3ka KoHcurypaumm:

GW1 (config) #end
GWlf#exit

B MpunoxeHnu npeacTtaBneH TEKCT Cisco-like koHdburypaunmn ana wnwosa GW1.
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Hactpouka wnro3a GW2

HacTtporika wnto3a 6e3onacHoctn GW2 npoucxoauT aHanornyHo HacTpowke yctporctesa GW1, ¢ 3ameHon IP-
aapecoB B COOTBETCTBYIOLLMX pasgenax koHdurypaumn.

OTaenbHO He06X0AMMO OTMETUTL, UTO B KpUNTO-KapTe crieayeT ykasbiBaTb BHelwHM (10.0.0.2), a He BHYTpeHHUN
agpec wno3a GW1:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #fmatch address LIST
GW1 (config-crypto-map) #set transform-set TSET

GW2 (config-crypto-map) #set peer 10.0.0.2

( )
( )
GW1 (config-crypto-map) #set pfs beltdh
( )
GW2 (config-crypto-map) #exit

B MpunoxeHun npeacraBneH TEKCT Cisco-like koHdumrypaumm n Tekct LSP koHdurypaumm ans wnosa GW2.

Hactponka yctpouncrsa IPHost1

Ha yctponictee IPHost1 3againTte IP-agpec, a B Ka4ecTBe LMo3a Mo YMOTYaHUIO YKaXUTE agpec BHYTPEHHEro
uHTepdernca wnto3a 6ezonacHoctn GW1 —192.168.1.1.

Hactponka yctpounctsa IPHost2

Ha yctponictee IPHost2 3apgainTte IP-agpec, a B Ka4ecTBe LM03a N0 YMOMYaHUIO YKaXnte agpec BHYTPEHHErO
uHTepdenca wno3a 6esonacHoctn GW2 — 192.168.2.1.

Hactpouka yctponcrtea Router1

Ha yctporictBe Router1 Heobxogumo HacTpouTb cTtatudeckun NAT, koTopbit GygeT npeobpasoBbiBaTb
BHyTpeHHun agpec GW1 (192.168.100.1) Bo BHewHn secondary-agpec (10.0.0.2) n Haobopor.
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MpoBepka paboOTOCNOCOOHOCTM CTEHAA

[Mocne Toro, Kak HaCTpPOKMKa BCEX YCTPONCTB 3aBepLUeHa, UHULUUPYNTE co3aHne 3aLlMLLEHHOro COeaAMHEHUS.

Ha yctponctse IPHost1 BbinonHuTe kOMaHgy ping:

pin

PING 192.

64
64
64
64
64
€

g 192.

bytes
bytes
bytes
bytes
bytes

168.2.100

168.2.100
192.
192.
192.
192.
192.

from
from
from
from
from

(192.
168.2
168.
168.
168.
168.

NDNDNN

168

.100:
.100:
.100:
.100:
.100:

.2.100) 56(84) bytes of data.

icmp reg=1 ttl=62
icmp reg=2 ttl=62
icmp reqg=3 ttl=62
icmp req=4 ttl=62
icmp req=5 ttl=62

--- 192.168.2.100 ping statistics ---

5 packets transmitted,

rtt min/avg/max/mdev

5 received,

time=1359 ms
time=356 ms
time=4.37 ms
time=5.52 ms
time=7.11 ms

0% packet loss, time 4007ms
4.372/346.586/1359.566/524.385 ms, pipe 2

B pesynbTaTe BbINONHEHNS 3TON KOMaHAbl Mexay yctponcteamm GW1 n GW2 6yaet yctaHoBneH VPN TyHHenb.

Y6eantbcsa B 3TOM MOXHO, BbINONHMB Ha ycTponctee GW1 komaHAay:

root@GWl:~# sa_mgr show

ISAKMP sessions:

0 initiated, 0 responded

ISAKMP connections:

Num Conn-id

13

IPsec connections:

Num Conn-id
1 2

440

(Local Addr,Port)-(Remote Addr,Port) State Sent Rcvd

(192.168.100.1,4500)-(10.0.0.3,4500) active 1976 1904

(Local Addr, Port)- (Remote Addr,Port) Protocol Action

(192.168.1.0-192.168.1.255,*)-(192.168.2.0-192.168.2.255, %)

Type Sent Rcvd
* ESP nat-t-tunn 440

CornacHo cosgaHHon nonutuke GesonacHocTu Becb Tpaduk mexay cetamu SN1 n SN2 6ygeT 3awmdpoBaH.
MpoxoxaeHue ocTanbHoro Tpaduka bygeT paspeLleHo, HO He ByaeT 3awmwaTbes WugpoBaHeMm.
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MpunoxeHue

Tekct cisco-like koHdurypauum ans wno3sa GW1

|
version 12.4
no service password-encryption
!
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
|
i
hostname GW1
enable password csp
!
!
g
logging trap debugging
|
g
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
|
crypto ipsec transform-set TSET esp-belt esp-belt-mac
!
ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.2.0 0.0.0.255
|
g
crypto map CMAP 1 ipsec-isakmp
match address LIST
set transform-set TSET
set pfs beltdh
set peer 10.0.0.3
|
interface GigabitEthernet0/0
ip address 192.168.1.1 255.255.255.0
!
interface GigabitEthernet0/1
ip address 192.168.100.1 255.255.255.0
crypto map CMAP
|
interface GigabitEthernet0/2
no ip address
shutdown
!
interface GigabitEthernet0/3
no ip address
shutdown
|
1
ip route 0.0.0.0 0.0.0.0 192.168.100.2
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check none
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crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOBl1EFDB389E4E86244CDAA1B275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAALIB27530

009B097DD81A81CFC792664AACOE6908587195AE17A5D526DE196CBOD5B7E713
ESDO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
l}

end

TekcT cisco-like koHchurypauuu ans wnro3za GW2

!
version 12.4

no service password-encryption

!

crypto ipsec df-bit copy

crypto isakmp identity dn

username cscons privilege 15 password 0 csp
aaa new-model

!

!

hostname GW2

enable password csp

|

|

!

logging trap debugging

!

!

crypto isakmp policy 1

encr belt

hash belt

authentication belt-sig

group beltdh

!

crypto ipsec transform-set TSET esp-belt esp-belt-mac
|

ip access-list extended LIST

permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
!

!

crypto map CMAP 1 ipsec-isakmp

match address LIST

set transform-set TSET

set pfs belt

set peer 10.0.0.2

!

interface GigabitEthernet0/0

ip address 192.168.2.1 255.255.255.0
|

interface GigabitEthernet0/1

ip address 10.0.0.3 255.255.255.0
crypto map CMAP

!

interface GigabitEthernet0/2

no ip address

shutdown

interface GigabitEthernet0/3
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