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1 MMpoTokonupoBaHMe cCOObLITUN Ge30MacHOCTH

B nporpammHom npoaykte «KnuneHt 6e3onacHoctn Bel VPN Client-P 4.1» (ganee — Bel VPN
Client-P, npogykT) npoTokonupoBaHue cobbITUiA NponcXoauT No npoTokony Syslog.

MonyyaTtenb nora MoXeT ObITb TONbKO OANH.

Mpn HEBO3MOXXHOCTM MCMOMBb30BaTh Syslog U AONOMHUTENBHO COXPaHUTb HEKOTOPbLIE COOOLLIEHNS,
NpoM3BOAUTCS 3anucCb B cneunanbHble log-dannel unu B xxypHanbl Windows pasgen «Cuctemay.

1.1 Hactpowmka Syslog-knueHTa

HaCTp0|7n<a Syslog-mmeHTa npon3sogunTCAd aaAMUHNCTPATOPOM npu noaroToBke
WMHCTalnIauynoHHOro naketa rnoJib30BaTeslA. A}J,MI/IHI/ICTpaTOp onpenender IP-ap.pec XOCTa, Ha KOTOprI7I
6y.D,yT nocbliaTbCA COO6LLI.€HI/IF| 0 CODbITUSIX, YpPOBEHb BaXXHOCTU COOGLLI,GHI/IVI, NCTOYHUK COO6LLI.eHI/II7I.

Bce HacTpoikn syslog-knneHTa 3anuceiBatoTcs B oann syslog.ini kaTanora npogykra, KOTopbli
BPYYHYI0 HE pedaKkTUpyeTCS.

1.1.1 HacTtpownka B GUI

B rpadwmueckom uHTepdoerice agMMHUCTPATMBHOIO NakeTa HacTpovika Syslog-knveHTa
npov3BOAUTCA BO BKNagke Settings.

MoopobHee cm. «PykoBoacTBO agmuHucTaTopa», pasgen «lpadwmuveckun uHTepdpenc (GUI).
Bknagka Settingsy.

1.1.2  HacTtpo#ka npy1 ucnonb3oBaHUM KOMaHOHOW CTPOKM

B ytunute make_inst agMMHUCTpaTMBHOIO NakeTa AN HaCTPOMKKU SysSlog-KrMeHTa Ucnonb3yTcs
cnepytoLume onuum:

-t <SYSLOG_server_IP> (default: 127.0.0.1) - IP-agpec komnblOTEpPa, Ha KOTOpbIA OyayT
nocbINaTbCs COOOLLEHNSA O COObITUAX

-s {emerg|alert|crit|err|warning|notice|info|debug} (default: notice) — obwui ypoBeHb Ans
BCEX NMPOTOKONMPYEMbIX COBbITUN

-y <log_facility> (default: log_local7) —ncTo4HMK cooBLLEHWIA.

-a/l* C:\Client-P\install_log_file.txt —npoTokonuposaHne cobbITuii Npy nHcTannsaumm Bel VPN
Client-P B yka3aHHbIN dhawrn.

MogpobHee cMm. «PyKOBOACTBO agMMHMUCTATOpa», pa3gen «Ytunura make_insty.

1.2 Mony4eHue XxypHana coobuweHun B OC Windows

[ns nony4venns xypHana coobiennn syslog B8 OC Windows MOXHO Mcrnonb3oBath ftobon syslog-
cepBep C cneayLMN HAaCTPOKaMM:
Appec — locahost nu6o 127.0.0.1;

MopT — UDP514.

1.3 Ytunutel log_mgr show un log_mgr set

B coctas Bel VPN Client-P Bxogut ytunuta log_mgr, no3sonsioLlas npocMaTpmsaTth U ynpaBnsiTh
YPOBHEM NMOrMpoBaHNs:

e log mgr show —fpocMOTp HacTpolku syslog-knueHTa u OOLMIA ypOBEHb rora Ans BCEX
COOBLLIEHUI.
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e log_mgr set — n3MeHeHne HaCTPOWKN YPOBHSI MPOTOKONMPOBAHUSA BCEX CODLITUIA, HE BKITHOUEHHbIX
B rpynmbl, YPOBHSA MPOTOKONMPOBaHUA IPynfbl COBbITUMA, HACTPOWKM Syslog-knueHTa, 3agaHusi
rpynmnbl coObITUI 1 Op.

OTn yTunuTbl onucaHbl B «PykoBoacTBe nomnb3oBatens», B pasgene «CneuvanvsvpoBaHHble
KoMaHObl».

1.4 CneuuanbHble nor-cgpannbl

B cneumanbHble nor-chaninbl, YykasaHHble B Tabnuue 1, Npov3BOAUTCHA  OOMOMHUTENBHO
NPOTOKOSIMPOBAHNE HEKOTOPbIX HEWTaTHbIX cuTyauui pabotbl Bel VPN Client-P. B atn dhavinbl
3anucbiBaeTCs MHGOPMALMS, KOTOpasi MOXET NMOMOYb PELLUTb BO3HMKLLYIO MPOGnemy.

Tabnuua 1 CneuunanbHble nor-cannbl

Uma danna MyTb K hanny CopepxaHue c¢panna
cspvpn_verify_err.log Katanor yctaHoBku npogykta (no | Owmnbkn ytunutel cspvpn_verify gns
ymonyanuio — Bel VPN Client-P) NMPOBEPKN LENOCTHOCTUN HEN3MEHSIEMbIX
N UCNONHAEMbIX dannoB.
cp.log Karanor %USER_TMP%?1 Coo0LLeHns KpUnTonoacUCTEMbl YPOBHS
NPUNOXeHU
failh.log Katanor %USER_TMP% ABapuiHble cOObITUS, HE CBsI3aHHblE C
paboTon vpnsvc u Isp show
error.log Katanor ABapuiiHble COObITWS, CBSI3aHHbIE C
%USER_TMP%\Isp_mgr paboTon yTunuthbl Isp_mgr
error.log Karanor %SYS_TMP%\vpnsvc? ABapuiiHble COObLITUSI, CBSI3aHHble C
paboTon vpnsvc
error.log Katanor ABapuiiHble COObITWS, CBSI3aHHbIE C
%SYS _TMP%\vpnlogsvc paboton vpnlogsvc
SetupAPl.log %Windir%:3 Coob6LueHuns WHCTannaTopa oC
Windows XP
SetupAPl.app.log %Windir%\Inf Coo06LueHuns WHCTannsTopa oC
SetupAPl.dev.log Windows Vista, OC Windows 7
Uma n nyTe K dpariny ykasbiBaloTCA agmvHucTpatopom B | CoobLueHns nHCTannaTopa oC
OOMONHUTENbHBLIX NapameTpax 3anycka Wininstaller: Windows
BO Bkrnagke Settings B GUI onuus -a yTunutel make_inst

Hanpumep:

1. npv HeygadHOM cTapTe vpn-gemoHa (vpnsve unu vpnlogsve) B cphain error.log 3anuceiBaeTcA
coobLLeHne cneaytoLlero smaa:

initialization of module '%{1}s' failed with code %{2}x
roe
'${1}s' — 1M MOAYNSA NPY VMHMLMANMU3aLum KOTOpPOro Npom3oLusa owmoka
'${2}s' — Kog OWWOKM NPY UHULMANM3aLmMM Moay s
Mpumep
1313076721 initialization of module "hashes checker" failed with code Oxff

Moayne hashes checker nosiBnsietca npu npoBepke LENOCTHOCTU HEU3MEHSEMbIX
hannoB npogyKra Npu UCMNonb30BaHUM YTUNKUTLI CSPVpN_verify

1 %USER TMP% - nepemMeHHasi cpefbl Nonb3oBaTens
2%SYS_TMP% - cucTemHas nepemMeHHas cpegbl, o ymonyanuio SYS_TMP=C:\Windows\Temp

3 %Windir% - katanor yctaHoBku OC, no ymonyanuto Windir=C:\Windows\
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2. npun opcMpoBaHHOM 3aBepLUeHn paboTbl cepBuca vpnsve B harn error.log 3anuckiBaeTcs
nocregHee ocMbICNeHHoe coobLLeHve Buaa:

vpnsvc: forceServiceFini

3. NMpn dopcupoBaHHOM 3aBepLueHnn paboTbl cepsuca vpnlogsve B ero dann error.log
3anucbiBaeTCs NocneaHee OCMbICIIEHHOe COooOLLEHVE BUAaa:

vpnlogsvc: forceServiceFini

4. NpU HapyLLEHUM KOHTPOMS LeNOCTHOCTM ini-goaina unu 6asbl AaHHbIX BblaaeTcsa cooblueHne
BUOa:

'%{1}s' Error: the integrity check of the '%{2}s' failed
unu
'%{1}s' FatalError: the integrity check of the '%{2}s' failed
roe
'${1}s' —wnma mogyns (“s_filestore” nnum “s_ini”), oBHapy>XMBLLEro HapyLleHue
'${2}s' — ykasaHune Ha NpobnemHbIA dann

Krtoy Error o3Ha4yaeT, YTo 13 gaHHOro Moaynsi OyayT BblAaHbl 4OMOMHMTENbHbIE COOOLLEHUS,
1 nocnegHum ByaeT coobleHre 0 OPCUMPOBaHHOM 3aBepLUEHNN cepBuca

kntod FatalError o3HayaeT, 4YTO 3TO NocnegHee OCMbICNIEHHOE COObLLEHE OAHHOMO MOAYIS
(vpnsvc unu vpnlogsve).

Mpumep carna “%WINDIRY\temp\vpnsvc\error.log” (3anucaH n3 cepsuca vpns\ve):

1305822135 s filestore Error: the integrity check of the body-file "./db/Isps\00000002"
of the DSC-file "00000002.dsc" failed

1305822135 vpnsvc: forceServiceFini

1.5 XypHanbl Windows

Onsa OC Windows Vista u 6Gonee Hoebix Bepcuii OC Windows B xypHan «Cucrtema»

MPOTOKONUPYIOTCS COOBLLEHNST OT MCTOYHMKA St _ipsm. ChMCOK BO3MOXHbLIX COOOLLEHWUA NpUBEAEH B
Tabnuua 2.

Tabnuua 2
TekcT coobLweHune OnucaHue

Driver loaded [pariBep-nepexBatymk st ipsm.sys 3arpyxeH

Driver unloaded [parBep-nepexBatyuk st ipsm.sys BbIrpy>keH

Filter attach to adapter %2 failed He ypanocb npucoeavHUTCs K CeTeBOMy
UHTEpdENCY <ums CEeTeBOro HTepgenca>

NdisFRegisterFilterDriver failed He ypanocb 3apernctpupoBatb  [paviBep-
nepexsaTtymk. 3arpyska gparBepa HEBO3MOXHA

FilterRegisterDevice failed He ypanocb 3aperectpupoBaTb BUPTyarbHOE
YCTPOWCTBO. 3arpy3ka ApanBepa HEBO3MOXHA

Can't get MTU of adapter %2. Using 1500 He vypanocb onpegenute MTU  ceTeBoro
MHTEpdenca <nmsi CeTeBoro nHTepdgenca>
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1.6 CnucokK NpoToKoNupyeMbIX COOLITUN

CT1poka npoToKoNMpyemMoro cobbiTnsi opMUPYETCS U3 COOTBETCTBYHOLLETO ONUCaHMs COobLLEHNS, 3aaBaeMOro BO BHELLHEM TEKCTOBOM dhaiine s_log.ini, koTopbin
pacronaraetca B KaTtanore npogykra (no ymonudanuio — C:\Program Files\Bel VPN Client-P). Kaxxgomy npoTokonvpyemomy cobbITMO NPUCBOEH (OMKCUPOBAHHbIN
naeHtudmkatop (MSG ID), TekcToBOE NpeacTaBrieHne, ypoBEHb BaXKHOCTM COOBLLEHMS, LabnoH coobLLeHus.

YPOBHM BaXKHOCTU (Severity) npoTokonupyembix cObbITU COOTBETCTBYIOT ypOBHAM Severity ans npotokona Syslog: EMERG, ALERT, CRIT, ERR, WARNING,
NOTICE, INFO, DEBUG.

CnMcoKk NpoTOKONMpYyEeMbIX CODLITUA M COOGLLEHMA NO HUMM npenctaereH B Tabnuua 3. Bemercda Tawkke NpOTOKONMpOBaHME OLIMOOK KpunTorpadmuyeckomn
NnoAcucTeMbl, NpeacTaBneHHbIX B Tabnuua 7. OTn owmnbkn JOBOASTCA A0 CBEAEHMS NOMNb3oBaTens Takke Yepes Syslog, ncnonbays uctovHuk coobuyennn (Facility) kern.

Tabnuua 3
TekcTtoBOeE
MSG ID npencTaBneHue Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
<MAIN APPLICA _ :
03090001 MSG_ID PRODUCT START | 1 oo™ NOTICE Service started, version %{1}s CraprT cepsuca
<MAIN APPLICA
03090002 MSG_ID PRODUCT_ STOP TION> NOTICE Service stopped OcTaHoBKa cepBuca
03090003 MSG_ID_LOG_SUSPEND_S | <MAIN_APPLICA | [ o OS is going to the Suspend or | OnepaumoHHasa Cuctema Nepexoaut B PEXUM
YSTEM TION> Hibernation mode CHa unu rmbepHaumn (Suspend or Hibernation)
OnepauuoHHas CucTema BbllNa U3 pexuma
03090004 | MSG_ID_LOG_RESUME_SY | <MAIN APPLICA | . OS resumed from the Suspend or OC/Ha}l"S”” r?i%f”%(zﬂimi ogglgﬁggahzlo:;
STEM TION> Hibernation mode %{1}u sec ago 0 pem#, b P
OXUAaHVe  BOCCTaHOBMEHUs  [OCTYMHOCTU
ceTeBbIX NHTEpdencos
03090202 MSG_ID LOGSRV_SET SE | <MAIN APPLICA | ..o~ Failed to set VPN log service Eg)éu,aqa VSMEHSHIA TiapaMeTPoB  yeTaHoBOK
TTINGS FAIL TION> settings -cepBuca.
- Bo3MOXHO, cepuc He 3anyLLeH.
<MAIN APPLICA VPN log service started, version
03090203 MSG ID LOGSRV START TTON> INFO %{1}s Crapt LOG-cepsuca

Bel VPN 4.1
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
<MAIN APPLICA )
03090204 MSG ID LOGSRV_STOP TTON> INFO VPN log service stopped OcraHoBka LOG-cepsuca
MSG ID EVENT MGR PRO Event Manager profiler: waiting coobLeHne npodannepa mMeHegxepa cobbITUn
005B0001 == - = Event M INFO i is 9 .
FILER QUEUE ven anager time of task queue IS %{1}s sec, cepBuca 0 CTaTUCTUKE MO o4epenmn codbITUn
gueue length is %{2}s tasks
MSG ID EVENT MGR PRO Event Manager profiler: task time | coobwieHne npodannepa meHegxepa cobbITUiA
005B0002 FILER TASK Event Manager | WARNING is %{1}s sec (src=%{2}s dst=%{3}s | cepeuca O 4pe3MepHO [ONroM BpEMEHU
- idx=%{4}s proc=%({5}s) 06paboTkM cobbIThs
. .| owmnbka 3anucu cnyxebHoro (pavina
MSG ID ARPM ERR WRIT Could not write ProxyARP table in
08200001 — T — = <ARPM> WARNING _ NPOTOKONUPOBaHUsSI U3MEHEHWI Tabnuubl Proxy
E PARP FILE "o .
B - file "%{1}s ARP
oLwmnodka YTeHus cny»xebHoro tharina
MSG ID ARPM ERR READ Could not read ProxyARP table N
08200002 PARD FIIE <ARPM> WARNING from file "96{1}s" Y NPOTOKONUPOBaHUSi N3MeHeHU Tabnuubl Proxy
- - ARP
obaBneHve wnuM OBHOBMEHWE agpeca B
Ho6 o] P
Proxy ARP Tabnuupl ceTeBbIx MHTEPGENCOB
IP 9%{1}s%| added to ProxyARP 5 3
MSG ID ARPM IP ADDED table(s) of "%{10}s";%]%[ was not | %(1}s - Ao aBNAembIi IP apgpec
08200003 _TO SYSTEM PARP SAREM> PEBUG added to ProxyARP table(s) of | %{10}s — cnucok uHTepchelico, k koTopbiM [P
"06{11}s";%] nobasnex ycneLHo
%{11}s — cnMcoK WHTEP(ENCOB, K KOTOPbIM
cnepgoarno gobasutkb IP, HO He yaanoch
Ypanenune IP agpeca 3 Proxy ARP Tabnwuy
ceTeBbIX NHTEpdencos
IP  %{1}s%[ deleted from %(1} . P
ProxyARP table(s) of | /olLs - — yAanAaembiv anpec
08200004 ?g%ﬁgﬁggﬁ;@iﬁ? <ARPM> DEBUG "06{10}s";%]%[ was not deleted | %6{10}s — cnncok MHTepdheiicoB, 13 koTopkIM IP
- - - from ProxyARP table(s) of | YAaneH 3 yCNeLHo
"06{11}s";%] %{11}s — cnucok nHTepdencos, 13 KoTopbIx IP
yoanutb He yaanoch.
BoamoxHO, OH Bbin yaaneH paHee
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
Mepecospanne Proxy ARP Tabnuuy ceTeBbix
In the ProxyARP table(s) of | WHTepceicos.
08200005 zigféﬁ_ii?;_REFRESH_ <ARPM> INFO "06{11}s" interface(s) %{2}u IP(s) | MoxeT nponcxoaute npu nepesarpyske LSP
N was(were) not refreshed %{11}s — CMUCOK WHTEPCENCOB, K KOTOPbIM
cnepgoarno gobasutkb IP, HO He yaanoch
He yganock gobaeutb nonyyvatens SNMP traps
[SNMP] failed to configure SNMP | (CTpykTypa LSP TrapReceiver)
_ trap receiver %{1}s%[:%{2}u%l], | opf1 _ -
MSG ID SNMP TRAP REC | Statistics & -~VE J / o{1} IP-agpec nony4arens
00014001 £ryER ADD FATLED SNMP WARNING S(?mmu"rgltyo %{3}s"%], interface | o4 - nopt ronyyarers
%{5}s%] %{4} — NnorMyeckoe UMs CETEBOro HTepderica
%{5} — nokanbHbIN IP-agpec
He yganocb HacTpoutb npvem SNMP-3anpocos
) i B COOTBETCTBUA
MSG_ID_SNMP_POLLING_ | o\ i iice o [SI\!MP] failed to configure SNMP | o5 crpykrypoit LSP  SNMPPoliSettings  Ha
00014002 SETUP LOCAL ADDR FAT SNMP WARNING poling agent on address(es) onpeneneHHoOM nokarnbHoM IP-aapece

LED

%{1}s%[ (port %{2}u)%]

{1} - TNoKanbHbIN
{2} — nokanbHbI NopT

IP-agpec

O6wue napameTpbl A5isi COOBLLEHWI:

%{8}s |P-agpec naptHépa no IKE obmeHy.
%{9}u IP-nopT naptHépa no IKE obmeHy. Ecrn

He VykasaH, TO nopT cTaHgapTHb (500)
%{10}s 3HauyeHue IKE wugeHTudmKaTopa Ans
ayTeHTudmkaumm napTHépa.
%{15}u Mopor orpaHuyeHus pecypca

%{20}s TlpuynHa BO3HMKHOBEHNA COOLITKA
%{32}s NpeHtndumkatop ceccum IKE obmeHa.

dopmat "<si:m>", rge n — Homep

3awmwaouwero ISAKMP  coeguHeHust, m —

HoMep oOMeHa,  3alMLaemMoro  AaHHbIM
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MSG ID npzzlé:;gﬁzzue Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
ISAKMP coeNHEHNEM
%{40}u Homep ISAKMP coeavHeHus
. MapTHEPY oTCbINnarTCs Habopbl
MSG ID LP ISAKMP PRO %[9 9
00101011 | D22 =it - LP DEBUG A;E)/"c{ggs “jSending  ISAKMP |\ ronapameTpos yCTaHaBM1BAEMOrO
- prop ) ISAKMP coeguHeHusi
MSG ID LP ISAKMP PRO %[%{32}s %]Received ISAKMP Or naprHepa rlony*eHs! Habope!
00101012 POSALS RECY - LP DEBUG . KpunTonapameTpoB yCTaHaBnMBaemoro
B proposals:
ISAKMP coeguHenuns
00101013 MSG_ID_LP_ISAKMP_TRA | . DEBUG %[%{32}s %] Transform #%{1}u. | OnucaHue BapuaHTa KpuMnTonapameTpoB
NSFORM %{2}s yctaHasnvsaemoro ISAKMP coeanHeHus
. MapTHEPY oTCbINnarTCs Habopbl
MSG ID LP IPSEC PROP %[9 9
00101021 OSALS SEND - LP DEBUG /0l /0{32}5. »]Sending  IPSec KpunTonapameTpoB ycTaHasnvsaemoro |PSec
- proposals:
coeaunHeHns
MSG ID LP IPSEC PROP %[%{32)s %]Received IPSec | O NAPTHEPA MnONy4eHbl BaApUaHTLI HabOPOB
00101022 OSALS RECT - LP DEBUG ronosals: KpvrnTonapameTpoB Ans  yCTaHaBnvMBaemoro
- prop ' IPSec coegmHeHuns
Onucanne BapuaHTa Habopa
MSG ID LP IPSEC PROP
00101023 o0sal - Lp DEBUG %[%{32}s %] Proposal #%{1}u: KpunTonapameTpos ycTaHasnuesaemoro IPSec
coeaHeHus
MSG ID LP IPSEC PROT OnucaHne BapvaHTOB KpWMNTOMNapamMeTpoB Ans
00101024 - = - Lp DEBUG %[9 9 9 :
0 76[%{32}s %] Protocol %{1}s: yKa3aHHOro npoTokona
00101025 MSG ID LP_IPSEC TRAN Lp DEBUG %[%{32}s %] Transform #%{1}u: | OnucaHwve BapuaHTta KpunTonapameTpoB
SFORM %{2}s ycTaHaBnvBaemoro |IPSec coegnHeHns
MSG 1D 1P CHECK PROP %[%{32}s %]Checking | Mposepka kaaoro M3 MpUCTaHHBIX BapuaHTOB
00101031 | [0 =" =" - — LP DEBUG %[Proposal  #%{1}u, Protocol | haGopoB KpuNTONapameTpoB Ha COOTBETCTBYE
%{2}s, %]Transform #%{3}u for | nokanbHomy IKE/IPSec npasuny.
Rule "%{4}s", %[Proposal #%{5}u,
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MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
Protocol  %{6}s, %]Transform | %{1}u HOmMep npucrnaHHOro BapuaHTa Habopa
#%{7}Iu: %{8}s %{9}s KpunTonapameTpos (ans IPSec)
%{2}s npoTokon  npucnaHHoro  Habopa
kpuntonapameTtpoB (ans IPSec) — ESP nubo
AH
%{3}u HOMEp  mpucnaHHOro  BapwaHTa
KpvnTonapameTpoB
%{4}s wma nokanbHoro IKE/IPSec npasuna
%{5}u HOomMep nokanbHOro BapuaHTa Habopa
KpMnTonapameTpoB (ans IPSec)
%{6}s  npoTtokon nokanbHoro  Habopa
KpuntonapameTpoB (ans IPSec) — ESP nubo
AH
%{7}u Homep NoKarnbHOro BapuaHTa
KpunTonapameTpoB
%{8}s %{9}s pe3ynbTaT NpoBepKn
MpoBepka Habopa KpunTONapameTpoB Ha
COOTBETCTBWE rnokansHomMy IPSec npasuny.
%[%{32}s %]Checking proposal | %{1}u— Homep npucnaHHoro BapuaHTa Habopa
00101032 g:ifl SE&EQECHECK—PROP LP DEBUG #%{1}u for Rule "%{4}s", Proposal | KpunTonapameTpos
— H{5}U: %{8}s %{9}s %{4}s — wuma nokanbHoro IKE npasuna
%({5}u — Homep nokanbHOro BapuaHTa Habopa
KpvnTonapameTpoB
%({8}s %{9}s pesynbTaTt npoBepku
MSG ID LP IKE RULE N %[%{32}s %]Unable to choose | HesoamoxHo nopobpate IKE npasuno ans
00101034 Lp INFO I <
OT_FOUND authentication rule ayTeHTudvKauum napTHEpa
. Ona npucnanHoro ID nepeon dasbl IKE He
%[%{32}s %]Unable to find IKE o
00101035 | MSG_IP_LP_CHOOSE_IKE | p N0 | e by remote id. Using Ip- | HaHSH0 nomodsuere KE npasuna. B
- - = address as partner's id. A op yA
mcnonb3oBaH IP-agpec napTHépa.
00101036 MSG_ID LP USE_PRESHA | . DEBUG %[%{3?}5 %]Using preshared key | BoibpaH npegonpegenéHHbii ko4 Ans
RED KEY %{1}s ayTeHTUdmKaL M
Bel VPN 4.1 Copyright © S-Terra Bel, LLC, 2008 - 2017 10




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
%{1}s — ngeHTmdukaTop Kno4a
%[%{32}s  %]Preshared  key | He HaiimeH npenonNpenenéHHLIN KMoy Aris
"o "
00101037 | MSG_ID LP KEY ABSENT | LP WARNTNG tyf{)g}sso L% {gcfh%]%?“”d’ peie(; ayTeHTMdMKaLmn
--%{10}3--%] ' %{1}u — ngeHTUdMKaTop KNoYa
IKE npaBuno He noaxoaut u3-3a Toro, 4to IP
%[%{32}s %]IKERule "%{1}s": IP | aapec oTcyTcTBYeT B crvicke
00101038 MSG ID LP TP DOESNT o INFO address is not in %{2}s list, peer | Pa3PeLleHHbIX (IKEPeerIPFilter unm
MATCH %{8}s%[: %{9}u%] %], id | IKELocallPFilter)
"%{10}s"%)] %{1l}s — wuma nokanbHoro IKE npaBuna
%{2}s — IKEPeerIPFilter unn IKELocallPFilter
%[%{32}s  %]Address  %{1}s
00100101 | MSG_ID LP TKECFGIF A | _ NEO %Stzﬁgceg o IKECFG net\gzgli AxTvBMpoBaH  ikecfg-uHTepdeiic ¢ ampecom
IGNED IP : Sl
SSICNED_ 06{8}S%[-6{9}u%%] %], ig | 7ell}
"%{10}s"%)]
?E’ﬁ{w}s f%]D%S addlrzésc(:iz Anpec unu agpeca DNS-cepsepoB NonyyeHs!
ol;S conngured  on OT napTHepa W [AoGaBneHbl B CUCTEMHbI
00100105 DN/I:GKEB§L5E$KECFGIF—D LP INFO network interface, peer Cl'IMCOKF.) P
- - %{8}s%0[:%{9}u%] %[, id
"%6{10}s"%)] %{1}s — cn1cok agpecoB
%[%{32}s %]Failed to configure
MSG 1D Lp IKECFGIE D DNS address(es) %f{l}s on Owwnbka npu p,06aBJv'IeHI/II/I agpecoB DNS-
00100106 NS ADDR ERROR - LP WARNING IKECFG network interface, peer | CEPBEPOB B CUCTEMHBIN CMINCOK
- = %{8}s%0[: %{9}u%)] %, id | 96{1}s — cnncok anpecos
"%6{10}s"%)]
%[%{32}s %]DNS suffix(es) %{1}s | pNS-cyddmkcbl MonydeHsl oT napTHepa u
00100107 | 186_ID_LP_IKECEGIF D |, INFO added to the system, peer | noGapreHsl B CUCTEMHBIN CIINCOK
NS SUFFIXES SET %{8}s%[:%{9}tu%] %[, id
"0%6{10}s"%)] %{1}s — cnncok cydpdomkcos
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
%[%{32}s %]Failed to add DNS | Ouueka npu nobasneHn DNS-cyddukcos B
00100108 |MSG_ID_LP_IKECFGIF D | 5 o warnINGg | suffixes) %{l}s to the system, | cucremmbiit ciincok
NS SUFFIXES ERROR peer  %{8}s%][:%{9}u%]%[, id
"%6{10}s"%)] %q{1}s — cnncok cydbdprkcos
%[%{32})s %]IKECFG address | Mpycnanmeiit  no  IKECFG  IP-aapec
%{1}s cant be used in current | youcpnnkryet c CYLLECTBY OLMMM
00100102 | MSG_IP_LP_IRKECFGIF B | 4 WARNING | network configuration. Attempting | 8 cucteme agpecamum  unu  MpaBuUnaMu
AD_TIP to get another address. Peer | poytuhra.
%{8}s%[:%{9}u%] %, id 5
"%6{10}s"%)] %{1}s — nony4eHHbIN agpec
%[%{32}s %]Incorrect IKE traffic | [P¥CnanHbIi Bo BTOpoi dhase IKE ID (cenelcrop
MSC ID LB IKECFGIF B request %{l}s for IKECFG | SA) He noaxogut ansa IKECFG-uHTepdeiica,
00100103 AD BHOTD - LP ERR interface. Subnet expected. Peer | T-K- COOEPXUT MPOTOKOMbI UMK He SBNAETCS
— %{8}5%[2%{9}U%]%[, id | onnucaHnem rnoaceTu.
"%{10}s"%)] %{1}s — npucnaHHbIn ID
%[%{32}3 ‘;/0]|KECFG is  not | pagota IKECFG no IPsecAction sanpelieHa
supporte or non persistent | 1k on He umeeT dnara PersistentConnection.
00100104 gig—ﬁgﬁigﬁgggﬂj LP ERR connection, IKERule "%({1}s", peer
Y %{8}s%[: %{9}u%] %], id | %{1}s — wms IKERule, npucoeauHeHHOro K
"%6{10}s"%)] IPsecAction 6e3 donara PersistentConnection
Mpu 3arpyske KOHUrypauum He HageHO Hu
OLHOTO CeTeBoro WHTEepdenca,
[CFG] no physical interface found | COOTBETCTBYIOLLErO
00100111 MSG _ID LP VIF NO PHY | LP WARNING for Networkinterface  "%f{1}s" | OMcaHuo Networkinterface.
pattern "%{2}s" %{1}s — LogicalName atoro Networkinterface
%{2}s — wWwabnoH WMeHW, HaWOEHHbIN Mo
LogicalName
MSG_ID IKECFGIF SETU [IKECFGIF] can't setup IKECFG | Ownbka _Mpu KOH(hUrypauum BUPTYyanbHOro
00100201 P FAILED LE CRIT interface: see failh log WHTepdeiica 'KECFG-
MoapobHocTK onncaHbl B danne
Bel VPN 4.1 Copyright © S-Terra Bel, LLC, 2008 - 2017 12




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
%TEMP%/vpnsvc/error.log, KOTOpbI
HeobxooumMo nepegatb paspaboTynkam.
Bo3Hukna HeobxooMMOCTb CMeHbl agpeca,
OTKIMIOYEHNUS  WNU  U3MEHEHUS  COCTOSHUSA
IKECFG-uHTepdeica.
[IKECFGIF] changing address of | BeposiTHo, uameHunack koHdurypaumsi IKE-
00100202 M3G_1D_TKECEGLE_DIFE | p WARNING IKECFG interface from %{1}s to | NapTHepa, unu anpec IKECFG 6bin 3aHAT kem-
ERENT IP
- %{2}s TO apyrmm.
MpousBoguTcsa nepesarpyska kKoHUrypaumm.
%{1} - cTapbin agpec
%({2} — HoBBIN agpec
Owwnbka co3gaHuMa MapluipyTa B CUCTEMHOW
Tabnvue  poyTuHra npu  KOHdmrypaumm
- IKECFG-uHTe nca
0100205 MSG ID IKECFGIF ADD - NG [IKECFG.IF] car|1t setup IKECFG pcpe
- %{1}s/%{2}s via %{3}s: %{4}s {2 - macka noaceTty
{3} - gateway
{4} — paclmndpoBKka OLLINGKK
%[%{32}s %]IKECFG address
MSG_ID_LP_IKECFG_REF request rejected by server, peer | Ha 3anpoc agpeca no IKECFG IKE napTHep
1002 =T .o - LP WARNIN ' ;
00100205 | ysED BY SERVER © | w81l (9], id | oTBETMN OTKA3OM.
"%{10}s"%)]
%[%{32}s %]Framed IP address
from RADIUS server will be | MNpucnanuemn RADIUS-cepepom Framed [P
00100206 MSG_ID_LP_IKECFG_RAD | NOTICE !gnored. Using local IKECFG data | address gns naptHépa He By4eT ncnornb30BaH,
IUS TIGNORED instead. Peer | Tak kak B LSP 3agmaHoO wucnonb3oBaHue
%{8}s%[:%{9}u%] %, id | nokaneHoro IKECFG nyna.
"%{10}s"%]
00100207 MSG_ID IKECFGIF WIN Lp WARNING [IKECF_GIF] can't enable packet | He yAanoch BKIIOYUTb MEPECHINKY MaKeToB
ENABLE_ROUTER_FAILED forwarding MeXZy CeTeBbiMM MHTepdericamm. BoamoxHo,
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Copyright © S-Terra Bel, LLC, 2008 - 2017

13




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID

TekcToBOE
npeacraBneHve

Paspen

YpoBeHb

LLa6noH coobweHus

OnucaHue coobITUA

AaHHas  yHKUMOHANbHOCTL 3abrnoknpoBaHa
@HTMBUPY CHBbIMW NMPUITOXEHUSIMU.

00100112

MSG_ID LP CONFIGURAT
TON_LOADED

LP

NOTICE

[CFG] %{2}s configuration loaded
via %{1}s%, title "%{4}s"%]

KoHdmrypauusi ycnewHo 3arpyxeHa.

%{1} — UCTOYHMK KOHdUrypauum (cs_console,
command line, token n T.n.)
%{2} — Tmn koHpurypaumm (driver default, DHCP
only, user-defined)
%{4} — HasBaHMe U3  KOHGMrpyaumm
(GlobalParameters. Title)

00100113

MSG_ID LP_CONFIGURAT
ION PARTIALLY LOADED

LP

WARNING

[CFG] %{2}s configuration loaded
via  %{1}s%[, ftitle "%{4}s"%],
%{6}u potential problem(s)
found%[: %{5}s%]

KoHdcburypaumsi ycnewHo 3arpyeHa, HO ecTb
npenynpexaeHnsl, KOTopble HanpaBMeHbI B 1OT.

%{1} — UCTOYHMK KOHMrypauum (cs_console,
command line, token " T.N.)
%{2} — Tmn koHpurypaumm (driver default, DHCP
only, user-defined)
%{4} — HasBaHMe n3  KOHdMrpyaumm
(GlobalParameters. Title)

%{5} - TEKCT npeaynpexaeHns
%({6} — KonM4ecTBO NpeaynpexaeHUA

00100114

MSG_ID LP_CONFIGURAT
ION_LOAD FAILURE

LP

ERR

[CFG] error in configuration from
"%{1}s": %{3}s

Owwnbka pasbopa KoHMrpyauum

%{1} — UCTOYHMK KOHdMrypauum (cs_console,
command line, token 7] T.M.)
%{3} — onmcaHmne oLnBKK

00100115

MSG_ID LP_CONNECTION
_REQUEST

LP

INFO

[IPSEC] connection  request
#%{1}u, packet %{2}s,%[ Filter
"%{3}s", %]IPsecAction "%({4}s"

Havano co3gaHus
(obpaboTtka bundle request).

%{1} -

%{2} — cenekTop
%({3} -

%{4} — ums IPsecAction

IPsec-coegmnHeHns

HOMep
naketa u3
nms

3anpoca
3anpoca
Filter

Bel VPN 4.1
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID npzzlé:;gﬁzzue Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
Owwunbka Ha HavanbHOW CTaguM CO34aHus
(IPSEC] i ¢ IPsec-coegunHeHus (obpaboTka bundle
connection  reques
MSG ID LP CONNECTION . ) request).
00100116 ES<E§UE§T fli? FACI:LES LF ERR #%{1}u failed,%[ Filter "%({2}s", auesy
- = %)]packet %{3}s: %{4}s %{1} - Homep 3anpoca
%{2} — cenektop nakeTa w3 3anpoca
%({3} — onucaHve ownbKn
Owwunbka coxpaHeHusi koHdurypauum B 0Oase
00100117 MSG_ID LP_CONFIGURAT | . . CRIT [CFG] can't save configuration in | AaHHBIX NPOAYKTA.
ION_SAVE_FALLED db: error "%{1}d" 9%{1} — koA OLLINBKM, KOTOPLIN MOXHO nepeaarb
B CNy>x0y noaaepXkkv Ans paclumdpoBku
CospgaHo IPsec-coeguHerus (IKE Quick Mode
i 3aBepLunnach yCneLHo).
fpiasls wliPSec connection %{1} — Homep co3pgaHHoro |Psec-coeguHeHust
%{1}u established, traffic selector | 7011y — . -C
00100119 gigﬁID—LP—HOST—CONNE LP NOTICE %{2}s, peer %{8}s%[:%{9}u%], id | {2} — IKE traffic request/phase Z2id/cenekTop
"06{10}s"%[,  Filter  %{3}s%], Lpsec SA
IPsecAction %{4}s, IKERule %{5}s | %{3} - Ha3BaHve tuneTpa
%{4} - nvs IPsec-npaBuna
%{5} — nms IKE-npaBmna
MonbiTka co3paHus [IPsec SA 3akoH4uMnach
%[%{32}s %]IPSec connection | HeyAauen.
(r;?f}esoj](y[ #%(‘E/G{};} %) falleg%[: %{1} — ctagus ike, roe obHapyxeHa olunbKa
MSG ID LP CONNECTION 01 1yS70]70[. 01£;S70]. €er | %{2} - npuYmnHa OLLIMBKM
0010011A RE@UEET EAILURE LP ERR 2/0{8}5%!;%{9}”%]%[, |d %{3} _ Ha3BaHue q)y”']pra
- - %{10}s"%]%][, Filter %{3}s%]%], | o5{4} -~ nvis IPsec-npasuna
%{5}s%] %{6} — nopsOKOBbIN HOMEp 3anpoca Ha
co3faHue IPsec-coeanHeHns
%[%{32}s %]Re-keying of IPSec | N IPsec SA
MSG ID LP CONNECTION . . onbITka nepeco3ganna IPsec SA 3akoHumnach
0010011B REREYING FATLURE LP WARNING | connection  %{6lu failed%l[: Heyaaueii.
B B %{1}s%)]%: %{2}s%]. Peer
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MM Bel VPN Client-P 4.1.

PykoBopacTBo agMuHucTparopa.llpoTokoiMpoBaH1e U MOHUTOPUHT

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
%{8}s%0[:%{9}u%] %], id | %{1} — ctagua ike, roe obHapyxeHa owwmbka
"%{10}s"%] %], Filter %{3}s%]%l[, | %{2} - npuyvHa OLIMBKN
IPsecAction %{4}s%]%][, IKERule | %{3} - Ha3BaHue dvnbTpa
%{5}s%] %{4} - nms IPsec-npasuna
%{5} - nvs IKE-npaBuna
%{6} — Homep IPsec-coeguHeHns, KOTopoe
nbiTanucb O6HOBUTL
onfo . ) ) O6meH IKE, roe mbl BbICTYyMaem B KayecTse
A’_[ %{32}s %]Incoming connection | hecnonpepa, 3akoHYMACS HeyAadeil.
failed%[: %{1}s%]%[: %{2}s%]. )
MSG ID LP INCOMING C Peer  %({8}s%[:%{9}u%]%[, id %{1} — cTagma ike, roe obHapyxeHa oLunbka
0010011C = — | P ERR . ] _ ’ 06(2 _ 6
ONNECTION FAILURE %{10}s"%]%l[, Filter %{3}s%]%y[, | {2} npuyrHa OLLNGKM
IPsecAction %{4}s%]%][, IKERule | {3} - Ha3BaHue unbTpa
%{5}s%] %{4} - nvs IPsec-npasuna
%({5} — nmsa IKE-npaBwna
, IPsec SA ynaneHsl.
IPSec connection %{1}u closed: %(1} & P
MSG_I D_LP_CONNECTION %{3}u bytes sent, %{4}u received: 0 —  WAEHTU@PUKaTop sec-coegnHeHusd
0010011D 1 15D LE NOTICE %{2}s%[, matched by license | {2} ~ —  npuwinHa  ypamenus  SA
number %{5}u%] %{3} - GariToB OTnpaBneHo
%{4} — 6anToB NPUHATO
Mo yHWKanbHOMY HOMEpPY MMLEH3WUWM NapTHEpa
obHapyxeH cTapoe, Heucnonb3dyemoe IPSec
%[%{32}s  %]Stale  IPSec | CoeAMHEnMe
connection %f{1}u detected with | %{1} - wgeHTUdukaTop cTaporo IPsec-
MSG ID LP STALE CONN peer %{_18}5%[:%{19}u%], id | coeanHeHns
0010011E ECTION BY LICENSE LP WARNING "%{20}s", license number: %{2}s: | %{2} - Homep nuUeH3UM  nNapTHEpa.
- - while processing initial contact | %{18} — IP-agpec naptHépa no IKE obmeHy ons
from peer %{8}s%[:%{9}u%], id | cTaporo coeanHeHus.

"06{10}s"

%{19} — IP-nopT napTHépa no IKE obmeHy ans
cTaporo coeguHeHusi. Ecnn He ykasaH, To nopt
CTaHOapTHbIN (500)
%{20} — 3HayeHve IKE mnaeHTudmKaTopa Aans
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
ayTeHTudmKaumMm napTHépa Ans  CcTaporo
coeguHeHust.
i i lMpoBepka nuuUeH3uM nNpoLusia ycneLHo
00100124 MSG_ID_LP_LICENSE_CH | INFO Product license info: product code
ECKED %{1}s, license number %{2}u %{1} - Tvn npogykta B  IWLEH3UN
%{2} — Homep NMLUEH3MN
davn nuueHsMn OTCYTCTBYET UMM B HEM
00100125 MSG ID LP NO LICENSE | LP ALERT Product license info: no license HETPABMNEHbLIC AaHHbIe.
- === MpooykT Gyget paboTate C OrpaHNYEHNAMM 40
BBOZA NMLEH3UM 1 pecTapTa.
) i He ypanoctb HamtTu agpec QAns CEeTeBOro
MSG D 1P SNMP TRAD {SNMZ] f?le?' to cg}n{fllgiure SNM”F; nHTepdoeiica, KOTOPbIN yKasaH B KayecTse
~ID LP_ B B rap destination %q{1}s: no SNMP tra
00100129 LP WARNING UCTOYHMKa p
RECV_NO IP address found for network
interface "%{2}s" %{1} - agpec nonyyatena SNMP trap
%{2} — nornyeckoe umsa ceTeBoro nHTepdenca
Cenektop co3gaBaemoro SA nepecekaeTcsi C
CernekTopoM paHee co3faHHOro SA Ans ogHoro
dunbTpa.
JT10 npu3HaKk HecornacoBaHHOCTH
%[%{32})s  %]Traffic  request | KOH(DMrypauuin napHepa, MOXET MpUBECTU K
overlaps with other IPsec SA ?/g.aneHwo G086
. sec-nakeToB  npu obpaboTke u3-3a
0010012c | MSG_ID_LP_ID CONFLIC |, warRNING | Created for peer %{1}s:%{2)d, p p x
peer  %{8}s%[:%{9}u%]%[, id | HaHHoe coobLeHre ABMNAETCA
"0/6{10}s"%] npegynpexaeHnem o BO3MOXHbIX npobrnemax u
He NpepbIBaeT npoLecc co3naHns SA.
%{1} — IP apgpec napTHepa, co3gasLuero SA, ¢
KOTOPbIM KOH(PrVMKTYeT BHOBb CO3[aBaeMblv
%({2} — nopt aToro napTHepa
00100130 | MSG_ID_LP_SAME AUTH_ | wARNING | [CFG] IKERule "%f{2}s", line | MpeoynpexaeHne BO3HWKAET, ecnn  Npu
METHOD_SPEC %{3}d: %{1}s has multiple | 3arpyske KOHpury paLmm oBHapy>xeHo,
Bel VPN 4.1 Copyright © S-Terra Bel, LLC, 2008 - 2017 17




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID

TekcToBOE
npeacraBneHve

Paspen

YpoBeHb

LLa6noH coobweHus

OnucaHue coobITUA

authentication methods with the
same type, only first of them will be
used.

yto B |IKERUle npucyTCTBYET HECKOMbKO
METOOOB  ayTeHTUdMKauMMm OogHoro  Tuna.
PecnoHgep ©OyaeT ucnonb3oBaTb  TOMbKO
nepBbin  BapyaHT U3  OBYX OAHOTUMHbLIX
METOL0B.

%{1} — cnucok, rae BCTpeYeH OBTOP
(AggrModeAuthMethod/ MainModeAuthMethod)
%{2} - nms ike-npaBuna
%{3} — Homep CTpOKW, rge 9TO NpaBWUIo
onucaHo

00100138

MSG_ID LP_AGENT INI
CP_CONTEXTS_ PER SA I
NVALID

LP

WARNING

DefaultCryptoContextsPerlPSecS

A in "agent.ini" is not valid (should
be 1..128), %{1}d will be used
instead.

Mpwn YTEHUN ini-chavina oBHapyeHo
HenpaBunbHoe 3HadeHne ans
DefaultCryptoContextsPerlPSecSA

Gynet NCMNONb30BaHO 3HayeHune no-
YMOIYaHuIo.

%({1} — 3Ha4YeHme No-yMonyaHuo

00100139

MSG_ID LP_AM USE ONE
_GROUP

LP

WARNING

[CFG] IKERule "%{2}s", line
%{3}d: in Aggressive Mode
initiator will use %{1}d only.

MpeoynpexaeHve  BO3HMKAET, ecnu  npu
3arpyske KOHdMry pauum obHapyeHo,
yto B IKERuUle 3atpeboBaH aggressive-pexum
ans nHuumarTopa,
HO MPUCYTCTBYIOT TPAaHCOPMbI C Pa3NNYHbIMU
GrouplD.

MHuumatopom GyneT ncnonb3oBaThCs TOMbKO
yKkasaHHbI GrouplD.

%{1} — rpynna, kotopas byger ncnonb3oBaHa
VHULMATOPOM

%{2} - nvs
%{3} — HOmep CTpOKM,
onmcaHo

ike-npaBuna
raoe aTo  npaBwuno

0010013D

MSG_ID LP_OLD SA DIE
_BEFORE_NEW

LP

WARNING

%[%{32}s %]OIld IPSec SA had
been killed before new IPSec SA
was created during rekeying.
Please report this to the product

SA, ans kotoporo nposoauncs rekeying 6bin
yOoaneH 00 3arpy3kym BHOBb coO3faHHoro SA.
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
support. Peer | MNpocbba coobwntb B cnyxOy nogaepxkM o
%{8}s%0[:%{9}u%] %, id | nrogobHom nosegeHuN.
"%{10}s"%)]
Owwubka ypaneHns mapLupyTa, OMMCaHHOro B
LSP.
MSG ID LP DEL ROUTE [ROUTE] can't delete route | o _
0010013E D RE_ PR — | p WARNING : o{1} noacetb Ha3HayYeHus
%{3} — gateway wnm wumMA wuHTepdelica
%{4} — nosicHeHne oLwnbKn
Owwnbka nobaBneHns mapLupyTa, ONMCaHHOro B
LSP.
MSG ID LP ADD ROUTE [ROUTE] cant add route | o
0010013F NI e — | P WARNING ‘ %{1} - nogceTb Ha3Ha4YeHust
%{3} — ogateway wnu wumMA unHTepdenca
%{4} — nosicHeHne oLnOKN
B cosgaHHOM [IPsec SA orpaHuyeHve Mo
Tpadwm He COOTBETCTBYET [OnyCTUMO
t(%)[t{%)ﬁ)z}s WA walfc i ke yer omermow
%{1 exceeds imitations
MSG ID LP IPSEC HI T \ S | ncnonebsyemoro KpynTorpacmyeckoro
00100140 71, TRAFFIC - = LP WARNING imposed by the cryptograghic | anroputma.
- algorithm, peer %{8}s%[:%{9}u%],
id "%{10}s" %{1} — orpaHudeHve, KoTopoe Oyner
ncnonb3oBaHo B co3gaHHoMm IPsec SA (0 — 6e3
OrpaHuyeHUI)
KoHdwmrypauusi  ychnewHo 3arpykeHa no
[CFG] new LSP (%({1}s line(s)) | vumumatuee nomnb3oBaTens MNocpPeacTBOM
successfully loaded by "%{2}s' | ytunuthbl (cs_console, Isp_magr).
00100151 MSG_ID_AUDIT LOAD NE | ., INFO user via %{3}s%[ "%{6}s"%] | MNpenBapsieT NOCTPOYHYHO Bblgavy
W _LSP process%([%{4}s using | 3arpy»keHHom LSP no
unrecognized connection%]%[ | MSG_ID_AUDIT_SHOW_NEW _LSP.
1 0, 1 0,
using %{5}s remote connection%] %{1} — KONMMYECTBO CTPOK B 3arpy>KeHHon LSP.
%{2} — nma nonb3oBaTens, UHNLIMMPOBABLLEIO
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
3arpysky
%{3} — PID npouecca nokanbHON YTUNWTHI,
BbIMNOMHMBLLEN 3anpoc Ha 3arpys3ky LSP
%{4} - BCNOMOraTeribHbIN aprymeHT
%{5} - aetanu remote-connection
("Daemon(<IPs><ports>)")
%{6} — wums yTUNUTbI, WHMLUMPOBAaBLLEN
3arpysky
lNocnepoBarenbHO BblgaloTCA "as is"
HyMepOBaHHble CTPOKWM 3arpy>keHHom LSP
L . | cpasy nocne Bblaauu coobLeHns
00100152 MSG_ID AUDIT SHOW NE | . INFO [CFG] new LSP, line %{1}u/%{2}u: MSG_ID_AUDIT LOAD_NEW_LSP
W _LSP %{3}s
%{1} — Homep BblgaBaeMoh CTpokuM LSP
%{2} - BCEro CTPOK B LSP
%{3} — cTpoka LSP
[RRI] %{1}s, route not created: Owwnbka dopmmpoBaHna mapwpyTta RRI. To
destination %{2}s, traffic selector | €CTb npobrnema obHapyxeHa [0 MOMbITKA
08500001 MSG_ID RRI NOT CREAT RRI WARNING %{10}s%..%{11}s%]%[:%{12}d%)] [06aBuTb MapLUpyT B CUCTEMHYO Tabnumuy.
ED i %{1} - NnosiCHeHve OLIMBKN
%]%] proto %{16}s%)] 9%{10}-%{16} — cenektop SA
Owwunbka yaaneHus wMaplpyTa, CO34aHHOro
RRI.
MSG ID RRI DEL ROUTE [RRI] can't delete route | oprq _ no
TR PR i aceTb Ha3HayveHust
08500002 FATLED RRI WARNING %{1}s/%{2}d via %(3)s: %{4}s %%2% B et i
%{3} - gateway
%{4} — nosicHeHne oLnOKN
. o 0 Owwnbka pobasnenns mapupyTta RRI.
08500003 MSG_ID_RRI_ADD_ROUTE | poo WARNING [RRI] can't add route %{1}s/%{2}d
_FATLED via %{3}s: %{4}s %{1} - noaceTb Ha3Ha4yeHus
%{2} — Macka nogceTun
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
%{3} - gateway
%({4} — nosicHeHne ownbKm
O6HaBneH mappyT RRI.
[RRI]  updated  route 10 | gprq) - noaceTb Ha3HaYeHMs

08500004 MSG ID RRI UPDATED RRI INFO %{1}s/%{2}d: new gw %({3}s, old %{2} _ Macka nomceTy
gw %f{4}s %{3} - HOBBbIVA gateway

%{4} — npenblgyLwmn gateway
[RRI] created rout(_a %{1}5/%{2}d CosaaH mapwpyT RRI.
\/laff_%{B}s for destination °/|o{4}5, %(1} nonceTs LasHaeHIS
traffic selector | 70 -

08500005 MSG ID RRI CREATED RRI INFO %{10}s%]..%{11}5%]%[:%{12}d%)] giogi - Macka I'IOflCGTM
- b - gateway
>%{13}s%]..%{14}d%]%[:%(15)d | Yot4t - TYHHENbHbIA appec
%] %] proto %{16}s%] %{10}-%{16} — cenexTop SA

YpaaneH mapwpyT RRI.
[RRI] removed route %{1}s/%{2}d | %{1} - noaceTb Ha3HaueHVs

08500006 MSG ID RRI REMOVED RRI INFO Via 9%{3}s for destination %6{4}s gf’% _ Macka I'IOfI,CGTM

b - gateway
%{4} — TyHHenbHbLIV agpec
MapTHépy BblgaH BHYTPEHHWA agpec wu3
IKECFG nyna
%[%{32}s %]IKECFG address 5
%{1}s assigned to  peer | %{1} - BblAaHHbINA anpec
%{8)s%[:%{9u%], id "%{10}s", %{2} — cTtatyc npokcupoBaHuns ARP-3anpocos:
MSC ID TKE TKECFG AS %{2}s%l[, dns server(s): %{11}s%[ | Proxy ARP  enabled - MPOKCMpOBaHI1e

10002001 STGNED — — IKE INFO %{12}s%] %[ %{13}s%)] %[ BKIMOYEHO  Ons  BCeX MHTepd)er:OB @
%{14}s%]%[ %{15}s(...)%]%]%], MOACETAMM, BKIKOYAIOLNMA BbiAaHHbIA aapec;
domain ~ suffix(es):  %{21}s%][ | Partial proxy ARP — MPOKCMPOBAHME BKMKOYEHO
%{22}s%] %[ %{23}s%]%[ | He AN BCeX MHTepeinco [ I'IOD,CGTHMM,.
lZASHIALZENL ] | SO, el aspec

NPOKCUPYHOTCS.
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pasgen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
%[%{32}s  %]IKECFG  address MapTHEP oOTKasancst OT paHee BblOAHHOIO
MSG ID IKE IKECFG RE i igni
10002003 S6_ID_TKE_ C_G— IKE INFO rejected by partner.  Assigning appeca n3 IKECFG nyna. [Jenaetcsa nonbiTka
FUSED_BY CLIENT-P another address. Peer BT NAPTEY ADYTOM SAPEC
9%6{8}SY6[:%{9}u%], id "%6{10}s" PTeRY APY pec.
%[%{32})s %]IKECFG address
%{1}s is already bound to another | BblaaBaemblii NapTHEPY BHYTPEHHWA agpec u3
10002004 MSG_ID_IKE_IKECFG_PO | .. INFO partner. Clearing old IKECFG data | IKECFG nyna yxe 3aHsT gpyrum napTHEPOM CO
OL_CONFLICT to resolve address conflict. Peer | cxogHbiMM  napameTpamu. CoeguHeHust  co
%{8}s%0[:%{9}u%] %], id | cTapblM NapTHEPOM ByayT YHUYTOXEHBI.
"%{10}s"%)]
Owwnbka npu NOMbITKE BbIgAYN BHYTPEHHErO
agpeca napTHEpy.
%[%{32}s  %]Cannot  assign | %{l}s — BbibpaHHbIn IKECFG agpec Ans
00102005 ﬁ%é]}iég&iﬁg;??ﬁ LP INFO IKECFG addressv[ %{1}s%] to | NapTHepa (ecny ecT)
Lep " - partnerv[: %{2}s%)], peer | %{2}s - BO3MOXHbIE MPUYMHBI:
%{8}s%[: %6{9}u%], id "%{10}s" pool is not configured — nyn He 3apaH;
pool is over - nyn ncyepnar;
proxy ARP falled - owwubka 3agaHus
npokcupoBaHua ARP-3anpocos
%[%{32})s %|IKECFG address PaHee BblaaHHbI NAapTHEPY BHYTPEHHWUIA agpec
%{1}s was previously bound to A PTHEPY BHYTP Apec
current partner. Clearing  old n3 IKECFG gyna HeCOBMeCTVIM6 C TeKylien
MSG_ID IKE IKECFG_AD ' . NONUTUKOW e3ornacHocTn, nunbo napTHEP
1 2 = T = = IKE INF 9 ’
0002006 DRESS INCOMPATIBLE © ggégzs data 10 assign Fr’]::; 3anpocun apyroit IKECFG appec. Nmetowyecs
06{8}S%[:06{9}u%] %], id cgﬁﬁrg;:zil CO CTapblM napTHEpom OyayT
"06{10}s"%] y :
O6wue napameTpbl A5si COOBLLEHUI:
________________________________________ %{8}s IP-agpec naptHépa no IKE ob6meHy.
%{9}u IP-nopT napTHépa no IKE obmeHy. Ecnm
He ykasaH, TO nopT cTaHgapTHb (500)
%{10}s 3HayeHne |IKE wunpeHTUdMKaTOpa AnN
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MM Bel VPN Client-P 4.1.

PykoBopacTBo agMuHucTparopa.llpoTokoiMpoBaH1e U MOHUTOPUHT

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
ayTeHTudmkaumm napTHépa.
%{15}u Mopor orpaHudeHus pecypca
%{20}s [lpuymMHa BO3HWKHOBEHUSI COOLITUS
%{32}s NoeHtudmkatop ceccum IKE obmeHa.
dopmat "<si:m>", rge n — Howmep
3awmwarowero ISAKMP  coeguHeHust, m —
Homep oOMeHa, 3alMWaemMoro  AaHHbIM
ISAKMP coeNHEHNEM
%{40}u Homep ISAKMP coeavHeHus
Hauat HoBbIi IKE 06MmeH.
i %{1}s MpyyinHa, Bbl3BaBLLas obmeH
%{32})s Start IKE = session, | 0.l Tyun obmena (Exchange Type no
10000001 MSG_ID_TKE_START_SES | .. DEBUG Request: %({1}s, type %{2}s, peer RFC2408)
SION %{8}s%[:%{9u%]%[, sessionld | o rars  Ypewtudmkatop oBmena  (Initiator
%{4}s.%{5}s%] Cookie no RFC2408)
%{5}s NneHTndmkatop obmeHa (Message 1D no
RFC2408 )
10000002 DSEG—ID—IKE—END—SESSI IKE DEBUG %[%{32}s %]Session completed | IKE 0BMeH 3aBepLuéH
MapTHEP npucnan WHcopMaL Mo o6
ucnons3yemom Bel VPN AreHTe
%{1}s HavmeHoBaHve npogykra
9%[%{32}s %]Partner's VPN Agent | %{2}s CTapwwuii Homep BepcuM NpoaykTa
info: product:%{1}s%, z;oggs MﬂaﬂLIJI/IVI Homep6 BEpcuM npoaykTa
build:%{2}s.%{3}s.%{4}s%] %[, 014yS omep COopk1 npoaykra
10000003 EEEEI?EESE—PARTNER—A IKE DEBUG os;%{5{}s}%]o/o{[,}Cpé;&,{egscyg]%[, %{5}s OnepaumnoHHaa cuctema, Ans KOTOPOW
- features:%{7}s%)] %], product | cobpaH MPOAYKT
code: %{101}s%]%l, license | %{6}s [Mnatcpopma, Ans koTopoir cobpaH
number:%{103}s%)] NPOAYyKT .
%{7}s [ononHUTENbHbIE OMNUUM, BKMHOYEHHbIE B
cBopky (ecnm nmeroTcH)

%{101}s Koa npogykTa, ykasaHHbIV B NLEH3UN
%{103}s Homep nueHsun
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npeacraBneHve
%[%{32}s %]ISAKMP connection
MSG ID IKE SA CREATE %{40}u created, peer
10000005 - = — = IKE INFO -
D 06{8)SY6[: %6{9}U%] %], id CospgaHo ISAKMP coeguHeHve
"%{10}s"%)]
ISAKMP  connection  %{40}u
closed, peer %{8}s%[:%{9}u%]%,
id "%{10}s"%]%>INFO[, bytes
10000006 MSG_ID_IKE_ SA CLOSED | IKE INFO sent/received: %{3}u/%{4}, | YHuuToxxeHo ISAKMP coeavHeHve
exchanges passed: %{5}u%)]%,
Reason: %{20}s%]%[, matched by
license number %{1}u%]
MSG ID IKE ID RECEIV %[%{32}s %]Receive identity | MNMapTHEP Mpucnan CBOK MOAEHTUMMKALMOHHY O
10000007 T IKE DEBUG
ED FROM "%{1}s", peer %{8}s%][:%{9}u%)] nHdopMaL Mo
%[%{32}s %)]Send identity
MSG ID IKE ID SENT T "%{1}s", peer | MapTHépy oTocnaHa nokanbHas
10000008 - = — = - IKE DEBUG -
@) %{8}s%0[:%{9}u%] %], id | noeHTndmKaumMoHHas MHdopmMaums
"%{10}s"%)]
MSG_ID IKE FLOAT PAR %[%{32}s %]Float partner to .
10000009 TNER IKE DEBUG 06{8)SY6[:%{ %] M3meHeHne ceTeBbIX NnapameTpoB NapTHEpa
. . | MapTHépy OTOCNaHbl napameTpbl
04[O 0
1000000A ﬁgG—I D_IKE_PHZ ID SE IKE DEBUG (;0 Eﬁ{ji}; {go}]SSend raffic request 3awmuwaemoro Tpaduka cosgasaemoro IPSec
0 0 COeAMHEHS
10000008 MSG_ID_IKE_PH2_ID RE | .. DEBUG %[%{32}s  %]Receive traffic | MapTHép npucnan napameTpbl 3alyLLAEeMOro
Ccv request: %{1}s->%{2}s Tpadmka cosgasaemoro IPSec coegnHeHus
[ISAKMP] Exchange pended. | IKE OBMeH OTnoxeH 13-3a OrpaHN4eHHOCTY
1000000c | MSG_ID_IKE_INITIATE_ | . o HARNING Limit of %{15}u init.iatoed sessions | PECYpPCOB.
SESSIONS_LIMIT achieved. Request. /0{1}5, peer %{1}3 npquHa, Bbi3BaBLLAs OTIOXEHHbIN
%{8}s%[:%{9}u%] o6MeH
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
[ISAKMP] Peer %{8}s%[:%{9}u%s] | IKE obMeH OTMeHEH u3-3a OrpaHU4eHms
1000000 | qrpTerEp TKE INFO IKE-sessions. ~ New SESSION 1 %{3}u  KonndectBo OTMEHEHHEIX  0GMEHOB,
requests were rejected %{3}U | yuuuMpoBaHHBLIX MAPTHEPOM, C MOMeHTa
times npeAaplayLLero BbIBoAa AaHHOTO COOBLLEeHNS
IKE TpadwmKk OT YyKasaHHOro napTHépa
ISAKMP] Access denied for peer | MOMMHOCTBIO UTHOPUPYETCA.
MSG ID IKE ACCESS DE [
1000000F | w1gp — - TKE WARNING %{8}s%[:%{9Ru%]. %{3}u IKE- | o4{3lu KonnuecTBo cBpolueHHbix IKE nakeToB
packet(s) dropped OT yKasaHHOTO nMapTHépa C  MOMeHTa
npeablayLLero BbiIBo4a 4aHHOTO coobLyeHuns
%[%{32}s %]Searching peer
MSG ID IKE NO PEER C certificate failed, Reason: not . .
10000011 — T — IKE INFO g
ERT found, peer Y6{8}sY[:U{IMY6I%], CepTudhukaT napTépa He HangeH
id "%{10}s"%]
%[%{32}s %]Searching peer c o }
certificate  failed. Reason: | “€PTM@UKAT — napTepa He NpUroAeH  AnA
10000012 M§§§iEEEKE—PEER—CERT IKE INFO %{20}s.%{1}s, peer | VCMONb30BaHNA
- %6{8}s%[: %{9}u%] %, id | o%{1}s OnucaHme ceptudmrara
"%{10}s"%)]
%[%f{32}5 { }%]Using Peer | Ycnonb3oBaHne cepTudMKkaTa napTHEpa Ans
MSG ID IKE PEER CERT certificate:%{1}s peer
10000013 — = — IKE INFO ' - | NPOBEpPKM noadnucu
_FOUND %{8}s%[:%{9}u%] %], id |
"06{10}s"%] %{1}s OnucaHue ceptudmkaTa
%[%{32}s %w]Searching local
MSG ID IKE NO LOCAL certificate failed, Reason: not | He HangeH nokanbHbIN cepTudmkar ans
10000014 =TT — | IKE WARNING '
CERT found, peer %{8}s%][:%{9}u%)]%[, | cozgaHua nognucu
id "%{10}s"%)]
10000015 bl:ls%\lf EE?SE_LOCAL_CER IKE WARNING %[%{32}s %]Searching local | JIOKanbHLIM  cepTUdMKaT He npurofeH Ans
- certificate failed. Reason: | YCNONb3oBaHnA
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
%{20}s.%{1}s, peer | %{1}s Onncanve cepTucmkata
%{8}s%[:%{9}u%] %], id
"%{10}s"%)]
G 1D IKE LOCAL CER %[‘V:c{32}sty{1}%]USing local | |icnonbaosarme nokanbHoro ceptudmkara ans
10000016 T FOUND IKE DEBUG 6{8)S[-So{OUT1%], d| ¢
"6{10}s"%)] %o{1}s OnucaHve ceptudukata
HeycnewHoe 3aBepleHune IKE obmeHa
%[%{32}s  %]IKE  session | %{1}s Crwmcok (cTek) onepauuit,  npu
stopped%[ at | BbINMOMHEHMM KOTOPbIX MpoM3oLLa  oLubkKa.
MSG ID IKE EXCHANGE %{1}s%)]%<DEBUG[, type %{2}s, | %{2}s Tnn obwmeHa (Exchange Type no
10000018 — == — | IKE DEBUG
FAILED peer %{8}s%[: %{9}u%]%[, | RFC2408) N
sessionld  %{4}s.%{5}s%]%)]%], ‘é)c{)g}klse VlneHTMdoMKiLop obwmeHa . F((I:nzliztg;
Reason: %{20}s%
(20}s%] %{5}s peHTndmkatop obmeHa (Message ID no
RFC2408 )
Otcbinka napTHEpY coobLueHns o6 yganeHumn
) i coeauHeHus.
vl¥(3z)s ¥iSending delefion %{40}s  Homep yaansiemoro ISAKMP
for%[ ISAKMP connection | 70
MSG ID IKE DELETION .
10000013\ gpyp = T — | IKE INFO %{40}n%]%[ IPSec connection OC/O{ezﬁ}'-V'H:HV'F'- ps
%{2}u  -%]%[ %{3}s%>INFQ, 0125U FlOMep yaandaemoro eC coegnHeHusA.
spi: %{4}s%] %] %({3}u CeTeBol npotokon IPSec coeanHeHus.
%{4}s NpeHTndmkaTop spi ygansiemoro IPSec
coeanHeHusI.
Mony4yeHo coobLLieHne (0[] yaaneHmm
%[%{32}s %]Received deletion | coeguHeHns NapTHEPOM.
for%[ ISAKMP connection
MSG ID IKE DELETION . 9
1000001A | poio — - — | & INFO %{40})n%]%[ IPSec connection (:/"o{:'ggliemromep yRansemoro  ISAKMP
0 ~0410, 0 0 .
S/O {Izoig{ 4}3(;5](;5[ #6{3}5%>INFOY, %{2}u Homep ygansiemoro IPSec coeauHeHus.
PI- %{3}u CeTteBon npoTtokon yaansemoro IPSec
coeuHeHUs!.
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID

TekcToBOE
npeacraBneHve

Paspen

YpoBeHb

LLa6noH coobweHus

OnucaHue coobITUA

%{4}s NoeHTndmkaTtop spi yoansemoro IPSec
coeguHeHust.

1000001B

MSG_ID IKE NOTIFICAT
ION_SEND

IKE

DEBUG

%[%{32}s %]Sending notification
[%{1}s]%[ for 9%{33}s%]%[ for
ISAKMP connection %{40}s%]%,
LifeTime:%{4}u%)] %,
LifeTraffic:%{5}u%]

Ortcbinka
COO0LLEeHUs.

%{1}u Twn wHOPMaLUNOHHOrO COoO0BLLEHUS
(Notification) no  RFC2407, RFC2408.
%{4}u HoBoe 3HayeHne OorpaHUYyeHunss XWU3HW
coeguHeHUs B ceKyHaax (ans HoTudmkauuu
RESPONDER-LIFETIME).

%{5}u HoBoe 3HauyeHWe OrpaHuUYEHUs XU3HU
coeaunHeHust B kunobamtax (ans HoTudmKauum
RESPONDER-LIFETIME).

%{33}s VgeHTudmkatop agpecyemon ceccum
IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
coeguHeHust.

napTHépy WMHOPMAaLMOHHOT O

1000001C

MSG_ID TKE NOTIFICAT
ION RECV

IKE

DEBUG

%[%{32}s %]Received notification
[%{1}s]%[ for %{33}s%]%[ for
ISAKMP connection %{40}s%)]%:
%{3}s%] %, LifeTime:%{4}u%]%,
LifeTraffic:%{5}u%)]

Mony4eHo nHdopmaunoHHoe coobLyeHure.

%{1}u Tvn WHJOPMALMOHHOIO COOOLLEHNS
(Notification) no  RFC2407, RFC2408.
%({3}s Peakuma Ha nony4eHHoe coOOOLLEHNME.
%{4}u HoBoe 3Ha4eHVe OrpaHUyYeHUs XXU3HU
CoefiMHeHUs1 B cekyHaax (ans Hotudmkaumm
RESPONDER-LIFETIME).

%{5}u HoBoe 3HauyeHwe orpaHU4eHus1 >XU3HW
coefvHeHust B kunobavitax (ans HoTudmkaumm
RESPONDER-LIFETIME).

%{33}s VigeHTudhmkatop agpecyemon ceccum
IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
COEOVHEHUS.

1000001D

MSG_ID TKE UNPROTECT
ED NOTIFICATION RECV

IKE

DEBUG

%[%{32}s %]Received
unprotected notification [%{1}s]%[

MonyyeHo HesawuWEHHOE (HegoBepsaeMoe)
MHdOPMaLIMOHHOE COO0bLLIEHNME.
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MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
for 9%{33}s%]%[ for ISAKMP | %{1}u Twn wuHPOPMALMOHHOIO COOBLLEHNS
connection %{40}s%]: Ignore (Notification) no  RFC2407, RFC2408.
%{33}s VageHTndmkatop agpecyemon ceccumm
IKE obmeHa.
%{40}s Homep agpecyemoro ISAKMP
coeauHeHust.
%[%{32}s %]ISAKMP connection ISAKMP coeanHeHne 3aK|r|)<bI'ET ° 6 AnA
MSG_ID IKE SA DEACTI %{40}u deactivated%|, Reason: vICTIONB30BaHAA B~ HOBBIX ~ObMEHaXx.
1000001E IKE DEBUG N 010 - HekoTopoe Bpems coefguHeHne MOXeT ObiTb
VATED rﬁrig}esr/g/] {/(>1[},ur.9<';]1tched by license MCMNONb30BaHO AN 3alWMThl paHee COo34aHHbIX
0 0 11 MIHhOPMALIVOHHBLIX OBMEHOB.
%6[%{32)s %]Reducing life fime[ N3meHeHo orpaHuyeHne XKM3HU
0170154;S “oJreaucing lite UMevol | ycrayasnmneaemoro coeamHeHns No BpeMeHu.
10000020 DF/IEGéEEIKE—REDUCE—LI IKE INFO for ISAKMP connection %{40}s%] Y P
— to %{1}u seconds %{1}u HoBoe 3HaueHne OorpaHNyYeHns XWU3HI
coefnHeHNs B CeKyHAax.
%[%{32) %]Reduci i N3meHeHo orpaHuyeHue XKM3HM
0[%{32}s v]Reducing ife
M ID IKE REDUCE LI ) . CTaHaBJI1IMBaeMoro coeamHeHna no Tpaguky.
10000021 F;GERAFFIC_ UCE_ IKE INFO traffic%[ for ISAKMP connection y Paduey
— 9%{40}s%] to %{1}u kilobytes %{1}u HoBoe 3HaueHWe OrpaHN{EHMa XM3HN
coeaMHeHus B kunobanTax.
JocTurHyTo  orpaHudeHve  no  obwemy
KonuyecTBy BbInonHsaemblx |IKE obmeHoB B
. o ponu pecnoHaepa.
[ISAKMP]  Limit — of  9%{1}u | Bce  Hosble oOBMeHbl  nesoi  ha3bl,
10000050 | MSG_ID_IKE RESPOND P | [y waRNING | 'esponding Phase-1 sessions is | npepnaraemele napTHépamu, Gy ayT
H1 REJECT achieved. Starting to reject new | orpepraTbcsi 10 MOMEHTA CHIDKEHMSI Harpy3ku
sessions. (cMm.
MSG_ID_IKE_RESPOND_PH1_ACCEPT).
%{1}u [JOCTWUrHYTbIN NOPOr OrpaHYeHust.
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MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
Bo3obHoBneHne npoBedeHuss  Hoebix  IKE
obveHoB nesom pasbl, MNpeanaraemblix
[ISAKMP] %({1}u packets for new | NapTHEPamu.
10000051 ngiggﬁiE—RESPOND—P IKE WARNING | Phase-1 Sessions were dropped. | (CM. MSG_ID_IKE_RESPOND_PH1_REJECT)
- Starting to acceptnew Sessions. | 94{1}u  Konn4ecTBO OTBEPrHyTLIX NakeToB
HOBbIX OOMEHOB nepBoW ¢a3bl 3a Bpems
OENCTBUSA OrpaHNYEHUs.
MSG_ID IKE WRONG PAD %[%{32}s %]Wrong padding in | MNapTHép npucnan 3awugpoBaHHbIN NakeT C
10000070 IKE DEBUG ) ke
DING partner's encrypted packet HenpasunbHbIM chopmaTom padding'a.
10000071 MSG_ID _IKE SEND PACK | _.. DEBUG %[%{32}s %]Unable to send IKE Hpowsomna O”"M66 ka npu otcbinke IKE-nakera.
ET FAILED packetos] to %{8}sY%[:%{9}u%]%] akeT MoxeT ObiTb MocraH nosgHee npu
peTpaHCMUCCUM.
10000101 MSG_ID_IKE NAT REMOT | . . DEBUG %[%{32}_5 %]NAT detected on 06Hap__y>|<eHo NAT-yCTPOMCTBO Ha CTOpOHE
E_DETECTED remote side napTHépa
10000102 MSG_ID_IKE_NAT_LOCAL | .. DEBUG %[%{3’_2}5 %]NAT detected on | ObHapyxeHo NAT-yCTPOWCTBO Ha roKarnbHOW
_DETECTED local side CTOpOHE
040, 0,
MSG ID IKE NAT T WRO .A) [A){32}.S %] Packet _to Mpn  ucnonb3oBaHnm  NAT-Traversal oT
10000103 = === IKE DEBUG incompatible port received while .
NG_PORT : napTHépa nonydeH IKE naket Ha UDP nopt 500
using NAT-Traversal
%[%{32}s %]Unable to use port
10000104 MSG_ID_IKE_NAT_T_UNA IKE ERR 4500 for NAT-Traversal, peer: | HeBo3amoxHO 3apencteoBatb NAT-Traversal
BLE_USE_PORT %{8}s%[:%{9}u%)] %, id: | Tak Kak He Obin OTKpbIT cokeT Ha UDP nopt 4500
"%{10}s"%)]
%[%{32)s %|Stale  ISAKMP | MO YHMKanbHOMY HOMEpy NWLIeH3UM napTHépa
10000201 | \peTroN BY LICENSE THE WARNING | peer  96{18)s%[:9%6{19}u%], id | ISAKMP coeanrenne
%{20}s", license number %{2}u: | o2y Homep  nuUeHaUM  MapTHEpa.
while processing initial contact | o4f18)s IP-anpec napTHépa no IKE obmeHy ans
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MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHme co6bITUA
npencraBrieHue
from peer %{8}s%][:%{9}u%], id | cTaporo COEAVHEHUS.
"%{10}s" %{19}u IP-nopT napTHépa no IKE obmeHy Ans
cTaporo coeguHeHusi. Ecnu He ykasaH, To nopt
CcTaHOapTHbIV (500)
%{20}s 3Hauenve IKE wngeHTudmkatopa ans
ayTeHTUdMKaUMM napTHépa [Ana  cTaporo
coeanHeHusI.
MSG ID IKE LOCAL LIC . i
— — — — 0
10000202 FNSE DUPLICATION DET | IKE DEBUG 4)[%{32}5 %]Duplicate of local | MapTHEP MCTIOMNb3YET Ty e NILEH3MIO, YTO U Ha
ECTED - license detected NoKarbHOM yCTponcTBe
Owunbka OTKPbITUS COKETa ANsi NOAOEPXKKM
npoTtokona ISAKMP
. HaunHaa c¢ Windows Vista moxeT wuspegka
10008001 MSG_ID_IKE_UDP_SOCKE | _ . WARNING [SIOSQ(E,'[Wilr F;II{%?S_ (t; {Q?EenPléJa[;: BO3HUKaTb nocrie Bbixoga Windows 13 pexumva
T_FAILED send this mes;a e. tg su . ort FuGepravy (Hibernation)
9 pport. unn CHa (Suspend). B aTom cny4yae cnegyert
nepesarpy3ante LSP aOng BOCCTaHOBIIEHMWS
paboTocnocobHocTn AreHTa.
%[%{32}s %]RADIUS: Sending
MSG_ID IKE RADIUS RE Ir'eques'tl to Access Server for user. Ortcbinka 3anpoca Ha ayTeHTudumkaumo Access
10000401 QUEST_USER THE PEBUG w{L)s", PEET- | ceprepy Ans ykasawHoro username
- 9%6{8}SY6[: %6{9}u%] %], ig; | CePBEPY ANAY
"%{10}s"%]
%[%{32}s %]RADIUS: Access Ot Access cepBepa nonyyeHo paspelueHie Ha
iti i CO34aHne CoeauHEHUs1 C NapTHEPOM
000410 MSG ID TKE RADIUS AC gran.ted.%[ Aodd|t|on?I attnbutesr A A pTHEP
1 41 CESS GRANTED TKE DEBUG recelved.. %6{1}s.%] Pet_—:-r: %{1} — [pucnaHHble  OOMOMHUTENbHbLIE
- %){8}3%&%{9}“%]%[1 id: | arpuByTel.  dopmmpyloTcsi M3 COOBLLEHMS
%{10}s"%] MSG_ID_IKE_RADIUS_IKECFG_DATA
. 11 MSG ID TKE RADIUS IK Framed-1P-Address:%{1}s%, JononHutensHele  aTpubyTbl, NpUCNaHHbIE
0000 ECFG DATA 1KE DEBUG cisco-av-pair:"dns- RADIUS-cepBepom, dopmmpyemble ans
B servers=%;{10}s%][ COO0BLLIEHNS
Bel VPN 4.1 Copyright © S-Terra Bel, LLC, 2008 - 2017 30




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

MSG ID

TekcToBOE
npeacraBneHve

Paspen

YpoBeHb

LLa6noH coobweHus

OnucaHue coobITUA

%{11}s%]"%)] %, cisco-av-
pair:"default-domain=%{20}s%|[
%{21}s%0]"%] %[ (%{3}s)%]

MSG_ID_IKE_RADIUS_ACCESS GRANTED
(He ABnseTcs caMoCTOATENbHbIM
coobLeHnem)

%{1},%{10},%{11},%{20},%{21} — 3HayeHus
COOTBETCTBYOLLMX aTpubyTtoB
%{3} — panbHehwwue  JencTBuMs MO
NCMNoNb30BaHUo aTpubyTOB:
sending received attributes to peer as IKECFG
data — 3HaueHusa OyayT nepegaHbl NApTHEPY B
KayecTBe IKECFG napameTpoB
ignored due to intersection with local
AddressPool — 3HavyeHns GyayT UrHopMpoOBaHsb,
Tak Kak npucnaHHbIn ip-agpec nonagaeT B nyn,
KOTOpbIA KOHTpoNupyeT rnokanbHbin IKECFG
cepsep

ignored: IKERule has IKECFGPool, using local
IKECFG data instead — 3HauyeHus O6ygyT
WrHOPUPOBaHbI, Tak Kak B cpaboTaBwiemMm IKE-
npaeune 3agencteoBaHa Bblgada IKECFG
napameTpoB M3 fiokanbHoOro nyna

10000420

MSG_ID IKE RADIUS AC
CESS_FAILED

IKE

DEBUG

%[%{32}s %]RADIUS: %{1}s.
Peer:  %{8}s%[:%{9}u%]%[, id:
"%{10}s"%)]

HeycnelwHoe 3aBeplieHune 3anpoca k RADIUS-
cepBsepy

%{1} - MpnynHa oTKasa:
Access Server timeout — HeT OTKvMKa OT
RADIUS-cepBepa

Access Server is not authenticated -
HeycnewHas ayTeHTudmKaLuns RADIUS-
cepBepa  (HeBepHOe  3Ha4deHMe  secret)
Rejected by Access Server — RADIUS-cepsep
OTKasan B AOCTyne NapTHEpPY (HeBepHasa napa
user-password)

Request to Access Server failed — npoune
OLLNOKM
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MSG ID UEEEE e Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
00880001 MSG _ID RADIUS LOAD S | RADIUS WARNING [RADIUS] AAA Settings are not | He yganocb HacTpoutb knneHT RADIUS
ETTINGS Client-P properly activated: %{1}s (cTpykTypa LSP AAASettings).
00880002 MSG ID RADIUS No KEv | RADIUS WARNING I['RADILﬂS] Can't retrieve key | He yganocb oOHapy»xuTb K4 B 6a3e gaHHbIX
- = - = Client-P %{1}s" from DB npogykra
B 3arpyxaemoi HoBOoW LSP oTCyTCTBYyIOT
IKECFG nynbl, KOTOpble COOTBETCTBYHOT
[IKECFGSRV] There is no pool in gg);%acl-;eMHHblM paHee BbigaHHbIM |IKECFG
new configuration for remaining ’
00770001 | oG ID_TEECFGSRY_DUM | 1yperg server | WARNING | address %{1}s peer: | |KECFG afpec npopomkaer ynepkusarses,
MY OBJECT . ’ . | XOT9 OH He COOTBETCTBYET H1 OAHOMY W3 MyrioB
%{8}s%[:%{9}u%] %], id: .
" " B HOBOW LSP.
%{10}s"%)] .
MpvmeyaHve: [aHHoe cooOLlleHne MOXeT He
BbIBOOUTLCS MNPU JIOTMPOBaHWM Ha BHELLUHWNA
syslog cepsep.
Pesynbtatr LDAP 3anpoca — 0ObekTbl He
00324001 MSG_ID_LDAP REQ NOT_ | 5 .p INFO %[%{32}s %]LDAP re(‘q'uest rltlasult: HaneHbl
FOUND NOT FOUND. Query: "%{1}s". {1 _ LDAP 3anpoc (URL)
{32} — npeHtndmrkarop ceccum IKE obmeHa
He yganocek cchopmmpoBath KoppekTHbIi LDAP
3anpoc.
{1} - LDAP 3anpoc (URL)
Ao . i 30ecb ¥ panee: OaHHbIM  3anpoc  MOXeT
00324101 MSG_ID_LDAP CREATE R | . . o WARNTING %[%{32}s %]Failed . "'E)o cr"eate OTAMYaTLCS oT URL,
EQ_FAILED LDAP request. Query: "%{1}s". yKasaHHOro B COOGLUEHUN O (POPMUPOBaHUM
LDAP-3anpoca (cnyyah "CRL by URL"),
ecnn mncxogHein URL He copgepxan agpeca
LDAP-cepsepa.
{32} — ngentndimkatop ceccum IKE obmeHa
00324102 MSG_ID_LDAP_PARSE_FA | . WARNING %[%{32}s %]Falleij to pa|r'se LDAP | Owwnbka pasbopa coobweHns ot LDAP
ILED message. Query: "%{1}s". cepsepa.
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
{1} - LDAP 3anpoc (URL)
{32} — npentndmrkarop ceccum IKE obmeHa
04[O 0 LDAP 3anpoc 3asepLLeH No TanmMayTy.
00324103 MSG_ID_LDAP REQ FAIL | ;pap WARNING ey /O]L'DAP requesF i ° o
ED_TIMEOUT Sf‘”ce"fd by timeout. Query: | {1} - LDAP 3anpoc (URL)
%{1}s". {32} — npeHTudmkatop ceccum IKE obmeHa
MSG ID LDAP REQ FAIL %[%{32}s %]LDAP server is not LDAP cepeep He oTeedaeT.
- - - - 0[70 0 |
00324104 | gp NoT RESPOND LDAF WARNING 1 responding. Query: "6{1}s". {1 -  LDAP  3ampoc  (URL)
{32} — ngentndmkatop ceccum IKE obmeHa
%[%{32) %]LDAP LDAP 3anpoc OTMeHeH (Hanpumep npu
MSG ID LDAP REQ FAIL 0[%{32}s b request | oeraHoBKE CEDBMCA VONSVC
00324105 | i CaNCRLED LDAP DEBUG camcolod pBYCa vpns\c)
{32} — npentndpmkatop ceccum IKE obmeHa
W[%(32)s %]LDAP ) CoeavHeHve LDAP ©Obino  3akpbiTo  npu
MSG ID LDAP REQ FAIL 0[%{32}s % connection
00324106 O — R LDAP DEBUG BbIrpy3ke LSP.
ED CONNECTION CLOSED was closed by LSP unload.
{32} — npentndmkatop ceccum IKE obmeHa
MSG ID LDAP REO FATIL ] BHyTpeHHsisi owimbka mogynsa LDAP.
003241FF FD UNKNOWN — o LDAP DEBUG %[%{32}s %]LDAP internal error.
— {32} — npeHtndmrkarop ceccum IKE obmeHa
%6[%{32)S %]LDAP . " Pesynbtatr LDAP 3anpoca — HamgeHo {2}
0[%{32}s % request result: | yeyexTos
00325001 | MSS_TP_EPAR_REQ_SUCE | 1pap INFO %{2Ju object(s) found. Query:
"0b{1}s". {1} - LDAP 3anpoc (URL)
{32} — npentndimkatop ceccum IKE obmeHa
CdbopmupoBaH LDAP 3anpoc {1}
MSG ID LDAP REO STAR 0AT0 0 : roe {1} —3anpoc B O7IHOM U3 Cre/lyioLLnX BIAAOB:
00327001 | == — —REO_ LDAP DEBUG .@Eﬁﬁ?}s AILDAP  request "CRL by DN: <Printable DN>" — 3anpoc CRL
) npounsBoauTcs no DN.
"Certificate by DN: <Printable_ DN>" — 3anpoc
cepTudmkata npoussoautcs B Buae DN.
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
"CRL by URL: <url>" — 3anpoc CRL no URL
(6epetcs u3 CDP).
{32} — npentndmkatop ceccum IKE obmeHa
%[%{32}s %]LDAP  request | LDAP 3anpoc "{1}" npourHopnposaH: He 3ajaH
MSG ID LDAP REQ IGNO . X
00327002 RED _REQ_ LDAP DEBUG ignored: there is no LDAP server | LDAP cepsep
available. {32} — noentudmkatop ceccum IKE obmeHa
Cisco-like
MSG ID CSCONF CONV E . .
00723001 ND FAIL - - console & | ERR LSP converter finished with errors | LSP koHBepTOp 3aBepLuunn paboTy € owmbkamm
- converter
MSG ID CSCONF PARSE | Cisco-like Certificate for CA "%({1}s", parse
00723003 CERT - — | console & | ERR error P Owwnbka pasbopa ceptudmkata anst CA {1}
converter
MSG ID CSCONF Noca ¢ | Ciscorlike Wrong certificate type for CA
00723004 eRT — — console & | ERR "1 g" t be CA P fificat HeBepHbii TUN cepTudmkata ansa CA {1}
converter 6{1}s", must be certificate
MSG ID CSCONF CERT E Cisco-like CA ce_rtlflcate "%{l}s" "alread}ll CA c_epTMq)MKaT {1} yxe npucyTcTByeT B
00723005 XIST - - console & | ERR exists in the trustpoint "%{2}s". | trustpoint {2}. [JoGaBneHve cepTUdpUKaTa
converter Certificate addition ignored. NPOVUrHOPUPOBAaHO
Cisco-like . . o
00723006 MSG_ID_CSCONF_POOL_T | _ . _ s | ERR Current pool entry has intersection | Tekywuii nyn agpecoB MMEKT nepeceyeHusi ¢
NTERSECT converter with others, no entry will be added | apyrummn nynamu. 3anuce He ByaeT gobasneHa.
00723007 | MSC_ID_CSCONE_NON_CS Séizgiilke o | Erm Could not save previous user- | He  yganocb  COXpaHUTb  MpedblayLLyto
CONS_SAVE_FAIL defined LSP in file "%{1}s" nonb3oBatenbckyto LSP B gann "{1}"
converter
Cisco-like " " wpqn
MSG ID CSCONF CMD RE Command "%{1}s" removed from | KomaHga "{1}" aBTOMaTuyeckn ypaneHa wu3
00724001 = = — — console & | WARNING . . -
MOVED AUTO converter configuration automatically KOHcpury paumn.
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TekcToBOE
MSG ID Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeacrtaBrneHue
Mpn cTapTe cs _console u3 KoHdMrypaumm
isco-lik : :
MSG ID CSCONF REMOvE | C1Sco-like Removing CA Trustpoint "%{1}s", | BTOMaTM4eckn  Bbin ynane cepruduar,
00724002 S - console & | WARNING e OTCYTCTBYHOLIWIA B Ba3e nokarnbHbIX HAaCTPOEK.
_CERT no certificate found . :
converter Obpasosancs nycrTown trustpoint,
KOTOpbIN Takke Oblr aBTOMaTUYECKN yaaneH.
Cisco-like Mpn cTapte cs_console wn3 koHdMrypauum
n IIO n
00724003 MEEYID_CSCONF_REMOVE console s | wARNING ]Ic?emg\qng KEY "%{1}s", no key aBTOhMaTVId'-IeCkKVI Obin § ynzéneH
. converter ound in agent preshare ey, oTcyTcTBylowun B 6ase
NoKanbHbIX HACTPOEK.
Mo  cTapTe cs_console  oBHapyeHbI
Cisco-like User(s) %{1)s wiere automatically | e enil o coropux 8 adecTse
00724004 MSG_ID_CSCONE_USER_A console & | WARNING added to  configuration.  Zero shell PPl B’bICTaBﬂ'J'IGHa P cs_console
UTOMATICALLY REUSED privilege level was assigned to — '
converter them [aHHble nornb3oBaTenu aBTOMaTUYECKN
: AobaBneHbl B KOHQMIypauuio C  HyrfeBbIM
YPOBHEM NPUBUMETUIA.
Cisco=like Cisco-like console started by user
00725001 MSG ID CSCONS_ START console & | NOTICE "o 1S y cs_console 3anyuleHa none3osartenem "{1}".
converter o{1}s
Cisco-like Cisco-like console exited (user
00725002 MSG_ID CSCONS EXIT console & | NOTICE "0p1)s" Monb3oBatens "{1}" BbiWwen U3 cs_console.
converter 0{ }s)
YcnewHo co3gaH nonb3oBaTernb
onepauoHHON cucTeMmsl "{1}".
Cisco-like MoxeT BblgaBaTbCs kak NpyM PyyYHOM BBOAE
MSG ID CSCONF USER C
00725003 REATED - — console & | NOTICE User "%{1}s" created KOMaHabl, Tak M npu CcTapTe CcSs_console
converter (B cnyyae, ecnu B KOHGMIrypauum npucyTCTByeT
nornb3oBaTerb,
OTCYTCTBYIOLLMIA B CUCTEME).
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TekcToBOE
MSG ID Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
SG 1D CSCONE USER R Cisco-like Monb3oBaTene onepauunoHHon cuctembl "{1}
00725004 EMOVED — — console & | NOTICE User "%{1}s" removed KAC”eLUHO yRanes.
converter oXeT BbldaBaTbCA MpWM pyYHOM BBOAE
KOMaHAbl No username ...
Maponb nornb3oBaTens onepawmoHHOMN
cucTembl {1} yCneLwHo CMEHEH.
MoxeT BbldaBaTbCA Kak MpM PyYHOM BBOAE
Cisco-like KOMaHabl (TOMbKO ANS YXe CYLLIEeCTBYIOLLEro
MSG ID CSCONF USER P
00725005 WD CHANGED — console & | NOTICE User "%{1}s" password changed nonb3oBarens),
— converter Tak v npu cTapte cs_console (B cny4yae, ecnm
napornb Monb3oBaTens B KOHUrypauum He
coBnagjaer C napornem nonb3oBaTtens B
cucteme).
MpuBunerns nonb3oBaTensd onepauvoHHOWN
cuctembl {1} nameHeHa Ha HoBoe 3HayeHue {2}.
Cisco-like MoxeT BblgaBaTbCs MNpyU  PyYHOM BBOAE
00725006 MSG_ID_CSCONF_USER P | [~ . s | NOTICE User "%({1}s" privilege changed to | komaHgbl  username  (Tonbko AONs  yXe
RIVL CHANGED converter %{2}d CyLlecTBYyOLLEro rnonb3oBarensi).
OpHa komaHga username... MOXeT nopoXxaaTb
cpasy AaBa cooOLLeHus:
O CMeHe Napons 1 0 CMeHe NpUBUNErnu.
Cisco—like Monb3oBaTenb BOWeEN B MPUBUIETMPOBaHHbIN
00725007 MSG_ID_CSCONF USER E | ___ . _ s | NoTICE User "%{1}s" has entered into the | pexum (no KOMaHae enable).
XEC ENTERED privileged EXEC mode Bblgaetca TonbKo Npu py4HOM BBOAE KOMaHAbI
converter
enable.
Cisco-like ] .
00725008 MSG_ID_CSCONF_NON_CS | _ =~~~ s | NoTICE Previous user-defined LSP saved | lNpegbiaywas norb3oBaTenbCKas LSP
H H llo " 2 n n
CONS_LSP converter in file "%{1}s coxpaHeHa B channe "{1}
Cisco-1lik . ,
00725005 | MSG_TD_CSCONF_POLICY c;izzlel € o | muro Non-synchronized policy | ObHapyxeHa HECUHXPOHM3UPOBaHHas
_NON_SYNC converter detected. Policy type: %{1}s nonuTuKa. Tun NONUTUKM: <type>
roe <type> OOVH n3:
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
DDP
DHCP Only
User-defined (Source: Command-line utility)
MSG ID CSCONF PRESHA | Cisco-like Certificates or preshared keys
0072500A RED KEYS OR CERTS CH | console & | INFO were changed. Conversion CepTVId)I/IKaTblr 6 vnm preshared keys
ANGED converter required nameHunuce. TpebyeTca KOHBepTMpOBaHWe
Cisco-like
0072500B MSG ID CSCONF_ START console & | NOTICE Command interpreter started CTtapT uHTepnpeTaTopa KoMaHg
converter
Shell nonb3oBaTens onepawuMoOHHON CuUCTEMb
{1} ycneLwHo CMEHEH.
Cisco-like " " MoxeT BblgaBaTbCH Mpu cTapTe cS_console (8
MSG ID CSCONF USER S 0 —
0072500C HELL CHANGED — — console & | NOTICE ;f)S?/rVP(Ta{ll}eit/bsiE/ecils ggiggzd © cny4vae, ecnu nonb3oBaTenb NPUCYTCTBYET B
— converter P 9 — KOH(Mrypauum m B CUCTEME, HO B CUCTEME B
KayecTBe shell nponucaHo apyroe
NPUNoXeHue).
Cisco-like
MSG ID CSCONF CONV B )
00726001 EGIN - - console & | INFO Starting LSP converter 3anyck LSP koHBepTOpa
converter
MSG ID CSCONF Conv g | CiScorlike LSP converter finished
00726002 = - - - 1 & | INFO
ND OK console successfully LSP koHBepTOp oTpaboran 6e3 ownbok
converter
MSG ID CSCONF cMp gr | Cisco-like Start  interpreting command: | Hayano 06paboTku KOMaHAbl {1}
00727001 - - - - console & | DEBUG . "
ART %{1}s VHTEPNpeTaTopom
converter
Cisco-like " " . npam
MSG ID CSCONF CMD EN Command "%{1}s" processed with | ObpaboTka  KOMaHAbl {1} 3aBepLueHa
00727002 - = — — console & | DEBUG
D OK status OK ycneLHo
converter
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TekcToB
MSG ID eKkcroBoe Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
MSG ID CSCONF cMp En | CiScorlike Command "%{1}s" processed with
00727003 D FATL — console & | DEBUG atus FAIL o P Komanga "{1}" obpabotaHa c oLimbkow
— converter status
Cisco-like " " v npqn -
00733001 MSG_ID_CSCONV_INTERF | _~ . _ s | FRR Interface "%{1}s" references to the | UHTepdpenc "{1}" ccbinaetcs Ha nycton ACL
ACE EMPTY ACL converter empty access list "%{2}s". {2}
Cisco-like
MSG ID CSCONV NO ACT o npqyn
00733002 TVE POOL - - console & | ERR Address pool "%{1}s" not found. He HangeH nynagpecos "{1}".
- converter
Cisco-like Class map "%{1}s" (from policy
MSG ID CSCONV CLASS map "%{2}s") references to the | Class map "{1}" (13 policy map "{2}") ccbinaercs
00733003 — s - — | console & | ERR - _ . "o
MAP EMPTY ACL converter empty or absent access list | Ha nycTon unm otcyTcTBytowmi ACL "{3}
"%{3}5"_
Cisco-like Could not convert crypto map
00733101 | MSG_ID_CSCONV NO_ISA | (onoore g | e "%4(1)s". Reason: There is no | HeooMOKHO  cKoHBepTiposae cryplo. map
B converter isakmp policy. {1}". MpuunnHa: OtcyTcTByeT isakmp policy.
Could not comvert crypto map "H{ilfnoamoxmo CKoHBepTMpoBaTb crypto map
Cisco-like "0 " : i ' .
MSG ID CSCONV WRONG | ~* * #{1}s". Reason: There is no CA Mpnumka: OtcyTcTBYeT CA UMM HENOAXOASILLNNA
00733102 console & | ERR or appropriate preshared key. Also
o converter isakmp policy can have wrong | " eshared Key,
P poicy 9| nueo isakmp policy HenpaBunbHoro Tmna (rsa-
type (rsa-sig or pre-share). .
sig nnu pre-share).
Cisco-like
MSG ID CSCONV NO PEE Could not convert crypto map | HeBO3MOXHO CKOHBEpPTMpOBaTbL Crypto map
00733103 R - - console & | ERR "op(11s" R “Th : " - Ot
converter o{1}s". Reason: There is no peer. | "{1}". MpuumnHa: OtcyTCTBYET peer.
Cisco-like Could not convert crypto map
MSG ID CSCONV NO TRA HeBO3MOXHO CKOHBEPTMPOBaTb Crypto ma
00733104 NSFORM SET — 7= console & | ERR "%{1}s". Reason: There are no "1}". Mpuanka: Otc TETBproTtranstI}/rESets P
- converter transform sets. P ’ y y '

Bel VPN 4.1

Copyright © S-Terra Bel, LLC, 2008 - 2017

38




MmN Bel VPN Client-P 4.1. PykoBogcTeo agmuHucTparopa.llpotokonuposaHue U MOHUTOPUHF

TekcToB
MSG ID eKcrosoe Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
HeBo3MOXHO CKOHBEpTMpOBaTh Crypto map nnu
dynamic crypto map template:
MpuumHa: Crypto map HenonHas (B criydvae
crypto map: He xBataeT crypto ACL vnu peer;
Cisco-like _ | B cnyyae crypto map unu dynamic crypto map
LETE CRYPTO MAP converter Itis incomplete.
%{1}s - ogwH w3 OBYX BapWaHTOB:
crypto map "<name> <seq-num>"
unu
dynamic crypto map template "<name> <seq-
num>"
HeBO3MOXH KOHBEpPTMpOBaTL Crypto ma
Cisco-like Could not convert crypto map "{i}"oa OXKHO  CKOHBEPTIPOBA cryplo P
MSG_ID CSCONV_CRYPTO "%{1}s". Reason: Reference to the ' ,
00733106 = = - 1 & | ERR . : "2y
_MAP EMPTY ACL console empty access list "%{2}s" for a MpuuunHa: Ccbinka Ha nyctom ACL "{2}" aons
converter clear-text packets filtration Clear-Text prnbTPaALY
P ' (BHYTPWY 3aLUMLLEHHOrO TYHHENS).
Could not convert %{1}s. Reason: ,'j{i'}BPSMOXHO CKoHBEpTMPOBATL  Crypto  map
Cisco-lik 9 ' :
MSG_ID CSCONV_CRYPTO TSCOTILKS {)0{2}3 rtl-:l-ferencesto the samt_a_pool MpuuuHa: crypto map (mnu dynamic crypto map
00733107 console & | ERR ("%{3}s") but the additional Wy o
_MAP_IKECFG MISMATCH | __ = = arameters to send to Client-P are template) "{2}" ccbinaetcs Ha TOT Xe camblii nyn
gifferent ("{3}"), HO ponoOnHUTENbHbIE MNapameTphbl,
' OTCbINaemble KIMEHTY, pasnu4atoTcs.
Could not convert crypto map | HeBO3MOXHO CKOHBEpPTMpOBaTbL Crypto map
IIO "n . H 1 n n
MSG ID CSCONV CRYPTO | Cisco-like Pﬁ{l}s. L Reazon. Cc.’”ﬂ'Ct'ng I'I{l}' . y
00733108 MAP PH1 MODE MISMAT | console s | ERR ase modes  (main  an PUYMHA:  KOHMUKTYIOLLIME  PEXUMBI  NEPBOI]
ca - converter aggressive) for different peers. | dasbl (main mode un aggressive mode) ans
Check the "crypto isakmp peer" | pasHbIx peer-oB.
commands. MpoeepbTe KOMaHab! "crypto isakmp peer".
MSG ID CSCONV_CRYPTO | Cisco-like Could not convert %{1}s. Reason: | HeBO3MOXXHO CKOHBEpPTMpPOBaTL Crypto map
00733109 _MAP ACL WITH TIME R | console & | ERR access list "%{2}s" referencestime | "{1}".
ANGE converter range. MpwuunHa: ACL "{2}" ccbinaeTcs Ha time range.
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TekcToBOE
MSG ID Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
HeBO3MOXHO CKOHBEpTMpOBaTb Crypto ma
Could not convert %{1}s. Reason: | ,, e pTvip yp P
MSG_ID_CSCONV_CRYPTO | Cisco-like AAA Client-P authentication list I'I{}. -
0073310A _MAP NO CLIENT-P USE | console & | ERR has been referenced without pUtiHa.  1IpUCTyCTBYET CCbifika Ha CrnCcoK
RNAME converter username source ("set Client-P ayTeHTUMKALAN,  HO ,,OTCyTC.TByeT
username...") WUCTOYHUK MMeHn nonb3osatens ("set Client-P
o username...").
Could not convert %{1}s. Reason: | HeBO3MOXXHO CKOHBEpPTMpPOBaTL Crypto map
MSG_ID CSCONV_CRYPTO | Cisco-like AAA  Client-P ﬁuth%ntlcatlorl I'I{l}' _
00733108 MAP NO AUTH LIST RE | console s | ERR username source has been se pyymnHa: 3agaH UCTOYHUK UMEHU
= = = - - without authentication list | nonb3oBarTens, HO OTCyTCTBYET cnmncok AAA
F converter " . " . L
reference ("set Client-P | ayteHtudmkauum ("set Client-P authentication
authentication list..."). list...")
MSG_ID_CSCONV_CRYPTO | Cisco-like Could not convert %{1}s. Reason: ,,'_{ii';?wo”(”o CKOHBEPTUPOBATL  Crypto Map
0073310C MAP UNKNOWN AUTH LI | console & | ERR AAA : y
ST - — converter gﬁ;ir'fgcaeuthgr)lticgt?cl)(goli\g? MpuuvHa: Ccbinka Ha HEW3BECTHbLIN CMUCOK
’ AAA ayTeHTudmKaLmu.
Cisco-like
007331FF MSG_ID _CSCONV_CRYPTO | 7°~- " _ s | ErR Could not convert crypto map | HeBo3amoxHO ckoHBepTMpoBaTb Crypto map
_MAP NOT CONVERTED "%{1}s". Reason: Unknown "{1}" No HensBeCTHOM NpUYMHe.
converter
Cisco-like LSP load failed%l[: %{1}s%)].%][ He ypmanock nporpyauTb  CHOPMIMPOBAHHYI0
MSG ID CSCONV LSP LO ; . LSP.
00733201 = = - = console & | ERR Erroneous LSP saved in file )
AD FAILED converter “0b{2}s" %] PacwundpoBka OLLNOBKM: {1}
' OwnboyHasn LSP coxpaHeHa B dharne "{2}".
MSG ID CSCONV_LSP LO | Cisco-like LSP load failed: d | He ynanoce nporpysutk  ChopMApOBaHHYIO
00733A02 | AD FAILED VPNSVC NOT | console & | ERR oad talled: Vpnsve: daemon IS hsp'
RUNNING converter not running. eBO3MOXHO YCTaHOBUTb CBSI3b C CEPBMCOM
- VpNS\Ve.
Cisco-like . " " wpqm o 4
00733203 MSG_ID_CSCONV_NO_TIM | _ - . s | ERR Access list "%{1}s" references | ACL "{1}" ccbinaeTcsa Ha oTCyTCTBytOLMI time
E RANGE converter absent time range "%{2}s". range "{2}"
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TekcToB
MSG ID eKkcroBoe Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
MSG ID CSCONV AUTH L | Cisco-like L .
00733A04 IST RADIUS WITHOUT S | console s | ERR AAA_authentlcatlon list has been | 3agaH cnmcok AAA ayTeHTudMKauum, HO He
ERVER converter set without RADIUS server. 3agaH agpec RADIUS cepsepa
Cisco-like
00733A05 | MSG_ID_CSCONV_RADIUS | “ _°, s | ERR RADIUS server has been set | 3agpaH RADIUS cepBsep, HO He 3adaH naporsb
_SERVER_WITHOUT_KEY converter without shared secret. AocTynak Hemy
Cisco-like
O00733FFF MSG_ID CSCONV_FAILED | console & | ERR LSP conversion failed HeusBecTHas owmnbka koHBepTUpoBaHua LSP.
converter
Cisco-like . A
MSG ID CSCONV LDAP I | - * LDAP url "%{1}s" ignored. Ip | BBeAGHHbIM LDAP url {1} npourHopuposan,
00734001 GNORED - - console & | WARNING dd d vort allowed onl NOCKOMbKYy AonyckatoTcsa Tonbko |IP-agpec wu
converter address and port allowed only. nopr.
oo tike Crypto map "%{l}s" contains EBcrypto map-e {1} nponncaHbl HECKOMNbBKO peer-
MSG ID CSCONV SOME P "0 ' ’
00734002 FERS TGNORED — console & | WARNING iser\]/grr:é p:l?ers. toPe:lrJ(ti)enti?;géi Peer(s) {2} npourHopvpoBaHbl U3-3a TOro, YTO
— converter igﬂﬂﬁmﬂonrmsmamh ansa HUX He coBnagaet
: ayTeHTUdVKaLnoHHast nHdopMaLums.
. . Crypto map "%{1}s" contains wpAYm
Cisco-like : : Crypto map "{1}" cogepxuT HecKkonbko peers ¢
00734003 MSG_ID_CSCONV_SEVERA console & | WARNING several  peers with  different aZEbIMVI P nrzshared P keys
L _IPSEC_ACTIONS converter preshared keys. This is not gTO HEDEKOMEH eMFa)Sl CUTVALIS ys
recommended. P ay yauna.
. . Crypto map(s) "%{1}s" contain | Crypto map(-bl) {1} cogepxat transform set-bl,
Cisco-like - . .
MSG_ID CSCONV_MIXED transform sets with different | B koTOpbix 3agaHbl pasHble encapsulation
00734004 console & | WARNING .
MODE_TUNNEL converter encapsulation modes. Tunnel | pexxuMbl.
mode is used. Mcnonb3yeTcs TYHHENbHbIN PEXUM.
. . Crypto map(s) "%{1}s" contain | Crypto map(-bl) {1} cogepxart transform set-bl,
Cisco-like - -
MSG_ID_CSCONV_MIXED_ transform sets with different | B KkoTopbix 3agaHbl pasHble encapsulation
00734005 console & | WARNING .
MODE_TRANSPORT converter encapsulation modes. Transport | pexvmbl.
mode is used. VMcnonb3yeTcs TpaHCMOPTHBIN PEXUM.
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TekcToB
MSG ID eKcrosoe Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npeacraBneHve
. - . ”0 " H " n
MSG ID CSCONV sTarrc | Cisco like Cry.pto map set(s) /o{_l}s c_on.tgln Crypto map set(s) "{1}" cogepxaT cTatndeckue
00734006 AFTER DYNAMIC console & | WARNING static crypto map(s) with priorities | crypto map(s)
- - converter lower than dynamic. C NPUYOPUTETOM HUXE, YeM Y ANHAMUYECKMX.
Cisco-like i CdpopmypoBaHHass LSP 3arpyxeHa ¢ ofHUM
00734101 MSG_ID_CSCONV_LSP_LO | __~_ . _ s | WARNING LSP successfully loaded with | npenynpexaetvem.
AD WITH ONE WARNING N warning: %f{1}s.
converter {1} — TekcT NpeaynpexaeHns
' _ fulv loaded. o CdopmupoBaHHas LSP 3arpyxeHa ¢ AByms u
MSG ID CSCONV Lsp Lo | Cisco-like LSP successfully loaded, {1} | Bonee npeay NpeXaeHNsSIMM.
00734102 AD WITH WARNINGS console & | WARNING potential problems were reported .
— — converter to syslog. {1} — konn4ecTBO BbIAAHHBLIX NPeayYnPexXaeHUA
(ecnwu 6bino BbIAaHO ABa 1 GonbLue)
Cisco-like
00735001 MSG ID CSCONV_START console & | NOTICE LSP conversion started HauvaT npouecc koHBepTMpOBaHWS
converter
Cisco-like . lMpouecc KOHBEpPTUPOBaHUSA 3aBepLueH
0,
00735002 MSG ID CSCONV STOP console & | NOTICE LSP . conversion  completa%4. yCneLHo.
- = - Warnings: %{1}u%] . .
converter OnuuoHansHo: BbigaHo {1} npegynpexaeHni.
. .| HeBo3amoXHO  mony4yaTb  uHcpopmaumo 0
MSG ID INCORRECT CPU | Statistics & SNMP. poling  of CPU usage 1 3arpyske CPU ansa SNMP.
00793001 USAGE a SNMP WARNING unavailable. ~SNMP- variables MepemeHHble SNMP  cpmCPUTotal* 6
cpmCPUTotal* will be invalid. P P YRYT
UMETb HEBEPHOE 3HaYeHue.
MSG_ID_USE_INTERCALA | o .. . i o The system clock changed. SNMP | Bpemsi Ha Yyacax oS N3MEHEHO.
00793002 RY_TNSTANEOUS_CPUUSA | o0 INFO cpmCPUTotal* statistics may be | CtatucTtuka o 3arpyske CPU ana SNMP moxeT
GE incorrect for a while. OblTb HEKOPPEKTHA Kakoe-TO BpeMs.
New local certificate added%|
H _Ilo IIO 0
00200001 MSG_ID_LOCAL CERTIFI | . ... ‘oo | NOTICE Subject="%{1}s"%] %[ [o6asnexHune nokanbHoro ceptudmkara B 6asy

CATE ADDED

Issuer="%;{2}s"%] %[
SN="%{3}s"%]

JAaHHbIX
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TekcToB
MSG ID eKkcroBoe Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
New certificate authority added%[
00200002 MSG_ID CA _CERTIFICAT | . .fri tes NOTICE Subject‘:l"%{l}f"%]%[ HobaeneHve Ceptudmumpytowero LleHTpa B
E_ADDED Issuer="%;{2}s"%)]%[ 6a3y gaHHbIX
SN="%{3}s"%]
Certificate disabled%][
H _llo llo 0
00200003 MSG_ID_CERTIFICATE D | .  ‘ifi ot | WARNING Subject: /0{1}"8 %] %[ YnaneHve nokanbHoro ceptudmkara, nmnbo
ISABLED Issuer="%;{2}s"%] %[ Ceptudmumpytowero LieHTpa us 6a3bl AaHHbIX
SN="%{3}s"%]
MpuBaTHBIA KNHOY NOKanbHOro ceptudmkara
HegocTyneH
Local certificate '%{1}s' is invalid: | F'Ae:
00200004 Df;iaégggggngIv—KEY— Certificates CRIT private key %l[at container%{3}s | %{1}s — 3Ha4yeHne mons Subject nokanbHoro
%]'%{4}s' is inaccessible cepTudukata
«at container» — ecrnu koY He ObIN 3a4aH SBHO
%({4}s — nyTb KKNtOYyY, ecnm oH BbiNn 3agaH sIBHO,
MHa4Ye UMSA KOHTeNHepa
KoHTenHep Kkm4a NoKanbHOro ceptudmkara
HegoCTyneH
- |0 (- H H .
00200005 | MSC_ID_LOG_PRIV_CONT | . \ificates |CRIT Local certiicate ‘%{1}s" is invalid: | e
_INACCESSIBLE container '%({4}s' is inaccessible %{1}s — 3HadeHue nons Subject nokanbHOro
cepTudukata
%{4}s — ums1 KOHTerHepa
o Co MpuBaTHbLIN Krtoy H TBETCTBYET
Local certificate '%{1}s' is invalid: J'I(F))KaI?bHOMy cep;OM d)I/IKaT?/ gggo Bgsfnogﬁo
MSG_ID LOG_PRIV_KEY e private key %l[at container%{3}s :
00200006 — = = — — | Certificates CRIT 7 X .
INCONSISTENCY %]'%{4}s' is inconsistent with the Toneko rocne ycTaHoBKi OCl
certificate loe napameTpbl — CM.onuncaHune
MSG_ID_LOG_PRIV_KEY_INACCESSIBLE
IIO n H ~ - .
006F0001 MSG ID LOG X509 CONV Cortificates CRIT Unsup.ported Y%{1}s iconv | B hanne x509conv.ini yKa3aHa
_UNSUP_ENCODING encoding HenopaepxuBaemMasi KogupoBska
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TekcToB
MSG ID eKcrosoe Pasgen YpoBeHb LLIlabnoH coobueHuns OnucaHue cobbITuA
npencraBrieHue
MSG_ID LOG X509 CONV Unsupported encoding "%{1}s"' | B darine x509conv.ini yKasaHa
006F0002 _UNSUP_ENCODING USE | Certificates | WARNING has been specified in | HenogaepxviBaemas koguposka %{1}, Gyaer
DEFAULT x509conv.ini, "%{2}s" will be used | ncnonb3oBaTbcA ymon4yaTtensHasa %{2}
Unexpected parameter "%f{1}s" . - .
006F0003 MpsjgﬁigjfgfjéigiBCONV Certificates WARNING has been specified in B dcpaine x509conv.ini ykasaH HeWU3BECTHbIN
- - = x509conv.ini, ignored napameTp
Certificate with subject "%f{1}s"
has incompatible attribute value
MSG_ID LOG X509 CONV encoding. Probably, the .
006F0004 TNCOMP ENCODING ATT | Certificates | WARNING | connection won't be established. | OW/0K@ NPV MEPEKOAVPOBKE Monei Issuer uv
= - - . .. | Subject ceptudmkata B UTF-8
R Please, configure x509conv.ini
according to actual attribute
encoding.
<MAIN APPLICA .
00650001 MSG_ID_USER _LOGIN TION> NOTICE User logged in HocTyn Monb3oBatens K AreHTy
<MAIN APPLICA
00650002 MSG_ID_USER_LOGOUT TION> NOTICE User logged out Ortxkntoyenne goctyna Monb3osatens K AreHTy
CoobLLeHre MHULMMPYETCSH KOraa 3akpbliBaeTCcs
coeguHeHne. CoobLiaeT, ckonbko Gant Oblno
Session closed: initiator | NOCNaHo ¥ NPUHATO.
MSG_ID ON IPSM LOG M %{8}s%[:%{9%u%] sent %{3}U | rpe
00290001 ID FW TCP STATS TRAI | Firewall INFO bytes - | %{8} _ ip anpec MCTOUHMKA
L responder(%{18}s%[:%{19}u%]) | o5{3} — kon-BO BT NOCNAHHBIX MHULMATOPOM
sent -> %{13}U bytes %{18} — ip agpec NpUHUMAaIOLLE CTOPOHbI
%{13} - KOJ1-BO Bant nocnaHHbIX
npUHUMaroLLLEeN CTOPOHOM
MSG ID ON IPSM LOG M getting aggresive, n 6
00290002 | ID FW TCP_HCONN ALFR | Firewall WARNTNG | count(%{1}u/%{2}u), current 1- | - o/1eHVE Takoro COQOLICHMA B TOre MoXet

T

minute rate: %{3}u

cBuaeTenbCcTBOBaTh O Ha4Yane DOS aTtaku.
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MSG ID UEEEE e Pasgen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npencraBrieHue
roe,
%{1} — Kkom-BO MONYOTKPbITbIX COEAVHEHUN
%{2} — KON-BO  HOBbLIX  COEAWHEHWUN
%({3} — KOM-BO HOBbIX COEAMHEHWIN 38 MUHYTY
lNosiBNeHne  Takoro  COOOLWIEHUA  MOXET
MSGC ID ON IPSM LOC M calming down, count | ceBvaeTenbcTBOBaTh 06 OKOHYaHUM DOS aTaku
00290003 I D_FW_TCP_HCONN_ALER Firewall WARNING (%{1}[]/%{2}[]), 1'minute rate roe napaMepr| — cM.onucaHve
T_OFF %{3}u MSG_ID_ON_IPSM_LOG_MID_FW_TCP_HC
ONN_ALERT
FTP KknueHT nbiTaetca BbINONHUTL KOMaHOy
. .| PORT Ha npusunermpoBaHHoM nopTy (<1024)
MSG_ID ON IPSM LOG M Privileged port %f{9}u, used in
00290004 ID FW FTP PORT PRIV | Firewall WARNING PORT command -- FTP Client-P | rAe,
PORT %{8}s FTP server %{18}s 9%{9} - Homep nopra
%{8} - ip FTP KnueHTa
%{18} — ip FTP cepsepa
FTP cepBep nbiTaeTcs BLINOMNHUTL OTBET Ha
MSG_ID ON IPSM LOG M Privileged port %{9}u, used in | PASV KomMaHay Ha NpuBnnerMpoBaHHOM NopTy.
00290005 ID FW FTP PASV PRIV Firewall WARNING PASV response command -- FTP rne napameTpbi _ CM.OnMcaHme
PORT Client-P %{8}s FTP server %{18}s | MSG_ID_ON_IPSM_LOG_MID_FW_FTP_PO
RT_PRIV_PORT
) MonbiTka BbINOMHUTE FTP  KOMaHgy 4o
MSG ID ON IPSM LOG M Commanc_zl |ssued_ before the | gxonuanmm ayTeHTUdmKaLmm co CTopoHbl FTP
00290006 ID FW_FTP PORT NOTAU | Firewall WARNING session is authenticated -- FTP | vnuenta
TH Client-P %{8}s (Client-P side) )
roe %{8} —ip FTP knueHTa
i MonbiTka BbINOMHUTE FTP  KOoMaHay Ao
MSG_ID ON IPSM LOG M . Com_manql |ssued_ before the | okonuanum ayTEeHTUdMKALMN CO CTOPOHbI FTP
00290007 ID FW FTP PASV NOTAU Firewall WARNING session is authenticated -- FTP ce
—NE e — : ¢ pBepa
TH Client-P %({8}s (server side) )
roe %{8} —ip FTP knueHTa
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TekcToB
MSG ID eKkcroBoe Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeacraBneHve
MSG_ID ON IPSM LOG O . no format string: message id i
00290008 THERS Firewall DEBUG %{1}u Het dopmata cTpoku: cooblieHne Homep...
MSG ID KLOGLIB INIT ' isti
00290009 SG_ID KLOG N _ | Firewall DEBUG Can't create statistic states(no | HegoctaToyHo namMatm  anga  cosgaHuvs
NO MEMORY memory) 06BLEKTOB CTATUCTUKM
MSG ID KLOGLIB INIT . , Y
002900024 _ID B ~ | Firewall DEBUG unable 1o attach as listener ‘|"|eBO?TMO>’KHO NpUCOEQUHUTCS K ApanBepy
CANT ATTACH klogview” B pexume cnyluatens
MSG ID KLOGLIB INIT , . HeBO3MOXHO YyCTaHOBUTL MNBLTP COOBLLEHWIA
0029000B CANT SET FILTER Firewall DEBUG unable to set event filter us sapa
. . ; OnoBelleHne O KOMMYeCTBE MNPOMyLLEHHbIX
MSG ID KLOGLIB INIT . access-list logging missed %{1}u .
0029%000C MISSED ALERT PACKETS | firewall WARNING alert packets TPEBOXHbIX COO0OBLLIEHNIA, NPEeBbICUBLLNX
- - AONYyCTUMY0 4acTOTY MX OBHOBMEHMSA
OnoBelleHne O KoMMYecTBE MNPOMyLLEHHbIX
0029000D MSG_ID KLOGLIB INIT Firewall WARNING aqcess—hst logging rate-limited or | coobLieHuit u3 IPSEC Apavisepa,
MISSED PACKETS missed %{1}u packets MPeBbICUBLLMX  OONYCTUMYKD  4acToTy KX
obHoBREHUS.
CraTucTika no coeduHeHWo 3a WHTepBan
BpeMeHU
rae:
st 96(1) %(2} W[9%6{3} %{1} — Ha3BaHve access list, ecnu 3agaHo B
IS 011sS 0145S 0]70195S
MSG_ID KLOGLIB INIT . LSP
0029000E — = - — | Firewall INFO %]%[%{13}u %]%{8}s(%{4}u) -> | op(2 _ cTaTtve
PRINT SUMMARY K X . o{2} Taryc,
- 70{18}s(%{14}u), %{S}U packet(s) | 04{3}/96(13} — BbID@ETCS UMM UMSI MpoTOKona
unu ero Homep
%({8} - ip appec WCTOYHUKA,
%{18} - ip agpec npueMHuKa,
%({5} — KonM4ecTBO NakeToB
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeacraBneHve
IPsec daemon (wpnswvc) crashed .
08530001 MSG ID WATCHDOG VPNS | Installer for WARNING Itmp/vonsve/error.lo for OnogeweHne watchdog: IPsec gemoH (vpnsvc)
VC CRASHED Unix (see_ mpivpn 109 aBapuiiHO 3aBepLumnncs
- details)
MSG ID WATCHDOG VPNS | Installer for . : OnoselueHne watchdog: IPsec geMoH (vpnsvc)
08530002 VC_RUNNING AGAIN Unix NOTICE IPsec daemon (vpnsvc) is running 3anyLeH
08530003 MSG_ID_WATCHDOG_VENS | Installer for | ... Error restarting IPsec daemon | OnoBelwieHne watchdog: nepesanyck IPsec
VC_RUN_ERROR Unix (vpnswvc) AeMoHa (Vpnsvc) He yaancs
VPN log daemon (vpnlogsvc)
08530004 MSG_ID_WATCHDOG_VPNS | Installer for | ... - crashed (see | OnoBselleHne watchdog: AemoH normpoBaHus
VCLOG_CRASHED Unix /tmp/vpnlogsvc/error.log for | (vpnlogsvc) aBapuiiHO 3aBepLunncs
details)
08530005 MSG_ID_WATCHDOG_VPNS | Installer for | . .. o VPN log daemon (wpnlogswvc) is | OnoBewenne watchdog: AemMoH norvpoBaHWs
VCLOG_RUNNING AGAIN Unix running (vpnlogsvc) 3anyLieH
08530006 MSG_ID WATCHDOG _VENS | Installer for | ... Error restarting VPN log daemon | OnoeeweHne watchdog: nepesanyck gemoHa
VCLOG_RUN_ERROR Unix (vpnlogsvc) norvposaHusa (vpnlogsvc) He yaancs
08530007 MSG_TD_VPNSVC_RUN_FR | Installer for | ... Starting IPsec daemon failed. See | OnoBseLleHne ckpunTta 3arycka: 3anyck IPsec
ROR Unix /tmp/vpnsvc/error.log for details. AeMoHa (vpnsvc) He ygancs
MSG ID VPNSVCLOG RUN | Installer for Starting VPN log daemon failed, OnoseLleHne ckpunTa 3anycka: 3anyck JeMoHa
08530008 = = — ) ERR See /tmp/vpnlogsvc/error.log for
_ERROR Unix details nornposanus (vpnlogsvc) He yaancs
MSG ID WATCHDOG VPNS | Installer for OnoselleHne watchdog: IPsec gemoH (vpnsve)
_LD_ — : NOTICE
08530009 VC_STOBPED Unix IPsec daemon (vpnsvc) stopped OCTAHOBMHEH
MSG ID WATCHDOG VPNS | Installer for VPN log daemon (vpnlogsvc) | OnoseweHve watchdog: gemMoH norvposaHus
08530007 ~ . = - . NOTICE
VCLOG_STOPPED Unix stopped (vpnlogsvc) ocTtaHoBreH
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MSG ID

TekcToBOE
npeacraBneHve

Paspen

YpoBeHb

LLa6noH coobweHus

OnucaHue coobITUA

00020001

MSG_ID LOG SET DEFAU
LT LOGLEVEL

Log

INFO

Default log level is %{1}s

HedwunbTpyemoe coobweHne 06 ycTaHoBke
yMon4aTenbsHoro YPOBHSI NOrMpoBaHns
COOOLLIEHUI.

Bblgaetca npu Kakgom €ro M3MEHEHMM U B
Ha4yane ceccuun VPN Cepsuca.

loe:

%{1} — 3Ha4eHne ycTaHoBneHHoro log level —
{emerg | alert | crit| err | warning | notice | info |
debug}

00020002

MSG_ID LOG SET SYSLO
G_SETTINGS

Log

INFO

Syslog settings are: %{1}s, %{2}s,

%{3}s

HedwmnbTpyemoe coobuieHne 06 ycTaHoBKax
syslog.

BblgaeTcsa npy kaxgom UX M3MEHEHMM U B
Ha4yane ceccumn VPN Cepsuca.

loe:

%{1} — paspelleHne OTCbINkn coobLieHnn —
{enable | disable};
%{2} - IP agpec syslog cepBepa
%{3} — napameTp facility, ykasbiBaeMbIn npu
nepepave coobLeHun syslog cepaepy

00020003

MSG_ID LOG SET PARTI
CULAR LOGLEVELS

Log

INFO

Some particular log levels are set

Hedwunbtpyemoe coobweHne 06 ycTaHoBke
YacTHbIX YPOBHEW TOrMPOBaHUS HEKOTOPbIM
COOOLLeHUNAM.

BblgaeTcs npy Kaxgom WX M3MEHEHMSIX U B
Hayane ceccun VPN Cepsuca.

00020004

MSG_ID LOG SAVE PART
ICULAR LOGLEVELS

Log

INFO

Current particular log levels are

permanently saved

HedmnbTpyemoe coobuleHne O coxpaHeHuu
BCEX TEKYLLUX YaCTHBIX YPOBHEN FOrMpOBaHns
coo0bLeHN ANg NCNoNb30BaHWS B CreayoLwmux
ceccuax VPN Cepsuca.
Bblgaetcs npy kaxkgoM TakoM COXpPaHEHUN.

00020005

MSG_ID LOG RESET PAR
TICULAR LOGLEVELS

Log

INFO

All particular log levels are reset

coolLleHne o
YPOBHEW  NOMMpOBaHUS

HedmnbTpyemoe
YacTHbIX

cbpoce
BCEM
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MSG ID UETHETIEE Pazpen YpoBeHb LLa6noH coobeHus OnucaHme co6bITUA
npeAacTaBneHve
COOOLLIEeHUAM.
BblgaeTcs npuy kaxagom Takom copoce.
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1.7 Cnucok owmnbok npotokona ISAKMP

(ykasblBatoTcs B coobLueHusx B none «Reason:» %{20}s B Tabnuua 3)

Tabnuua 4
Nen/n OnucaHne owWMGKM ECULESCICIILLUL
CTPOKe COO00 LeHunA
| e e e e ey | U st
A W A yrot type: need CONNECTED
roToBHOCTY IPSec-coeanHeHns Ha CTOpoHE NapTHepa)
MonyyeH komnoHeHT IKE-naketa Tuna 130, cootseTcTBytowmn | Unexpected payload found
2 KOMMOHEHTY Aansa obHapyxeHunsa yctponctBa NAT, 4yTto He | (payload type -— 130,
COOTBETCTBYET NPOTOKONY 0bMeHa Afis AaHHOro aTana possibly NAT Discovery)
Oor napTHepa npuvwna KOMaHaa OOMNOMHUTENBHOro . .
3 KOHGomrypupoaHusa ISAKMP-coegmHenmns (XAuth, IKE-CFG, n1.n.), r%gizgeztets econflguratlon
He COOTBETCTBYOLLAsA NPOTOKONY 0bMeHa A5is JaHHOro atana ge yp
Or napTHepa NPULLINK napameTpbl [OMONHNUTENbBHOrO
4 KoHpurypupoBaHusa ISAKMP-coeanHeHus (XAuth, IKE-CFG, n1.n.), | Bad Config proposal
He COOTBETCTBYOLLME TEKYLLEN NONUTMKE Be30nacHoCTH
5 MoTepsiHbl BHYTPEHHWE AaHHbIEe OT NpedblayLLero nakeTa Previous packet missed
6 MoTepsiHbl faHHble OpPMMPYEMOro nakeTa OUT packet missed
7 MoTepsH SA-KOMMNOHEHT NpeablayLLero naketa Missing SA payload
HeBo3amoxHO BblOpaTb cueHapun IKE-obmeHa [nsi BblOpaHHOro Unknown IKE-scenario for
8 TVNa avTeHTy q)vn(apmm Henap A P chosen  Authentification
y 4 method
9 He HapeH oavH 13 HeobxoaUMbIX KOMMOHEHTOB nakeTa Can’t find proposal
MapTHep BEPHYIT HenpaBwUIbHYO NOEHTUPUKALMOHHY 10
10 nHdopmaumio oteBeTyunka |IKE-obmeHa npu cosganum  IPSec- | Bad IDcr returned
COefVHEHNS]
11 MoTepsiHbl AaHHbIE BXOAALLEro nakeTa IN packet missed
MapTHep BEpPHYI HenpaBwrbHYO NMOEHTUMPUKALMOHHY 10
12 uHdopmaumio mHnumatopa |IKE-obmeHa npu cospgaHum IPSec- | Bad IDci returned
CcoefMHeHNs
Ceccusn [OonornHUTENnbHOro KOHpury pupoBaHus ISAKMP-
13 coeguHeHus (XAuth, IKE-CFG, 1 1.n.) 6bina npepeaHa BcTpeyHbiM | Replaced with new XAuth
3anpocoM — Apyron ceccuen 4ononHUTENbHOIO KOHUry pupoBaHust | request
XAuth
Ceccua Quick Mode octaHoBneHa Ansi nepesanycka C HOBbIMU
14 napameTpamu 3anpoca nocne JononHutensHoro | Restart session
KOHpurypupoBaHus 3awmwatotero |ISAKMP-coeguHeHus.
HeBosmoxHoCcTb npogomkute  |IKE-0OMEH nocre  BbIMONHEHWS .
Can't Complete Async
15 aCVHXpOHHOro 3anpoca. (Bo3MoXHO, 3a BpemMsi BbINOSTHEHUS Task
3anpoca NpomsoLLo cobbiTue, Bbi3BaBLLEe NpekpaLleHne obmeHa)
. Can't create new
16 HeBo3moxHO cosgatb MHGOpMaLMOHHbIA |KE-0bmeH Informational Exchange
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3anuck 06 owmnbkKe B

Nen/n OnucaHne owKnGKM
CTpOKe coo6LeHus
17 HeBoamoxHO cosgaTtb IKE-06meH 2-11 dhasbl Can't create new Phase-l|
. Can't create new
18 HeBo3amoxHo co3paTth IKE-obmeH 1-11 doasbl
Exchange
19 HeBo3MOXHO cosgatb  IKE-obmeH 2-n dasbl n3-3a | Request to create Phase-lI
He3aBepLLUEHHOCTN obmeHa 1-1i chasbl without completed Phase-I
IKE-0OMEH He HavaT Mo MpUYMHE YPE3MEPHOW aKTMBHOCTMU .
20 N P P P Access denied
HeOoBepseMoro napTHépa
21 dakTndeckmn pasmep IKE-nakeTa He COOTBETCTBYET yka3aHHoMy B | Invalid packet (size
€ro 3arorioBke mismatch)
29 MapTHep npucnan IKE-nakeT ¢ HenpaBunbHOW CTPyKTypow, nubo | Invalid  packet (invalid
nakeT He yAarnochk NpaBurnbHO pacLungpoBaTb structure)
. Invalid acket (invalid
23 HekoppekTHbin koMnoHeHT IKE-nakeTta P (
payload)
BawuncpoBaHHOCTE  (NIMBO  He3awmndpPoBaHHOCTL)  MPUCIAHHOIO
24 nakeTa He cooTBeTcTBYET IKE-cueHapwio, nvbo owmnbka B npouecce | Unable to decode packet
AewmndppoBanus IKE-nakeTa
25 BHyTpeHHsis1 (cucTemMHas) oumndka Internal error
26 MepenonHeHne namaTu Out of memory
IKE-nakeT pacrnosHaH Kak neperocbifnika Ans paHee Co3[aHHOro .
27 P P AR P A Retransmission detected
IKE-0bmeHa
28 MpucnaHHbin IKE-nakeT He pacnosHaH, nubo He aktyaneH gna | Wrong IKE packet
cyliecTBytoLero obmeHa received
29 MpucnaHHbin IKE-nakeT He akTyaneH ans cyuwecTteytowerooomeHa | IKE packet dropped
30 MpucnanHbli IKE-NakeT aBNAeTCs Nepenochinkon ansa Tonbko Yto | Repeat for the first packet
cospgaHHoro |KE-obmeHa in exch
. Unable to determine IKE
31 [na npucnanHoro IKE-nakeTa cueHapuin He NoaaepKnusaeTcs .
scenario
32 3anper Ha cos3gaHue Hoeoro |IKE-obmeHa B npouecce cmeHbl | Process blocked by Local
NonnTUKM 6e3onacHoOCTU Policy
33 He3aBepLUEHHbBIA aCUHXPOHHBLIN 3anpoc Asynchronous request
P P P was started...
34 Owwnbka npy wudpoBaHum IKE-nakeTa CP coding error
LLIMOK; TaHOBKU TaiMm ns BU nepenocbiiok 1KE-
35 Owwnbka ycTaHo anvepa And cepBuca Mepenochbisio Unable to set Timer
nakeToB
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1.7.1 Cnucok BbINONHAEMbIX AeUCcTBUN No npotokony ISAKMP
(ykasbiBatoTcs B coobLleHusix B none «Stopped at: %{1}s» B Tabnuvua 3)
Tabnuua 5
- UHdb opmaums B cTpoke
Nen/n OnucaHue gencreusa
coo6LeHus
1 LlJmcprBauHme cpopmupoBaHHoro  IKE-naketa  nepen [Coding packef]
OTNpaBKOW MapTHepYy
2 PacudposaHue IKE-nakeTa, npMcnaHHOro napTHepoM [Decoding packet]
3 MpoBepka NpeasioKeHu, Ha KOTOpbIe Corfacuncs NnapTHep [Check replied SA]
4 MpoBepka cepTudumkaTta, NPUCNaHHOrO NapTHEPOM [Check for Remote
posep P > 1P pTHep Certificate]
5 3anpoc nokanbHoro ceptudmkara [Check for Local Certificate]
6 MpoBepka MaeHTUMKaLMOHHOW MHApopMaL K, NPUCITaHHON [Check incom IDs]
napTHepoOMm
7 Wcnonb3oBaHne B kayecTBe  MOEHTUGUKALIMOHHOM [Check IDs as IP-addresses]
nHcpopmaLmm napTHepa ero IP-agpeca
8 MpoBepka MCrnonb3yemoro anroputma X3LwmpoBaHms [Check for Hash method]
9 CuvHTakcmdeckmn pasbop naketa, NPUCNAHHOIO MapTHEPOM [Make payload set for
Ha oTAerbHble KOMNOHEHTHI (payloads) received packet]
10 MpoBepka BCEX KOMMOHEHTOB MPUCIAHHOIO NakeTa [Check received payloads]
MpoBepka hopMMPyEMOro naketa Ha Hanuyme KOMMOHEHTOB
nepen OTMNpPaBKOM nNapTHepy. Mcnomnb3yeTcs TOMbKO npu
11 cosgaHum  naketoB  Informational obGmeHoB  4TOOBI [Check for added payloads]
YOOCTOBEPUTLCS, YTO MHpOpMaUUs He Bbinia oTnpaBneHa ¢
APYTMM MaKkeToM.
12 Bbliuncrnenve nognucu [Calculate Signature]
13 BeiGop npasBuna IKE cornacHo TekyLwien KoHdurypauum no [Choose Rule for Partner’s
naeHTnnKaLMoHHON nHdopMauun napTHepa identity]
14 CospgaHve kntoYeBbix nap Tekyuwen IKE-ceccum [Generate Keys]
15 dopMmMpoBaHME KITHOYEBOro MaTepmana [Generate SKEYIDs]
16 Boibop nonutukm  GeszonacHocTu COFJjaCHO TekyLlen [Compare policy]
KOHJoMrypauum Ha OCHOBaHUM NPeasioKeHUA OT napTHepa
17 ®dopmupoBaHue SPI [Set SPI]
18 lMpoBepka W MpUHATME MNapamMeTpoB YCTaHaBNMBAEMOrO [Accept Transformi]
COE[VHEHUs], Ha KOTOpPbIE COrNacuIca napTHep
19 Bblumcnenve xawa anst obHapyxeHus yctponctea NAT [Calculate  NAT  Discovery
payload]
20 Bbluncnenne obuiero kntoya [Calculate Shared Key]
21 BblumcneHnne nHMUmnanmn3aLmMoHHOro BekTopa [Calculate InitVector]
22 OnpepneneHvne meToga ayTeHTUdMKaLUM [Detect Authentification
peA Aa ay H Method]
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UHdb opmaumsa B cTpoke

Nen/n OnucaHue gencrBus
coo0LLeHus
3anpoc  nokanbHOro  ceptudmkaTa na  metoda .
23 P pruch A A [Get Local Certificates]
ayTeHTudmKaLmmn ¢ NCNOSb30BaHWEM CEPTUUKATOB
lMpoBepka MeToga ayTeHTMdMKauuw, pr%ﬂﬂO)KeHHOFO [Check Authentification
24 napTHEpPoOM, Ha COOTBETCTBME  TEKyLleNn  MOnuTUKe
Method]
BesonacHocTn
[Choose Authentification
2 Bebl MeT TEHTUdMKaLUn
5 6op meToga ayTeHTuMdumKay, Method]
MpoBepka BblOpaHHoOM KOMOUHaL MK napameTpoB
26 posep P 4 P P [Get Proposal]
yCTaHaBnMBaeMOro CoeguHeHNs
o7 3agaHve  BblOpaHHOro  anropytMa  Wwudpauum  ansa [Get Algorithm]
yCTaHaBNMBaeMOro CoeguHeHNs
3anpoc  BO3MOXHbIX NapamMeTpoB  YCTaHaBMMBaEMOro
28 COeANHEHUs COrnacHo TeKyLluen KoHdwurypauum [nsg wux [Get Local Policy]
corrnacosaHus ¢ napTHEPOM
MpoBepka Ha HanuvuMe B NPeanoOXeHUM napTHepa
29 posep beA pTHED [Get DH group for QM]
napametpa, ycTtaHasnusatoLlero MODP-rpynny
Bebl nucnornb3yemon naeHTUUKaLNOHHON WH Mauumm .
30 Gop MCrionb3yemovt UAGHTUGKALMOHHO cpopmauy [Get ID from Local Policy]
AN OTNpPaBKkn NapTHeEpPY
BbiGop ncnonb3yemon maeHTUGMKaLMOHHON MHApopmauum
31 AN oTnpaBku NapTHepY nNpu co3gaHumn ISAKMP-coeanHeHus [Get IDii from Local Policy
B KayecTBe uHuumaTopa
Bbibop vcnonb3yemon maeHTudmKaumMoHHoW nHopMaumm
32 AN OTNpaBKku NapTHepy npu co3gaHum ISAKMP-coeanHeHns [Get IDir from Local Policy]
B Ka4eCcTBe OTBETYMKA
Bbibop vcnonb3yemon naeHTUdmKaumMoHHOW WHGopMaumm
33 ONA OTNpaBKv NapTHepy npu co3gaHuu IPSec-coeqmHeHns B [Get IDcifrom Local Policy]
KadecTBe nHuumnatopa IKE-obmeHa
Bbibop ncnonb3yemon maeHTUdMKaLMOHHON MHApopmauum
34 AN oTNpaBKu NapTHepy npu cosgaHuu IPSec-coeqmHeHns B [Get IDcr from Local Policy]
KayecTBe oTBeTYMKa |IKE-0OMeHa
35 MHuumnanmsauyms KrtoyeBon MHopmaLmm ans [Initialize Encryption
dopmmpoBaHms |IPSec-coeanHeHns Container for QM
36 dopmmpoBaHne rotoeoro |IPSec-coeanHeHus [Create contexts
PacnosHaBaHue MeToaa OONOMHUTENBHOIo ) . .
Determine IKE configuration
37 KoHdpurypupoBaHusa ISAKMP-coeanHeHus (XAuth, IKE-CFG, Enetho dl 9
nT.n.)
PacnosHaBaHune KOMaHAbl OOMOSNMHUTENBbHOrO [Determine Config message
38 KoHpurypupoBaHusa ISAKMP-coeanHernsa (XAuth, IKECFG, 9 9
nT.n.) type]
PacnakoBka napameTpoB MPUCMAHHOrO 3anpoca Ha
39 OOMONHUTENBbHYO ayTeHTudmKaLmo (XAuth) " [Analyse attributes and fill
dopmmpoBaHne COOTBETCTBYHLLENO rpacpuyeckoro user dialog fields]
nonb30BaTenbCKOro auarora
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UHdb opmaumsa B cTpoke

Nen/n OnucaHue gencrBus
coo0LLeHus
0 3anyck  rpacmyeckoro  nonb3oBaTeNbCKOro  guarora [Start dialog for user extended
AononHuTensHon ayteHTudmkaumm (XAuth). authentication]
41 MpoBepka Hanuuusi kKomnoHeHTa IKE-naketa [Check payload %s*]
[Analyse payload structure
42 MpoBepka cTpyKTypbl KOMNOHeHTa IKE-nakeTa %s9]
43 dopmmposaHne komnoHeHTa IKE-nakeTa [Form payload %s®]
44 3anonHeHvne 6roka AaHHbIX YkaszaHHoro komnoHeHTa IKE- [Fill payload %s7]
naketa
45 MpoBepka cogepXnmoro komnoHeHTa IKE-nakeTa [Check %s8]
46 BbluncneHne xalwa — CoaepKUMoro YkasaHHOro KOMMOHeEHTa [Calculate %s°]
47 BbinonHeHne cueHapusi UHUMLMAUMU  MHOPMALIMOHHOMO [Informational Exchange,
obmeHa IKE cornacHo RFC 2409 Initiator, Packet 1]
48 BbinonHeHve cueHapus obpaboTku naketa [Informational Exchange,
nHdopmaLmoHHoro obmeHa IKE cornacHo RFC 2409 Responder, Packet 1]
49 BbinonHeHve wara cueHapus opmmMpoBaHua 1-ro naketa [Main Mode, Initiator, Packet
IKE Main Mode cornacHo RFC 2409 1]
o | oo ooy | A Vit Respoer,
PMIP Packets 1,2]
naketa
51 BbinonHeHne wara cueHapus Havana obpaboTkn 2-ro naketa [Main Mode, Initiator, Packets
IKE Main Mode cornacHo RFC 2409 2,3]
BbinonHeHve wara cueHapusi NpogonxeHust odpaboTku 2-ro
50 naketa IKE Main Mode pgnsa ayTeHTudMKaumm Ha obLimx [Main Mode, Initiator, Packets
Kntoyax cornacHo RFC 2409 n copmmpoBaHne OTBETHOMO 2,3, Pre-Shared Key]
naketa
BbinonHeHve wara cueHapusi NpogormkeHust odpaboTkn 2-ro
53 naketa |IKE Main Mode pgnsa ayTeHTudmkauum Ha [Main Mode, Initiator, Packets
ceptudmkatax cornacHo RFC 2409 un dopmupoBaHue 2,3, Signature]
OTBETHOrO nakeTa
B - IKE .
bIONHEHME Luara cLeHapus 0bpaboTkM 3-ro naketa [Main Mode, Responder,
54 Main Mode gans ayTeHTMdMKaumMm Ha OOLWMX Kroyax

cornacHo RFC 2409 u doopMupoBaHue OTBETHOMO NakeTa

Packets 3,4, Pre-Shared Key]

4 HaseaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

5 HasaHue komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

6 HazBaH/e KOMMoHeHTa

7 HasBaHue KOMMoOHeHTa

payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

8 HazBaHne komnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408

(
(
(
(
(
(

9 HasBaHne koMnoHeHTa (payload type) — cornacHo pasgenam 3.4 — 3.16 RFC 2408
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UHdb opmaumsa B cTpoke

Nen/n OnucaHue gencrBus
coo0LLeHus
BbI.I'IOJ'IHeHVIe wara cueHapus obpabotkn 3-ro naketa IKE [Main Mode, Responder,
55 Main Mode pgns ayTeHTudmkaumm Ha cepTudmKaTax Packets 3,4, Signature]
cornacHo RFC 2409 1 dhopM1poBaHne OTBETHOrO NakeTa 910
BbinonHeHne wara cueHa 0b6pabo 4-ro naketa IKE . i
b'.n fIHEHNE Llara CLIEHapA 0bpaboTKin 4-T0 Naket [Main Mode, Initiator, Packets
56 Main Mode pgna ayTeHTudmkaumm Ha obWwmMX Kr4vax 4,5, Pre-Shared Key]
cornacHo RFC 2409 n coopMrpoBaHMe OTBETHOIO Nnaketa ” ¥
Bbl_nonHeHme wara cueHapus obpaboTtkn 4-ro naketa IKE [Main Mode, Initiator, Packets
57 Main Mode pgns ayTeHTUmkaumm Ha cepTudmKaTax 4,5, Signature]
cornacHo RFC 2409 1 dhopMmmpoBaHne OTBETHOrO NakeTa 2 =19
BbI.I'IOJ'IHeHVIe wara cueHapus obpabotkn 5-ro naketa IKE [Main Mode, Responder,
58 Main Mode pgna ayTeHTUukaumm Ha o06LWmMX Kno4vax Packets 5,6, Pre-Shared Key]
cornacHo RFC 2409 1 dhopMrpoBaHne OTBETHOrO NakeTa T y
Bbl_nonHeHme Wwara cueHapus obpabotkn 5-ro naketa IKE [Main Mode, Responder,
59 Main Mode pgns ayTeHTU(mkaumm Ha cepTudmKaTax Packets 5,6, Signature]
cornacHo RFC 2409 1 doopMmmpoBaHne OTBETHOIO NakeTa 0, 519
BbI_I'IOJ'IHeHVIe Wwara cueHapus obpaboTkm 6-ro naketa IKE [Main Mode, Initiator, Packet
60 Main Mode pans ayTeHTMMKauMm Ha OOLWMX Kryax 6, Pre-Shared Key]
cornacHo RFC 2409 ' y
BbI.I'IOJ'IHeHVIe wara cueHapus obpaboTtkn 6-ro naketa IKE [Main Mode, Initiator, Packet
61 Main Mode pgns ayTeHTUmkaumm Ha cepTudmKaTax .
6, Signature]
cornacHo RFC 2409
62 BbinonHeHve wara cueHapus Havana dgopmmpoBaHns 1-ro [Aggressive Mode, Initiator,
naketa IKE Aggressive Mode Mode cornacHo RFC 2409 Packet 1]
B . "
bIMONHEHVE Luara CLieHapust MPOAOMKEHNS dopmMmnpoBaHUS [Aggressive Mode, Initiator,
63 1-ro naketa IKE Aggressive Mode ans aytTeHTudmKauum Ha Packet 1, Pre-Shared Key]
obwmx Kkrtovax cornacHo RFC 2409 ' y
BbinonHeHne wara cuengvm NpogormkeHns opMMPOBaHUS [Aggressive Mode, Initiator,
64 1-ro naketa IKE Aggressive Mode gnst ayteHTud Packet 1, Signature]
ukauum Ha ceptudpmkarax cornacHo RFC 2409 >l
65 BbinonHeHwe wara cueHapusi Havana obpaboTkn 2-ro nakeTa [Aggressive Mode,
IKE Aggressive Mode cornacHo RFC 2409 Responder, Packets 1,2]
BbinonHeHve wara cu.eHapMﬂ npoaosrmkeHns obpaboTkm 1-ro [Agaressive Mode,
naketa IKE Aggressive Mode pgns ayTeHTMduKauum Ha
66 Responder, Packets 1,2, Pre-
obwmx knwo4dax cornacHo RFC 2409 u dopmupoBaHue
Shared Key]
OTBETHOIO NakeTa
BobinonHeHve wara cu.eHapvm npogosmkeHnss obpaboTkn 1-ro [Aggressive Mode,
naketa IKE Aggressive Mode ana ayTeHTudmMKaumm Ha
67 Responder, Packets 1,2,
ceptucpmkatax cornacHo RFC 2409 w chopmupoBaHme .
Signature]
OTBETHOro naketa
BbinonHeHve wara cueHapusa obpabotkn 2-ro naketa IKE . .
) Herap P [Aggressive Mode, Initiator,
68 Aggressive Mode gns ayteHTudmKaumMm Ha obLLmMX KroYax
Packets 2,3, Pre-Shared Key]
cornacHo RFC 2409 n doopMupoBaHMe OTBETHOMO NakeTa
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UHdb opmaumsa B cTpoke

Nen/n OnucaHue gencrBus S
BbinonHeHne wara cueHapusi obpabotkm 2-ro naketa IKE . .

69 Aggressive Mode anst ayTteHTudmKauum Ha ceptudmkaTax [F;A‘a%%;zsgz é\f o::t,urér]utlator,
cornacHo RFC 2409 1 dhopM1poBaHne OTBETHOrO NakeTa o 910
BbinonHeHve wara cueHapusa obpabotku 3-ro naketa IKE [Aggressive Mode,

70 Aggressive Mode gns ayteHTudmKaumm Ha obLmx Krio4yax Responder, Packet 3, Pre-
cornacHo RFC 2409 Shared Key]

BbinonHeHve wara cueHapus obpaboTtkn 3-ro naketa IKE [Aggressive Mode,

71 Aggressive Mode gns ayTeHTUukaumm Ha cepTudukaTax Responder, Packet 3
cornacHo RFC 2409 Signature]

79 BbinonHeHne wara cueHapus opmmpoBaHusa 1-ro naketa [New Group Mode, Initiator,
IKE New Group Mode cornacHo RFC 2409 Packet 1]

BbinonHeHne wara cueHapusi obpabotkm 1-ro naketa IKE [New Grou Mode

73 New Group Mode cornacHo RFC 2409 u dhopmupoBaHue Responder Pacpkets 12] ’
OTBETHOro nakeTa P ' '

74 BbinonHeHve Lwara cueHapua obpaboTtkm 2-ro naketa IKE [New Group Mode, Initiator,
New Group Mode cornacHo RFC 2409 Packet 2]

75 BbinonHeHne wara cueHapusa gopmmpoBaHusa 1-ro naketa [Transaction Exchange,
cnyxebHoro obmeHa IKE Initiator, Packet 1]
BbinonHeHne wara cueHapusi obpaboTkm 1-ro nakeTa [Transaction Exchange

76 cnyxebHoro obmeHa |IKE u dopmmnpoBaHMe OTBETHOMO Responder, Packets 1,2] ge.
naketa P ' '

77 BbinonHeHne wara cueHapusi 06paboTkn 2-ro nakeTa [Transaction Exchange,
cnyxebHoro obmeHa IKE Initiator, Packet 2]

78 BbinonHeHne wara cueHapus dopmmpoBaHMsa 1-ro naketa [Quick Mode, Initiator, Packet
IKE Quick Mode cornacHo RFC 2409 1]

BbinonHeHne wara cueHapua obpaboTtkm 1-ro naketa IKE .

79 Quick Mode cornacHo RFC 2409 wu dopmMupoBaHue [P(?aljzllile(ts i\/l ;)]de, Responder,
OTBETHOro NakeTa '

BbinonHeHne wara cueHapusa obpaboTkm 2-ro naketa IKE . i,

80 Quick Mode cornacHo RFC 2409 wn dopmmnpoBaHue LQaléllile(ts 5 ;\;Iode, Initiator,
OTBETHOro NakeTa '

BbinonHeHne wara cueHapusi obpabotkm 3-ro naketa IKE .

81 Quick Mode cornacHo RFC 2409 wu dopmmupoBaHue [F%L::Ilfgt 3'\(AA3?8’ Responder,
OTBETHOro naketa (nNpu nogaepxke naptHepom Commit Bit) '

BbinonHeHnne wara cueHapusi obpabotkm 4-ro naketa IKE [Quick Mode, Initiator, Packet

82 ) .

Quick Mode (npu nogaepxke naptHepom Commit Bit) 4]

83 BblumcneHne knoyeBoro marepunana [Make SKEYID]

84 MpoeneHne PFS — cospaHve OTAEenbHOW KIto4eBOW napbl [Make PFS]
ans IPSec coeanHeHns

85 Bbi6op ISAKMP nu6o IPSec npasuna [Choose Rule]

86 MpoBepka npucnaHHoro atpubyTa — KoMNoHeHTa naketa IKE [Check Attr]

g7 MpoBepka npucnaHHoOro cepTndmkaTa — KOMNOHEHTa nakeTa [Check Cerf]

IKE
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UHdb opmaumsa B cTpoke

Nen/n OnucaHue gencrBus
coo0LLeHus

88 MpoBepka npucnaHHOro xawa — KoMnoHeHTa naketa IKE [Check HASH]

89 lMpoBepka NpUCNaHHOMO uAOeHTUUKaTOpa — KOMIMOHEHTA [Check D]
naketa IKE

90 MpoBepka npucnaHHOro Knoya — KoMroHeHTa naketa IKE [Check KE]

91 Mpoeepka npucnaHHoro NAT-geTekTopa — KOMMOHEHTa [Check NAT-D]
naketa IKE

9 Mpoeepka npucnanHoro NAT Original Address — KOMMOHEHTa [Check NAT-OA]
naketa IKE

93 Mposepka npucnaHHoro Nonce — koMrnoHeHTa nakeTa IKE [Check Nonce]

94 MpoBepka NpucnaHHOro coobLleHnss — KOMMOHEHTa MakeTa [Check Notif]
IKE

95 lMpoBepka npucnaHHOro 3anpoca Ha cepTudmkar — [Check REQ]
KomrnoHeHTa naketa IKE

9% [MpoBepka MpUCMaHHbIX MNPEeafIOKEHUA Ha  co3gaHue [Check SA]
coefnHeHns — KomroHeHTa naketa IKE

97 MpoBepka npucrnaHHoM NoanncK — KOMNoHeHTa naketa IKE [Check SIG]

98 MpoBepka BeHAOP-MOEHTU(UKATOPA — KOMMOHEHTA nakeTa [Check VID]
IKE

99 dopmmpoBaHne atpubyTa — komnoHeHTa naketa IKE [Form Atir]

100 dopmupoBaHne ceptudmkata — KOMNoHeHTa naketa IKE [Form Cerf]

101 dopmypoBaHMe X3lla — KOMNoHeHTa nakeTa IKE [Form HASH]

102 dopmupoBaHme naeHTudmkaTopa — KOMNoHeHTa naketa IKE [Form ID]

103 dopmupoBaHue kntoya — KoMnoHeHTa naketa IKE [Form KE]

104 ®dopmupoBaHue NAT-getektopa — koMnoHeHTa naketa IKE [Form NAT-D]

105 ?;CI)EpMVIDOBaHVIe NAT Original Address — kOMNoHeHTa nakeTa [Form NAT-OA]

106 dopmmposaHme Nonce — KoMnoHeHTa naketa IKE [Form Nonce]

107 Icl}><(I)EpM|/|pOBaH|/|e 3anpoca Ha cepTudmKaT —KOMMOHEHTa nakeTa [Form CertReq]

108 dopmmpoBaHMe NoanucK — KOMNoHeHTa naketa IKE [Form SIG]

109 dopmupoBaHue BeHAOP-MOEHTUGMKATOPa — KOMMOHEHTA [Form VendorID]
naketa IKE

110 Mposepka Ha Hanuuume ycTponcTtea NAT [NAT existence check]
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Cnuncok npuyuH nHnumaumm IKE ceccun

(ykasbiBatoTcs B coobueHusx IKE B none «Request: %{1}s» B Tabnuua 3)

Tabnuua 6
Nen/n MpuynHa nHMUMauun DL, LI BT Mapamer,
- P N COOb6 LLEeHUAX P P
IKE-obmer B porv Inbound ISAKMP packet
pecrioHaepa
0 —
3anpoc Ha co3gaHue Create IPSec #96{1}u Y%{1}u HOMEp  MHULUMaLum
IPsec coegmHenuns IPSec-coeanHeHus
MepecosgaHve %{1}u - HomMep
ycTapeBLlero IPsec IPSec %{1}u re-establishing nepecosgaBaemoro IPsec
coefuHeHns coefvHeHust
0 —
Ypnanexve IPsec IPSec %{1}u deletion Y%{1}u HOMep ygansemoro
coeguHeHus IPsec coegnHeHus
0 —
MNepecospaHne ISAKMP %{1}s re- o{1}s noeHtTndmkaTop
yctapeBwero ISAKMP I nepecosgaBaemMoro ISAKMP
establishing
coeguHeHns coefuHeHust
e Wz - e
ISAKMP 9%({1 fi ISAKMP
(nposeerve  IKECFG, S o{1}s configure gc;:q)zlzmzyemoro S
XAuth) A
WHdopmmpoBaHue
naptHépa no IKE-obmeHy
(Koppekuws ISAKMP ISAKMP notification
COeMHEHWs,
npekpaLleHne IKE-
obmeHa)
%{1}s - noeHtTndmkaTop
Y, ISAKMP .
fAanewine S ISAKMP %({1}s deletion yaansiemoro ISAKMP
coefuHeHns
COefVHEHUsI
YpaneHve coeauHeHus
no 3anpocy User request
nonb3oBatensat?
10locpencTBOM MCMOSb30BaHUS KOMaHAbl sa_mgr clear <...>
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1.8 Owmnbkun Kpuntorpadmnyeckom nogcmucTeMbl

Cnmcok coobuieHun o6 owwmnbkax kpunTorpadmyeckor nogcmuctemMsl, paboTatowwen B sape OC, npvBeaeH
B Tabnuue.

Tabnuua 7
Nen/n TeKcT LabroHa CooBIeHMs PekomeHayemble nonb3oBaTenio AeNCcTBUsA, KpaTkoe
onucaHue
1 CP_Conf_K2U_PushPluginConf: Ecnun ectb npobnembl ¢ 3arpyskor LSP unu npoxoxgeHnem
Plugin is not properly loaded Tpadmka, obpaTutech B Cryx0y NoaaePKKU.
Ecnm ectb npobnembl C npoxoxaeHnem  Tpadwuka,
2 CP_ReOpen: bad check handle nepeyctaHoButb |IPsec coeauHeHue, obpatutecb B ChyxOy

NoOOEPKKM.

Ecnm ectb npobrnembl C  npoxoxaeHnem  Tpaduka,
3 CP_Transform: bad handle 0x%x nepeycrtaHoButb |IPsec coeauHeHue, obpatutecb B ChyxOy
NOAOEPKKM.

4 Skipping unused algorithm [%s] He owwnbka, MOXHO MrHOPUPOBATb.

B pesynbTate nageHusi nNpunoxeHus Obinv aBTOMaTM4ECKU
YHUMTOXEHbI CO3aHHble UM  KPUMNTOKOHTEKCThl. Ecnu ectb
npobnembl C NpoxoXxaeHnem Tpadmka, nepeycTaHoBuTh IPsec
coeavHeHne, obpaTUTeCh B CIyX0y NOAAEPKKM.

5 forced close: 0x%0x,0x%Xx

6 drvesp:_info()=OK He owmnbka, MOXHO MrHOpMpOBaThb.

drvesp: loglevel=0x1,

He owmnbka, MOXHO MrHOPUPOBATD.
logformat=0x39 ’ PP

8 drvcsp: serial= <...> He owwnbka, MOXHO MrHOPUPOBATb.
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2 MoOHUTOPUHI

MonwuTtopuHr B lNMpoaykTe ocyLecTensieTcs no npotokony oomeHa SNMPv1 nnu SNMPv2c.
SNMP-meHexep UMeeT BO3MOXHOCTb 3anpallvBaTb cogepkmumoe 6asbl AaHHbIX areHTa.

SNMP-areHT moxeT nocbinate SNMP-meHempkepy COOOLLEHME O BO3HMKLLEM MpepbiBaHUM B BUAE Tpar-
coobLeHuns. CnmMcok aTux coobLLeHnA NpMBedeH B pasaene «Trap-CoobLLEeHNS».

basa gaHHbIX MIB, koTopyto nogaepxusaet SNMP-areHT, onvcaHa B pasgene «Bblgada ctatncTukmny.

HacTtponka SNMP-areHTa nponsBoguTCsa agMUHUCTPATOPOM MNPV MOATOTOBKE MHCTaNSISALMOHHOMO NakeTa
nonb3oBaTens:

e B rpadwmuyeckom uHTepdbelice agMUMHUCTpaTUBHOrO naketa HacTponka SNMP npousBogutcs BO BKMagke
LSP, B okHe Advanced LSP Settings, B pasgene SNMP settings.

e B koHurypaumoHHom dpavine 3agaHue Hactpoek SNMP-areHTa ocyLLecTBSeTCs:

o cTpykTypor SNMPPolISettings — ans Bblgaun ctatuctukm SNMP-meHegxepy. B aTon cTpykType
ykasbiBaeTcs |P-agpec u MopT, Ha KOTOPbI MOXHO nony4atb 3anpocbl oT SNMP-meHenxepa,
CTPOKY, UrpatoLLyto porb Napons npu aytTeHTudmkauum coobuieHnin, pasmelteHne SNMP-areHTa u
KOHTaKTHOe FnLO.

o cTpyktypamm SNMPTrapSettings u TrapReceiver — AN NoOCbiNkM Tpan-coobweHnin. B aTux
CTPYKTypaxykasbiBaeTcd |IP-agpec 1 nopt, Ha KOTopbIv oTcbinanTca coobiieHna SNMP-meHeaxepy,
naeHTudmkatop m IP-agpec otnpaButens Tpan-coobuienus, Bepcua SNMP, B koTopoi co3gatoTcst
Tpan-coobLLeHns.

B kauectBe SNMP-meHemkepa MoryT ObiTb ucnonb3oBaHa 6GecnnatHaa ytunuta NET-SNMP

(http://wwww.net-snmp.org/), koTtopas asnsieTcsi npoctenmm SNMP-meHemkepoMm. Mpu pabote ¢ SNMP-areHTom
HY>KHO yKaabiBaTb Bepcuto SNMP —v 1 unn — v 2c.

2.1 Bblgaya cTaTUCTUKU

SNMP-MeHempkep MHULMMPYET 3anpoC Ha 3HAYeHWs OAHOM WIM HECKOMbKUX MEePEMEHHbIX, KOTOpPbIN
nocbiiaet SNMP-areHTy. SNMP-areHT, oTBedas Ha 3anpoc, BO3BpallaeT 3Ha4yeHUs OOHOW WM HECKOMbKUX
nepeMeHHbIX.

basa paHHbIX MIB, nogaepxusaemad SNMP-areHToM, pasfgeneHa Ha rpynnbl. B npuBegeHHOM Hwbke
Tabnuue (Tabnuua 8 )nepevncreHbl NepeMEHHbIE U3 CTaHA4APTHOM rpynnbl system, rnobanbHon ctatucTuku IKE
n IPsec, koTopble MoryT 6biTb 3anpolueHbl SNMP-meHegKepoM.

Mpumeuanue 1: npu NpuMHyaUTENBLHOM Nepe3anycke cepauca IKE-cTatucTvka copacbiBaeTCcsl M HAYMHAET
cynTaTbcs co cTapTta AreHTa. IPsec-cTaTUCTMKa CUMTAETCS CO CTapTa KOMMbIOTEpa M Mpy MpUHYAUTENbHOM
nepesanycke cepuca He copacbiBaeTcs.

MpumeyvaHue 2: B IKE-cTaTUCTMKE Mpy nodcyeTe Tpadmka YYUTLIBAETCS TOMBbKO KONMYecTBO OaiiT B
ISAKMP-nakete. ¥ Cisco xe B IKE-cTaTucTuke yunTbiBaoTCA AaHHble M3 |P-3aronoska, UDP-3aronoBka U
Ethernet-saronoska naketa.
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Tabnuua 8

Hassal-wlev OID (npeHTncmnkatop Tun ) T T MIB
nepemMeHHOM obbekTa) nepemMeHHOM
CratuctvMka no craHgapTHoM rpynne System u cneum M4HbIM KOHCTaHTHbIM 3Ha4Y€HUAM
sysDescr 1.3.6.1.2.1.1.1.0 DisplayString TekcToBOE onucaHne CeTeBoro oobekTa. RFC1213-MIB
Ctpoka Buga "Bel VPN Client-P 4.1.<build>"
sysObjectlD 1.3.6.1.2.1.1.2.0 oID WaeHTtudmkarop dmpmbl-nponssogutens (BHyTpy nogaepesa | RFC1213-MIB
1.3.6.1.4.1):
1.3.6.1.4.1.9.1.576(cisco2811XM un3 CISCO-PRODUCTS-
MIB)
sysUpTime 1.3.6.1.2.1.1.3.0 TimeTicks The time (in hundredths of a second) since the network | RFC1213-MIB
management portion of the system was last re-initialized.
Bpems B COTbIX OONSAX CeKyHObl C MOMEHTa focrefHen
3arpysku CUCTEMbI
sysContact 1.3.6.1.2.1.1.4.0 DisplayString MIMs1 KOHTaKTHOM NEepPCOHbI U CNOCOD KOHTaKTa RFC1213-MIB
sysName 1.3.6.1.2.1.1.5.0 DisplayString MonHoe nma gomeHa <hostname>.<domain-name> RFC1213-MIB
syslLocation 1.3.6.1.2.1.1.6.0 Display String dursmyeckoe MeCTOMNOMNOXEHNE areHTa RFC1213-MIB
sysServices 1.3.6.1.2.1.1.7.0 int32 3HaueHue, KoTOpoe xapaktepuayeT cepsuchl, | RFC1213-MIB
npegocTaBnseMble y3noM. JTO 3HayeHue ecTb CyMmma
HoMepoB ypoBHen Mmogenu OS| B 3aBUCUMOCTU OT TOrO, Kakue
cepBucbl nopaepxusaotca: 0x01  (dmsunyeckun), 0x02
(kaHanbHbIN), 0x04 (ceTeBou), 0x08 (Touka-Touka), Ox40
(npvknagHon). Hanpumep, ecnu nogaepxusaetcs IP ypoBeHb
(MapLpyTunsaumna) m TPaHCMOPTHbIN YPOBEHb (TOYKa-TOYKA),
TO 3HayveHue sysServices ecTb cymma 4 1 8.
78 (c2611XM)
chassisType 1.3.6.1.4.1.9.3.6.1.0 int32 413 (c2811XM) OLD-CISCO-
CHASSIS-MIB
cipSecMibLevel 1.3.6.1.4.1.9.9.171.1.1.1.0 int32 The level of the IPsec MIB CISCO-IPSEC-FLOW-

1

MONITOR-MIB
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Hassal-wlev OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
snmpSetSerialNo 1.3.6.1.6.3.1.1.6.1.0 int32 <An advisory lock used to allow several cooperating SNMPv2 | SNMPv2-MIB
entities, all acting in a manager role, to coordinate their use of
the SNMPV2 set operation.
Mcnonb3yeTcs kak 3Ha4YeHNe, KOTOPOE OrpaHNYMBaET CBEPXY
Cisco-specific 3Ha4yeHus. dakTn4eckm ABnseTcs
HedopmarnbHbiM 0603HavYeHnem KoHua MIB-a. CnyxuT ans
npeaoTBpaLLEHNS BO3MOXHbIX KONnNuaum npu otpabotke GET-
NEXT onepauun.
0
ciscolmageString 1.3.6.1.4.1.9.9.25.1.1.1.2.<i> DisplayString <The string of this entry.> (onucanune Tabnuubl — <A table | CISCO-IMAGE-MIB
provides content information describing the executing 10S
image.>).
BblgaloTcsa faHHble Ans areHTa:
1: "CW_BEGIN$-csp-vpn$"
2: "CW_IMAGE$C2800NM$"
3: "CW_FAMILY$C2800 NM $"
4:
"CW_FEATURES$IP|FIREWALL|PLUS|3DES|VPN|SSH|IP
SEC$"
5: "CW_VERSION$12.4(13a)$"
6: "CW_MEDIA$RAMS$"
7: "CW_SYSDESCR$Bel VPN {Gate|Server|Client-P}
<major>.<minor>.<build>, Emulation of: Cisco 10S
Software, 2800 Software (C2800NM-ADVIPSERVICESK9-
M), Version 12.4(13a), RELEASE SOFTWARE (fc1)$"
8: "CW_MAGICS$$"
9: "CW_END$-csp-vpn$"
dotldBaseBridgeA | 1.3.6.1.2.1.17.1.1.0 MacAddress VMcnonb3yeTcs npu B3anmogenctamm ¢ yctporcteamm Cisco. | BRIDGE-MIB
ddress 00 00 00 00 00 00
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Hassal-mev OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
dotldBaseNumPort | 1.3.6.1.2.1.17.1.2.0 int32 The number of ports controlled by this bridging entty. | BRIDGE-MIB
S VcnonbayeTtcs npy B3aMmogenctemm ¢ yctporicteamm Cisco.
0
dotldBaseType 1.3.6.1.2.1.17.1.3.0 int32 { unknown | Vicnonb3yeTtcd npu B3aumogencTaum ¢ yctponcteamm Cisco. | BRIDGE-MIB

(1) , transparent-
only 2 ,
sourceroute-only
(3).srt(4}

srt (4)

Fno6anbHas IKE-cTaTucTHka

cikeGlobalActiveTu
nnels

1.3.6.1.4.1.9.9.171.1.2.1.1.0

uint32

<The number of currently active IPsec Phase-1 IKE Tunnels>
Bce cyulecTBytolme Ha AaHHbIA MOMEHT akTuBHble |ISAKMP
SA.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cikeGlobalPrevious
Tunnels

1.3.6.1.4.1.9.9.171.1.2.1.2.0

uint32

<The total number of previously active IPsec Phase-1 IKE
Tunnels>
KonnuectBo ISAKMP SA ¢ MoMeHTa cTapTta AreHTa, KoTopble
Obinn co3daHbl, HO YXe He SABMAITCA aKTMBHbIMK, NGO
yAarneHsl.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cikeGloballnOctets

1.3.6.1.4.1.9.9.171.1.2.1.3.0

uint32

<The total number of octets received by all currently and
previously active IPsec Phase-1 IKE Tunnels>

KonuuyectBo GanT, npuHATbIX B TeyeHne Bcex IKE-ceccuii ¢
MOMEHTa cTapTa AreHTa

CISCO-IPSEC-FLOW-
MONITOR-MIB

cikeGloballnPkts

1.3.6.1.41.9.9.171.1.2.1.4.0

uint32

<The total number of packets received by all currently and
previously active IPsec Phase-1 IKE Tunnels>

KonuuectBo ISAKMP-nakeToB, MPUHATBIX B TeYeHWe BCeX
IKE-ceccuiic MOMeHTa cTapTa AreHta

CISCO-IPSEC-FLOW-
MONITOR-MIB

cikeGloballnDropP
kts

1.3.6.1.41.9.9.171.1.2.1.5.0

uint32

<The total number of packets which were dropped during
receive processing by all currently and previously active IPsec
Phase-1 IKE Tunnels>

KonuuyectBo ISAKMP-nakeToB, OTBEPrHyThIX B TEYEHNE BCEX
IKE-ceccuin c MOMeHTa cTapTta AreHta

CISCO-IPSEC-FLOW-
MONITOR-MIB
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Hassal-wlev OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
cikeGloballnP2Exc 1.3.6.1.4.1.9.9.171.1.2.1.7.0 uint32 <The total number of IPsec Phase-2 exchanges received by | CISCO-IPSEC-FLOW-
hgs all currently and previously active IPsec Phase-1 IKE Tunnels> | MONITOR-MIB
KonuuectBo ycnewHblx Quick Modes B kayecTse
pecnoHgepa.
cikeGloballnP2Exc | 1.3.6.1.4.1.9.9.171.1.2.1.8.0 uint32 <The total number of IPsec Phase-2 exchanges which were | CISCO-IPSEC-FLOW-
hglnvalids received and found to be invalid by all currently and previously | MONITOR-MIB
active IPsec Phase-1 IKE Tunnels>
Obwee konudyectBo |IKE-ceccuit no cospgaHuio  IPsec
COefMHEHUN, MHULUMPOBAHHbIX napTHEpamMu, He
COCTOSIBLLUMXCS MO NpUYUHE oGk obmeHa.
cikeGloballnP2Exc | 1.3.6.1.4.1.9.9.171.1.2.1.9.0 uint32 <The total number of IPsec Phase-2 exchanges which were | CISCO-IPSEC-FLOW-
hgRejects received and rejected by all currently and previously active | MONITOR-MIB
IPsec Phase-1 IKE Tunnels>
Obwee konuyectBo IKE-ceccuin no co3pgaHuio  IPsec
COEOVHEHUA, VHULMMPOBAHHBLIX MNapTHEPaMK, KOTOpble He
COCTOSNUCb MO  MPUYMHE  paccornacoBaHUsi  MOMUTUK
©e3onacHocTu.
cikeGlobalOutOctet | 1.3.6.1.4.1.9.9.171.1.2.1.11.0 | uint32 <The total number of octets sent by all currently and previously | CISCO-IPSEC-FLOW-
S active and IPsec Phase-1 IKE Tunnels> MONITOR-MIB
KonuuyecTtBo BanT, BbicnaHHbIX B TeveHne Bcex IKE-ceccum ¢
MOMeHTa cTapTta AreHTa
cikeGlobalOutPkts 1.3.6.1.4.1.9.9.171.1.2.1.12.0 | uint32 <The total number of packets sent by all currently and | CISCO-IPSEC-FLOW-
previously active and IPsec Phase-1 Tunnels> MONITOR-MIB
KonnuyectBo ISAKMP-nakeToB, BbICMNaHHbIX B TEYEHUE BCEX
IKE-ceccuii c MmoMeHTa cTapTta AreHta
cikeGlobalOutDrop | 1.3.6.1.4.1.9.9.171.1.2.1.13.0 | uint32 <The total number of packets which were dropped during send | CISCO-IPSEC-FLOW-

Pkts

processing by all currently and previously active IPsec Phase-
1 IKE Tunnels>

KonunyectBo ISAKMP-naketoB B TeveHue Bcex |IKE-ceccuin c
MOMeHTa cTapTa AreHTta, KoTopble Obifv roTOBbI K OTChISIKE,
HO MO KaKUM-TO MpUYMHaM He Obinn OToCNaHbI

MONITOR-MIB
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Hassal-wlev OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
cikeGlobalOutP2Ex | 1.3.6.1.4.1.9.9.171.1.2.1.15.0 uint32 <The total number of IPsec Phase-2 exchanges which were | CISCO-IPSEC-FLOW-
chgs sent by all currently and previously active IPsec Phase-1 IKE | MONITOR-MIB
Tunnels>
KonuyectBo ycnewHblx Quick Modes B kayecTse
nHuUmaTopa.
cikeGlobalOutP2Ex | 1.3.6.1.4.1.9.9.171.1.2.1.16.0 | uint32 <The total number of IPsec Phase-2 exchanges which were | CISCO-IPSEC-FLOW-
chglnvalids sent and found to be invalid by all currently and previously | MONITOR-MIB
active IPsec Phase-1 Tunnels>
Obwee KoONMMYECTBO MHULMUPpOBaHHLIX |IKE-ceccun no
co3faHuto IPsec coenHeHN, He COCTOSABLUMXCA NO MpUYMHE
OLLUNOKM OobOMeHa.
cikeGlobalOutP2Ex | 1.3.6.1.4.1.9.9.171.1.2.1.17.0 | uint32 <The total number of IPsec Phase-2 exchanges which were | CISCO-IPSEC-FLOW-
chgRejects sent and rejected by all currently and previously active IPsec | MONITOR-MIB
Phase-1 IKE Tunnels>
Obwee KoONMMYECTBO MHULMUpOBaHHLIX |IKE-ceccun no
cosfaHuto IPsec coeguHeHUn, He COCTOSABLUMXCS MO Npu4nHe
paccornacoBaHusi MONUTUK 6e30nacHoOCTM.
cikeGloballnitTunn 1.3.6.1.4.1.9.9.171.1.2.1.19.0 uint32 <The total number of IPsec Phase-1 IKE Tunnels which were | CISCO-IPSEC-FLOW-
els locally initiated> MONITOR-MIB
KonnyecTtBo co3faHHbix ISAKMP SA B kKauecTBe MHULMaTopa
(T.e. Mo MHULMATUBE NOKANbHOW CTOPOHbI).
cikeGloballnitTunn 1.3.6.1.4.1.9.9.171.1.2.1.20.0 uint32 <The total number of IPsec Phase-1 IKE Tunnels which were | CISCO-IPSEC-FLOW-
elFails locally initiated and failed to activate> MONITOR-MIB
KonnyecTBO MHMUMNMPOBaHHBIX ceccui no cozgannto |ISAKMP
SA, 3aBepLUMBLLNXCA HEYyOavYen
cikeGlobalRespTun | 1.3.6.1.4.1.9.9.171.1.2.1.21.0 | uint32 <The total number of IPsec Phase-1 IKE Tunnels which were | CISCO-IPSEC-FLOW-

nelFails

remotely initiated and failed to activate>

KonnmyectBo ceccun no  co3gaHno  ISAKMP  SA,
WHULUUMPOBAHHLIX  MapTHEpamu, KOTOpble 3aBepLUUUCH
HeyOadven

MONITOR-MIB
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HasBaHue ) OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
cikeGlobalAuthFail 1.3.6.1.4.1.9.9.171.1.2.1.23.0 uint32 <The total number of authentications which ended in failure by | CISCO-IPSEC-FLOW-
S all current and previous IPsec Phase-1 IKE Tunnels> MONITOR-MIB
KonuyecTtBo Heyga4dHbIX ceccuin no cosgaHuio ISAKMP SA, B
KOTOPbIX HE MpoLUa ay TeHTUUKaLMs
cikeGlobalDecryptF | 1.3.6.1.4.1.9.9.171.1.2.1.24.0 | uint32 <The total number of decryptions which ended in failure by all | CISCO-IPSEC-FLOW-
ails current and previous IPsec Phase-1 IKE Tunnels> MONITOR-MIB
Obwee konuyectBo |KE-ceccuit, He COCTOSIBLUMXCA MO
NpUYMHe OLIMGBKM paclumdpoBaHKs nakeTa.
cikeGlobalHashvali | 1.3.6.1.4.1.9.9.171.1.2.1.25.0 uint32 <The total number of hash validations which ended in failure | CISCO-IPSEC-FLOW-
dFails by all currentand previous IPsec Phase-1 IKE Tunnels> MONITOR-MIB
KonuyecTBo HeydayHbIX orepauuin Mo MpoBepKe 3Ha4YeHus
xaLw-cpyHKUUM BO Beex IKE ceccusix
cikeGlobalNoSaFail | 1.3.6.1.4.1.9.9.171.1.2.1.26.0 uint32 <The total number of non-existent Security Association in | CISCO-IPSEC-FLOW-

S

failures which occurred during processing of all current and
previous IPsec Phase-1 IKE Tunnels>

Obwee konmyectBo IKE-ceccuit, He COCTOSABLLUMXCA MO
npuynHe OTCYTCTBUA
ISAKMP coeaunHeHus.

MONITOR-MIB
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HasBaHue
nepemMeHHOM

OID (npeHTucnkatop
ob6bekTa)

Tun
nepemMeHHOM

3HavyeHue nepemMmeHHOMn

MIB

Mobanb

Has IPsec-ctatnctuka

cipSecGlobalActive
Tunnels

1.3.6.1.4.1.9.9.171.1.3.1.1.0

uint32

<The total number of currently active IPsec Phase-2 Tunnels>
KonuyectBo cyLlecTBYOWMX Ha [JaHHbIK MOMEHT |IPsec
coeguHeHui. Neproa OOHOBNEHMST BCEX NEePEMEHHbIX 3TOro
pasgena (FnobanbHasa IPsec-ctatuctuka) — 1 cekyHga.
[MoaTomy, nocrne W3MEHEHUS 3HadYeHust NEepPeMEHHON B
TeueHMe 1 CeKyHObl Ha KOMMbIOTEPE MOXET BblAaBaTbCs
yCTapeBLUee 3HaYEHMe.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGlobalPrevio
usTunnels

1.3.6.1.41.99.171.1.3.1.2.0

uint32

<The total number of previously active IPsec Phase-2
Tunnels>
KonnyecTtBo IPsec SA ¢ MOMeHTa cTapTta AreHTta, KoTopble
Obinn co3daHbl, HO YXe He SABMSITCA aKTUBHbIMM, NGO
yaaneHsbl.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnOct
ets

1.3.6.1.41.9.9.171.1.3.1.3.0

uint32

<The total number of octets received by all current and
previous IPsec Phase-2 Tunnels.
This value is accumulated BEFORE determining whether or
not the packet should be decompressed. See also
cipSecGloballnOctWraps for the number of times this counter
has wrapped>

KonnyectBo GanT, NpuHATBIX Noa 3awwmton Becex IPsec SA ¢
MOMeHTa cTapTa AreHTa

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnOct
Wraps

1.3.6.1.4.1.9.9.171.1.3.1.5.0

uint32

<The number of times the global octets received counter
(cipSecGloballnOctets) has wrapped>
KonuuyecTtso nepenonHeHun cyetymka cipSecGloballnOctets.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnPkts

1.3.6.1.4.1.9.9.171.1.3.1.9.0

uint32

<The total number of packets received by all current and
previous IPsec Phase-2 Tunnels>
KonnyecTBo NakeToB, NPUHATLIX NOA 3alumnTomn Bcex IPsec SA

C MOMeHTa cTapTa AreHTta

CISCO-IPSEC-FLOW-
MONITOR-MIB
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HasBaHue
nepemMeHHOM

OID (npeHTucnkatop
ob6bekTa)

nepemMeHHOM

Tvn

3HavyeHue nepemMmeHHOMn

MIB

cipSecGloballinDro
ps

1.3.6.1.4.1.9.9.171.1.3.1.10.0

uint32

<The total number of packets dropped during receive
processing by all currentand previous IPsec Phase-2 Tunnels.
This count does NOT include packets dropped due to Anti-
Replay processing>

OOLee KONMMYECTBO BCEX BXOASILLMX MAKETOB, OTBEPTHYTbIX
nokanbHbIM
YCTPONCTBOM,
(Kpowme
NpourHopupoBaHHbIX no Anti-Replay).

npu 3agencrteoBaHMM |IPsec coeavHeHus

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballinRepl
ayDrops

1.3.6.1.4.1.9.9.171.1.3.1.11.0

uint32

<The total number of packets dropped during receive
processing due to Anti-Replay processing by all current and
previous IPsec Phase-2 Tunnels>

OOLiee KONMMYECTBO BCEX BXOASILLUX MAKETOB, OTBEPTHYTbIX
nokanbHbIM

YCTPOMCTBOM MOCpeacTBoM MexaHu3ma Anti-Replay, npwu
3agencTBoBaHuK |IPsec coeguHeHus.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnAuth
Fails

1.3.6.1.4.1.9.9.171.1.3.1.13.0

uint32

<The total number of inbound authentication's which ended in
failure by all currentand previous IPsec Phase-2 Tunnels>
Ofwee  KOMMYECTBO  BCEX  HeydayHblX  BXOOALMX
ayTeHTUdmKauui no IPsec coegnHeHnam.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnDec
rypts

1.3.6.1.4.1.9.9.171.1.3.1.14.0

uint32

<The total number of inbound decryption's performed by all
currentand previous |Psec Phase-2 Tunnels>

To xe camoe 3Ha4eHve, 4YTo 1 cipSecGloballnPkts.

Ofwee KoONMYECTBO BXOOSLMX MNaKeToB, KOTOpble Obinn
pacLiundgpoBaHbl Bcemn IPsec coeanHeHnsimu.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecGloballnDec
ryptFails

1.3.6.1.41.9.9.171.1.3.1.15.0

uint32

<The total number of inbound decryption's which ended in
failure by all current and previous IPsec Phase-2 Tunnels>
Ofwee KONMYECTBO BXOOALWMX MaKeToB, KOTOpble Obinu
Heyaa4yHo pacluungposaHbl IPsec coeqmMHeHusaMu.

CISCO-IPSEC-FLOW-
MONITOR-MIB
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Hassal-mev OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
cipSecGlobalOutOc | 1.3.6.1.4.1.9.9.171.1.3.1.16.0 uint32 <The total number of octets sent by all current and pre-vious | CISCO-IPSEC-FLOW-
tets IPsec Phase-2 Tunnels. This value is accumulated AFTER | MONITOR-MIB
determining whether or not the packet should be compressed.
See also cipSecGlobalOutOctWraps for the number of times
this counter has wrapped>
KonunuyecTtBo 6anT, oTocnaHHbIX oA 3awmton Bcex IPsec SA
C MOMeHTa cTapTa AreHTta
cipSecGlobalOutOc | 1.3.6.1.4.1.9.9.171.1.3.1.18.0 | uint32 <The number of times the global octets sent counter | CISCO-IPSEC-FLOW-
tWraps (cipSecGlobalOutOctets) has wrapped> | MONITOR-MIB
KonunuectBo nepenorHeHuin cyeTymKa
cipSecGlobalOutOctets.
cipSecGlobalOutPk | 1.3.6.1.4.1.9.9.171.1.3.1.22.0 | uint32 <The total number of packets sent by all current and previous | CISCO-IPSEC-FLOW-
ts IPsec Phase-2 Tunnels> MONITOR-MIB
KonnyecTBO NakeToB, OTOCMaHHbIX MO4 3awimTon Becex IPsec
SA ¢ MOMeHTa cTapTa AreHTa
cipSecGlobalOutDr | 1.3.6.1.4.1.9.9.171.1.3.1.23.0 | uint32 <The total number of packets dropped during send processing | CISCO-IPSEC-FLOW-
ops by all currentand previous IPsec Phase-2 Tunnels> MONITOR-MIB
ObLuee KOMMYECTBO BCEX UCXOOALLMX MaKeTOB, OTBEPTHYTbIX
noKanbHbIM
YCTPOMCTBOM, Npu 3aencTBoBaHumM |IPsec coeguHeHus.
cipSecGlobalOutAu | 1.3.6.1.4.1.9.9.171.1.3.1.25.0 | uint32 <The total nhumber of outbound authentication's which ended | CISCO-IPSEC-FLOW-
thFails in failure by all current and previous IPsec Phase-2 Tunnels> | MONITOR-MIB
ObLee KONMMYECTBO  BCEX  HeydayHbIX  UCXOASLMX
ayTeHTudmKaumn no IPsec coegnHeHnsaMm.
cipSecGlobalOuten | 1.3.6.1.4.1.9.9.171.1.3.1.26.0 | uint32 <The total number of outbound encryption's performed by all | CISCO-IPSEC-FLOW-

crypts

currentand previous |IPsec Phase-2 Tunnels>

Toxe camoe 3HayeHue, 4To 1 cipSecGlobalOutPkts.

ObLee KONMMYECTBO MCXOOALWMX MAKETOB, KOTOpblE Obinuv
3awmdpoBaHbl Bcemu IPsec coeanHeHnsiMu.

MONITOR-MIB
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HasBaHue ) OID (npeHTucnkatop Tun ) T T MIB
nepemMeHHOM ob6bekTa) nepemMeHHOM
cipSecGlobalOutEn | 1.3.6.1.4.1.9.9.171.1.3.1.27.0 uint32 <The total number of outbound encryption's which ended in | CISCO-IPSEC-FLOW-
cryptFails failure by all currentand previous IPsec Phase-2 Tunnels> MONITOR-MIB
OOLLee KOMMYECTBO MCXOOSALMX MAKETOB, KOTOpble Oblnu
HeygayHo 3awundpoBaHbl IPsec coeguHeHnamn.
cipSecGlobalNoSa | 1.3.6.1.4.1.9.9.171.1.3.1.29.0 | uint32 <The total number of non-existent Security Assocication in | CISCO-IPSEC-FLOW-

Fails

failures which occurred during processing of all current and
previous IPsec Phase-2 Tunnels>

Ob6wee konn4ecTso 0OMEHOB, HE COCTOSIBLLUXCS MO NPUYMHE
OTCYyTCTBUA IPSec coequHeHus.

MONITOR-MIB

Cratuctuka n

0 ceTeBbIM UHTepdencam

ifPhysAddress

1.3.6.1.2.1.2.2.1.6.<ifIndex>

Octet string

<The interface's address at the protocol layer immediately
“"below' the network layer in the protocol stack. For interfaces
which do not have such an address (e.g., a serial line), this
object should contain an octet string of zero length.>
MAC-agpec gaHHoro nHtepdenca.
WMHoekc  gnst JaHHOrO  3HAYeHMs
ipAdENtlfindex.<ip>

Gepetcs n3

RFC1213-MIB

ifindex

1.3.6.1.2.1.2.2.1.1.<ifIndex>

int32

<A unique value for each interface. Its value ranges between
1 and the value of ifNumber. The value for each interface must
remain constant at least from one re-initialization of the entity's
network management system to the next re-initialization>

ifindex — nHaekc uHTepduerica, 3Ha4YeHne NEXUT B AnanasoHe
ot 1 go ifNumber (ifNumber — yncno ceTeBbix UHTEphENCOB)

RFC1213-MIB

ipAdENtAddr

1.3.6.1.2.1.4.20.1.1 <ip>

IpAddress

<The IP address to which this entry's addressing information
pertains.>
CobcTBeHHO cam <ip> (coBnagaeT C MHAEKCOM 3Ha4YeHUs1)

IP-MIB

ipAdEntNetMask

1.3.6.1.2.1.4.20.1.3.<ip>

IpAddress

<The subnet mask associated with the IP address of this entry.
The value of the mask is an IP address with all the network bits
set to 1 and all the hosts bits set to 0.>

Macka agpeca.

IP-MIB

Bel VPN 4.1
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HasBaHue
nepemMeHHOM

OID (npeHTucnkatop
ob6bekTa)

Tvn

nepemMeHHOM

3HavyeHue nepemMmeHHOMn

MIB

ipAdENtIfindex

1.3.6.1.2.1.4.20.1.2.<ip>

int32

<The index value which uniquely identifies the interface to
which this entry is applicable. The interface identified by a
particular value of this index is the same interface as identified
by the same value of RFC 1573's ifIndex.>

VHoekcom nepemeHHonm sBnsieTca IP-agpec ycTpoucTBa.
3HaveHvem — wuHaekc wuHTepdenca (B Tabnuue ifTable),
KOTOPbI COAEPXKUT OaHHLIN agpec.

[Mepnog o6OHOBNEHMS BCEX MNEpeMeHHbIX 3TOro pasgena
(Ctatuctuka no ceteBbiM uHTepcdencam) — 5 cekyHa.
MoaToMy, nocne W3MEHEeHWs 3Ha4YeHUss MepemMeHHOW B
TeyeHMe 5 CekyHO Ha KOMMbIOTEPE MOXET BblAaBaTbCA
yCcTapeBLUee 3HaYeHue.

IP-MIB

CPU (3arpyska npoueccopa), Memory — craTuctTuka

cpmCPUTotal5sec

1.3.6.1.41.9.9.109.1.1.1.1.3.1

uint32 (1..100)

<The overall CPU busy percentage inthe last 5 second period.
This object obsoletes the busyPer object from the OLD-
CISCO-SYSTEM-MIB. This object is deprecated by
cpmCPUTotal5secRev which has the changed range of value
(0..100).>

3arpyska npoueccopa 3a nocnegHue 5 cekyHg (B npoLeHTax).

CISCO-PROCESS-
MIB

cpmCPUTotal5sec
Rev

1.3.6.1.4.1.9.9.109.1.1.1.1.6.1

uint32 (0..100)

<The overall CPU busy percentage inthe last 5 second period.
This object deprecates the object cpmCPUTotal5sec and
increases the value range to (0..100). This object is
deprecated by cpmCPUTotalMonInterval>

3arpyska npoLeccopa 3a nocnegHve 5 cekyHg. Otnuyaetcs
ot cpmCPUTotal5sec gonycTumbiMu Npegenamu.

CISCO-PROCESS-
MIB
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HasBaHue
nepemMeHHOM

OID (npeHTucnkatop
ob6bekTa)

Tun
nepemMeHHOM

3HavyeHue nepemMmeHHOMn

MIB

cpmCPUTotallmin

1.3.6.1.4.1.9.9.109.1.1.1.1.4.1

uint32 (1..100)

<The overall CPU busy percentage in the last 1 minute period.
This object obsoletes the avgBusyl object from the OLD-
CISCO-SYSTEM-MIB. This object is deprecated by
cpmCPUTotallminRev which has the changed range of value
(0..100).>

3arpyaka npoweccopa 3a nocrnegHow MuHyTy. OTnuyaeTtcs ot
cpmCPUTotallminRev gonyctumMbiMu npegenamu.

CISCO-PROCESS-
MIB

cpmCPUTotallmin
Rev

1.3.6.1.41.9.9.109.1.1.1.1.7.1

uint32 (0..100)

<The overall CPU busy percentage in the last 1 minute period.
This object deprecates the object cpmCPUTotallmin and
increases the value range to (0..100).>

3arpyska npoueccopa 3a nocrnegHwow MUHyTy. OTnmyaeTcs ot
cpmCPUTotallmin gonycTumbiMu NpeaenamMu.

CISCO-PROCESS-
MIB

cpmCPUTotal5min

1.3.6.1.4.1.9.9.109.1.1.1.1.5.1

uint32 (1..100)

<The overall CPU busy percentage in the last 5 minute period.
This object deprecates the avgBusy5 object from the OLD-
CISCO-SYSTEM-MIB. This object is deprecated by
cpmCPUTotal5minRev which has the changed range of value
(0..100).>

CpenHsas 3arpyska npoueccopa 3a nocnegHue 5 muHyT (B
npoueHTax).

CISCO-PROCESS-
MIB

cpmCPUTotal5min
Rev

1.3.6.1.4.1.9.9.109.1.1.1.1.8.1

uint32 (0..100)

<The overall CPU busy percentage in the last 5 minute period.
This object deprecates the object cpmCPUTotal5min  and
increases the value range to (0..100).>

3arpyska npoueccopa 3a nocrnegHue 5 MuHyT. OTnuyaeTcs ot
cpmCPUTotal5min gonyctumbiMu npegenamu.

CISCO-PROCESS-
MIB
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HasBaHue
nepemMeHHOM

OID (npeHTucnkatop
ob6bekTa)

Tun
nepemMeHHOM

3HavyeHue nepemMmeHHOMn

MIB

busyPer

1.3.6.1.4.1.9.2.1.56.0

int32
(0..100)

<CPU busy percentage in the last 5 second period. Not the
last 5 realtime seconds but the last 5 second period in the
scheduler.>

3arpyska npoueccopa 3a nocnegHve 5 cekyHa. AHanornyHo
cpmCPUTotalssecRev, 3a uUCKNOYeHUEM Tuna nepemMeHHoN.
MpumevaHne: gaHHoe noeegeHune otnnyaetcs ot Cisco |I0S —
TaMm yKasdaHHble 3Ha4YeHus MOryT pasnuyartbcs. 3HaveHue,
BblaaBaemoe areHToMm, 3aBucut ot OC 1 HEMHOro oTnn4yaeTcs
no cmbicny OoT obonx 3HaveHun Cisco 10S.

OLD-CISCO-CPU-MIB

ciscoMemoryPoolU
sed

1.3.6.1.4.1.9.9.48.1.1.1.5.1

uint32

<Indicates the number of bytes from the memory pool that are
currently in use by applications on the managed device.>
PaccmatpuBaetca kak Tabnvua u3 opHOro anemeHTta (c
mHoekcom 1), koTopas 3agaeT  obliee  KOnWMYecTBO
NCNonb3yemon mM3n4eckon namsaTu.

CISCO-MEMORY-
POOL-MIB

ciscoMemoryPoolF
ree

1.3.6.1.4.1.9.9.48.1.1.1.6.1

uint32

<Indicates the number of bytes from the memory pool that are
currently unused on the managed device.

Note that the sum of ciscoMemoryPoolUsed and
ciscoMemoryPoolFree is the total amount of memory in the
pool>

Ob6wee konm4ecTBO cBOBOAHOM M3NYECKO NaMATN.

CISCO-MEMORY-
POOL-MIB
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2.2 Tpan-coobuweHus

SNMP-areHT nocbIinaeT Tpan-coobLLeHN 0 BO3HMKLINX COObITUsIX SNMP-MeHexepy.

B npuBeneHHol Huxe Tabnuue (Tabnuua 9) nepeyncrieHbl peanusoBaHHble Tparbl U NepeMeHHble, KoTopble BbickbinatoTcs SNMP-MeHedxepy, v onvcaHue Tpana.

Tabnuua 9
HasBaHue Tpana SN!V.IPVl Enterprise and CnuncoK nepemMeHHbIX 3Ha4yeHune nepemMmeHHOMn MIB
Specific Type; SNMPv2 OID
cikeSysFailure 1.3.6.1.4.1.9.9.171.2 cikePeerLocalAddr — agpec local | <This notification is generated when the | CISCO-IPSEC-FLOW-
peer processing for an IPsec Phase-1 IKE Tunnel | MONITOR-MIB
3 experiences an internal or system capacity
cikePeerRemoteAddr — apgpec | error.>
1.3.6.1.4.1.9.9.171.2.0.3 remote peer
Ob6a 3HayeHus — TabnuuHble. CuvrHanusaums O BHYTpPEHHeW olunbke wunm
ncuyeprnaHum pecypcos npu obpaboTke IKE.
cikeCertCrlFailure 1.3.6.1.4.1.9.9.171.2 cikePeerLocalAddr <This notification is generated when the | CISCO-IPSEC-FLOW-
cikePeerRemoteAddr processing for an IPsec Phase-1 IKE Tunnel | MONITOR-MIB
4 experiences a Certificate or a Certificate
Revoke List (CRL) related error.>
1.3.6.1.4.1.9.9.171.2.0.4 Owwnbka, cBsA3aHHasaA C cepTudmKaTamm Wnu
CRL.
cikeProtocolFailure 1.3.6.1.4.1.9.9.171.2 cikePeerLocalAddr <This notification is generated when the | CISCO-IPSEC-FLOW-
cikePeerRemoteAddr processing for an IPsec Phase-1 IKE Tunnel | MONITOR-MIB
5 experiences a protocol related error.>
Owwnbka, cBsidaHHasi ¢ 0OpaboTkoM MpoToKona
1.3.6.1.4.1.9.9.171.2.0.5 IKE:
o Authentication  error (B
cuUTyauuslx, He  nomajalowux  noa
cikeCertCrlFailure)
. BlackLog
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HasBaHue Tpana

SNMPv1 Enterprise and
Specific Type; SNMPv2 OID

CnucoK nepeMeHHbIX

3HayeHne nepeMeHHom

MIB

cikeNoSa

1.3.6.1.41.9.9.171.2
6
1.3.6.1.4.1.9.9.171.2.0.6

cikePeerLocalAddr
cikePeerRemoteAddr

<This notification is generated when the
processing for an IPsec Phase-1 IKE Tunnel
experiences a non-existent security association
error.>

Mpuxon IKE-nakeToB Ha HECYLLECTBYOLWNA SA
(Invalid cookie).

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecSetUpFailure

1.3.6.1.4.1.9.9.171.2

10
1.3.6.1.4.1.9.9.171.2.0.10

cikePeerLocalAddr
cikePeerRemoteAddr

<This notification is generated when the setup
for an IPsec Phase-2 Tunnel fails.>

Mo TeM WM WHbIM MNpUMYMHaM He yAanocb
cosgatb IPsec SA (npu cyuwecTsytowem IKE
SA).

[MpymevaHue: 3TOT Tpan OTCbIAeTCH TOMNbKO
npv NOSIBNEHUN OLLINOKM BO BPEMS NPOBELEHNS
IKE-ceccun 1 TeM napTHEpoM, Ha KOTOPOM
cnyyuinacb  oLimbKa. Ecnn cosfaHve
coefvHeHus npekpaLleHo no  Apyrmv
npu4MHaMm — oCTaHOBKa cepBuca, nepesarpyska
LSP, delete payload, nonyyeHne HoTuUKaLnm
O TOM, YTO MapTHeEp NO CBOEW MWHULMAaTMBE
npekpaTun cosgaHve coefuHeHusi, timeout u
Op., TO rfokarnbHOe YCTPOMUCTBO Tpam He
oTchblnaeT. B aTom coctoutT OTnnuYmMe Hallero
areHTa ot |OS, rae Tpanbl OTCbiNaTCs ¢ 060Mx
napTHePOB Mpu Nto6OI HeyCNEeLLHOM CECCUMM MO
co3paxuio |IPsec coeguHeHus.

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipSecTunnelStart

1.3.6.1.4.1.9.9.171.2
7
1.3.6.1.4.1.9.9.171.2.0.7

cipSecTunLifeTime
cipSecTunLifeSize

TabnnyHble 3HaYEHUs.

<This notification is generated when an IPsec
Phase-2 Tunnel becomes active.>

YcnelwHoe co3fgaHne TyHHens.

CISCO-IPSEC-FLOW-
MONITOR-MIB
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HasBaHue Tpana

SNMPv1 Enterprise and

Specific Type; SNMPv2 OID

CnucoK nepeMeHHbIX

3HayeHne nepeMeHHom

MIB

cipSecTunnelStop

1.3.6.1.41.9.9.171.2

8

1.3.6.1.4.1.9.9.171.2.0.8

cipSecTunActiveTime
TabnuyHoe 3Ha4yeHue

<This notification is generated when an IPsec
Phase-2 Tunnel becomes inactive.>

YHMMTOXEHMEe  CO3OaHHOro
pa3HbIM NpUYMHaMm).

TyHHena  (ro

CISCO-IPSEC-FLOW-
MONITOR-MIB

cipsTooManySAs

1.3.6.1.4.1.9.10.62.2

1.3.6.1.4.1.9.10.62.2.0.7

cipsMaxSAs — mMakcuMmaribHoe
konu4yecTtBo IPsec SAs. Ecnu He
cyuiecTtByeTt npegena— 0.

<This trap is generated when a new SA is
attempted to be setup while the number of
currently active SAs equals the maximum
configurable. The variables are: cipsMaxSAs>
Otka3 oT co3gaHMss SA  nNo  npuyivHe
OOCTUrHYTOrO MakCUMMarbHOro KonuvdecTsa SA,
yKasaHHoro B JnvueHsun. B nepemeHHon
MPOMUCLIBAETCA MaKCMMaribHOe KONMUYecTBO
SA 13 nuLeH3nNn.

CISCO-IPSEC-MIB
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HasBaHue Tpana

SNMPv1 Enterprise and
Specific Type; SNMPv2 OID

CnucoK nepeMeHHbIX

3HayeHne nepeMeHHom

MIB

ciscoConfigManEven
t

1.3.6.1.4.1.9.9.43.2

1.3.6.1.4.1.9.9.43.2.0.1

ccmHistoryEventCommandSour
ce = { commandLine(1), snmp(2)
}
ccmHistoryEventConfigSource =
{ erase(1l), commandSource(2),
running(3), startup(4), local(5),
networkTftp(6), networkRcp(7) }

ccmHistoryEventConfigDestinati

on = { erase(1),
commandSource(2), running(3),
startup(4), local(5),

networkTftp(6), networkRecp(7) }

TabnuyHble 3Ha4veHus. Haekc —
L,erioe Y1cno, HaYMHaroLlLLeecs ¢
eguHuubl.  VIHKpemeHTUpyeTcs
Npyv KaXXgonW Mocbike Tpana
JaHHoro Tuna.

<Notification of a configuration management
event as recorded in ccmHistoryEventTable.>
Bcerga ccmHistoryEventCommandSource=1
Heckonbko BapnaHTOB:
1 Tlpm BbI3OBE Isp_mgr show unu cs_console
show run:
ccmHistoryEventConfigSource=2
ccmHistoryEventConfigDestination=2
MMpumeyaHve: aHanormyHo peakumm Cisco Ha
KkoMaHay show run

2 Tpwn ycnewHou nporpy3ke LSP:
ccmHistoryEventConfigSource=2
ccmHistory EventConfigDestination=3

MMpumedaHme: aHanormyHo peakumm Cisco Ha

komaHgy configure terminal.

Ons cTtaptoBon 3arpyskum LSP Hago 3agatb

ccmHistoryEventConfigSource =4

3 [pwn otrpy3ske LSP (no pa3HbiM npuynHam):
ccmHistoryEventConfigSource=1
ccmHistoryEventConfigDestination=3

CISCO-CONFIG-MAN-

MIB
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