Bepcus 4.5 Mpumep ucnonb3oBaHUs Pepakums 1

NocTtpoeHne VPN TyHHensa mexay WNO30M
6e3onacHocTtu «Bel VPN Gate» m
MoounbHbIM KnneHToM «Bel VPN Client-P»,
Haxoaswmmcs 3a aguHamuyeckum NAT-om,
C Bblgavyeu agpeca u3 nyna

OnucaHue cteHaa

CueHapuii MnnlCTpUpyeT MNOCTPOEHME 3alUULLEHHOro coeauHeHus Mmexay noaceTbto SN1, 3awwmiaemon
wo3om 6esonacHoctn «Bel VPN Gate», n mobunsHbiM knveHTom «Bel VPN Client-P» (yctponctso Client1).
Ons 3awwmtel 6yget noctpoeH VPN TyHHenb mexay yctponcteamm GW1 n Client1. Yctpowctso Client1 cmoxeT
obwartbes no sawwmweHHomy kaHany (VPN) ¢ yctporncteamu us nogcetn SN1 (B yactHoctu ¢ IPHost1). Agpec
MOBUNBHOrO KNMEHTa HEeW3BeCTeH 3apaHee — KIMEeHT HaxoauTcs 3a auvHamudeckum NAT-om. B xoge
MOCTPOEHMS 3aLUMLLEHHOIO COeANHEHMS MOOUNbHBIN KMWEHT noryyaeT agpec U3 3apaHee onpenerieHHoro Ha
winto3e nyna.

B pamMkax gaHHoro cueHapwvsi ons ayteHTudmrkaumMm napTHepbl OyayT NCnonb3oBaTb cepTUdmKaThl.
MapameTpbl 3aLWNLLEHHOIO COEANHEHNS:
o |IKE napameTpsbl:

e AyTeHTudMKaUMs — Ha cepTudmkaTax oTkpbiToro kntova LM no CTE 34.101.45-2013;

e Anroput™ wudposanusa — CTb 34.101.31-2011 (pas3aen 6.4);

e AnropuTtm BblumcneHms xew-dyHkumn — CTb 34.101.31-2011 (pa3gen 6.9);

e [lpoTokon cornacoBaHus Knoyen — npotokon Auddpu-XennmaHa Ha annuntudeckux kpusbix (CTB
34.101.66.2-2014).

o |IPsec napameTpbl:
e  TyHHenbHbLIN pexum, npotokon ESP:
e Anroputm wudpposanusa — CTb 34.101.31-2011 (pasgen 6.4);
e Anroputm koHTpons uenoctHoctn — CTh 34.101.31-2011 (pasgen 6.6).

Cxema cteHga (PucyHok 1):
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Hactpouka cteHaa

Hactpouka wnto3a 6esonacHoctn GW1

HacTtporiky HauHuTe co wnto3a 6esonacHocTn GW1. Bce HacTporiku npomsBoaaTcsa Yyepes nokanbHy KOHCOMb
unu yganeHHo (SSH ¢ npaBamu cynepnonb3oBaTens) no A0BEPEHHOMY KaHary CBS3U.

MHMumanmsaums wrno3a  onucbiBaeTcd B gokymeHTaumm Ha [1AK  «Bel VPN  Gate 4.5» -
bel vpn_gate 45 userguides («PykoBoacTBo nonb3oBatens. Hactpownka», pasgen «Huyunanusauua MNMAK Bel
VPN Gate npu nepBomM cTapTe»).

B gaHHOM cueHapun ans  ayTeHTudmKaumm MCMomnb3yloTca cepTudmkatbl. [ns  KOppekTHOM paboThl
Heobxoammo 3apeructpupoBaTb ceptudmkat CA (YL) u nokaneHbIn cepTudmkar.

B paHHOM cueHapuu cnucok oTo3BaHHbIX cepTudmkatoB (CRL) He wucnonb3yetrca u OyaeT OTKMIOYEH.
UHdopmauuio 06 ucnonb3zosaHunm CRL mMoxHo Hantu B gokymeHtauumm Ha [MAK «Bel VPN Gate 4.5» —
bel vpn gate 45 cisco-like («PykoBoactBo nonb3oBatens. Cisco-like komaHabl», pasgen «KomaHgbl ans
paboTbl ¢ cepTudmKkaTammny).

Hactponka nHrepdeicos

IP-agpeca ans nHTepdencoB pekoMeHaYeTCs HAaCTPOUTb Yepea Cisco-like KoHcorb.

1. [nsa Bxoga B KOHCONMb 3anycrturte cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.
2. Tllepengnte B peXXUM HAaCTPOMNKN:

belvpngate#conf t
Enter configuration commands, one per line. End with CNTL/Z.
3. B HacTtpomkax uHtepdgencos 3agante IP-agpeca:

belvpngate (config) #interface GigabitEthernet 0/0
belvpngate (config-if) #ip address 192.168.1.1 255.255.255.0
belvpngate (config-if) #no shutdown

config-if) #exit

(

(

(

belvpngate (
belvpngate (config) #interface GigabitEthernet 0/1

(

(

(

belvpngate (config-if) #ip address 192.168.100.1 255.255.255.0
belvpngate (config-if) #no shutdown
belvpngate (config-if) #exit

4. 3apanTte agpec LWo3a No yMON4aHumio:

belvpngate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2

5. Beingure u3 cisco-like nHtepdenca:

belvpngate (config) #end
belvpngatefexit

dopmMupoBaHue 3anpoca U perucTpauus ceptudukara

Ons pernctpauun CA ceptudmkaTta (ceptudmkata YLI) Heo6xoamMmMo BeINOMHUTL cregyowme OENCTBUS:

1. YcraHoBuTe npasuiibHoe CUCTEMHOE BpeEMA.

root@belvpngate:~# date MMDDHHmmYYYY

MM — MecsL;
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DD — OEHb;
HH — yachl;
mm — MUHYTbI;
YYYY —roa

Mpvmep ycTaHOBKM AaThl:

root@belvpngate:~# date 042013152016
Wed Apr 20 13:15:00 UTC 2016

[aHHas 3anuck cootsetcTByeT 20 anpens 2016 roga 13:15.
2. Cospavite nanky /opt/certs:

root@belvpngate:~# mkdir /opt/certs
3. C03ﬂ,al7|Te KOHTeIZHep Ha Krn4eBOM HOCUTENE!
root@belvpngate:~#/opt/Avset/bin/cryptocont n -n=KOHTENHep -pP=Napoib

KOHmMelHep — Ha3BaHWe CO34aBaeMOro KoHTewHepa, Ans co3ganust Ha HKW (HocuTene
kntoyeBon nHcbopmauun) JOIMKHO cogepxaTtb B Havane Ha3BaHusi npedukc “av:”;

napoJsib — naponb (PIN) pgns poctyma K HOCUTENIO  KNOYEBOW  MHGOpMaUMm
AvPass/AvBign.

Mpumep cosgaHuns KpunTokoHTenHepa Ha HKWL:
root@belvpngate:~#/opt/Avest/bin/cryptocont n -n=av:container -p=12345678

4. CdhopmupynTe 3anpoc Ha cepTudukar.

root@belvpngate:~#/opt/Avset/bin/cryptcont r -n=koHTelHep -p=naposs -cn=CommonName -
c=BY -o=0OrgName -t=0rgUnitName 7f=nymb_x_¢aﬁny

KOHmMeUuHep — Ha3BaHuVe KOHTeWHepa, CO34aHHOro Ha npeasiayLem Lare;

napor’sib — naponb (PIN) onsa goctyna K HocUTeno KNio4eBon MHopmaumm;
CommonName — ngeHTUdUKATOP YCTPONCTBA;

OrgName — HaMMeHOBaHWe opraHusauum;

OrgUnitName — HanMeHoBaHue nogpasgeneHuns;

nymb_k_c¢hbalsly — nyTb K panny C co3gaBaemMbiM 3anpocoM, PEKOMEHOYETCsl YKa3blBaTb

pacwmpeHue “req”.

Mpumep cosnaHua 3anpoca:

root@belvpngate:~#/opt/Avest/bin/cryptocont r -n=av:container -p=12345678 -cn=GW1l -
c=BY -o=S-TerraBel -t=Research -f=/opt/certs/GWl.req

5. Tlepepavite nony4eHHbIn 3anpoc ceptudukata B YL, n nonyunte dann ceptudumkarta (c pacwmperHvem p7b
unu cer).
Ecnu Bbl nonyuunu dann ceptudukaTta B popmate p7b, BbINONHUTE SKCNOPT B OTAENbHbIE cer channbl.

6. [ocTtaBbTe hainbl cepTudumkaTor Ha LLUno3 6e3onacHOCTM B NpeaBapuUTENbHO CO30aHHbIA Ha HEM KaTanor
/opt/certs. [Ona pocTaBkM MOXHO BOCMOMb30BaTbCA YTUMAMTOW pscp.exe u3 naketa Putty, npumenus
KomaHay:

pscp -P 22 mcxomuemi Qai rootRampec mumosa:/nyTe_x_dainy
Ucxo0HbIl ¢halin — nyTb K hanny cepTudukara;
adpec_uwio3a — ceTeBon agpec LUnto3a;
nyms_k_gbalisly — NOMHbIA NyTb A8 coxpaHeHust chavina Ha Lnto3se.

Mpumep nepepayun danna Ha LLnto3 6esonacHocTy:

pscp -P 22 D:\ca.cer root@192.168.1.1:/opt/certs
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Store key in cache? (y/n)
root@192.168.1.1"'s password:

BaxHo: Cpega nepegaym B 9TOM criydyae JoskHa ObiTe goBepeHHon. OnvcaHue co3gaHus JOBEPEHHON cpeabl
yepe3 HeAOBEpeHHble KaHanbl CBSA3M CMoTpuTe B AokymeHTaumm Ha [MAK «Bel VPN Gate 4.5»
bel vpn gate 45 userguides («PykoBogcTteo nonb3oBatend. Hactporika», pasgen «lloctpoeHne VPN TyHHens
Mexay wro3om GesonacHocTn Bel VPN Gate 4.5 n paboyMm mecTtoM agMUHUCTpaTopa ANns yAaneHHOW
HaCTPOWKM LLUI03ay).

7. BbinonHute nmnopt ceptudmkarta YL B 6a3y LLnto3a ncnonesysa ytunuty cert_mgr:
root@belvpngate:~# cert mgr import -f nyTe x damnny -t
nymb_k_gbalisly — nonHel NyTb K dpanny ceptudukarta YL
Mpumep nmnopTa:

root@belvpngate:~# cert mgr import —-f /opt/cert/UC.cer -t
1 OK C=BY,L=Minsk,0=S-TerraBel, OU=Research, CN=UC

8. BbINnonHWTE MMMNOPT NOKanNbLHOro (NMU4YHoro) ceptudmkata B 6asy LLniosa:
root@belvpngate:~# cert _mgr import -f myTs_x_panny -kc konTemHep -kcp naposus
nymb_k_gbalisly — nonHbIn NyTh K hanny ceptucpmkata YL,
KOHmMeUuHep — HasBaHWe KOHTeWHepa, CO34aHHOro paHee;
naposnb — napornb Ans 4OCTyna K KNio4eBOMY HOCUTEMO UHopMmaLmu.
Mpumep nmnoprTa:

root@belvpngate:~#cert mgr import -f /opt/cert/GWl.cer -kc av:container -kcp 12345678
1 OK CN=GW1l,C=BY,0=S-TerraBel, OU=Research

9. BbiBeauTe CnMCoK cepTudukaToB, Haxogsawmxca B 6ase Lnwo3a, komangon cert_mgr show u npoBepbTe
Hanuyue 3anucen trusted um local:

root@belvpngate:~# cert mgr show
Mpumep BbIBOAA:!

root@belvpngate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=BY, L=Minsk,O0=S-TerraBel, OU=Research, CN=UC
2 Status: local CN=GW1, C=BY,O0=S-TerraBel, OU=Research

10. Y6enutechb 4TO BCe cepTUdUKaTbl akTUBHbI — CTaTyC cepTudmkaTa gOImKeH ObiThb active:
root@belvpngate:~# cert mgr check
Mpumep:

root@belvpngate:~# cert mgr check
1 State: Active C=BY,L=Minsk,0=S-TerraBel, OU=Research, CN=UC
2 State: Active CN=GW1l,C=BY,0=S-TerraBel,OU=Research

Co3aaHne NONUTUKM 6e30nacHOCTK
Mocne pernctpaumm ceptucmkatoB Heobxoaumo cosgaTtb nonuTuky GesonacHoctn ans GW1. Cospaatb
NONUTUKY pekoMeHAyeTCs B UHTepdence KoMaHAHOW CTPOKW. [N BXxoda B KOHCONb 3anycTuTe cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.
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BaxkHO: naporb MO yMONMYaHUo Heo6X0ANMO CMEHUTb.

1. TlepenauTe B peXxnm HACTPOWKM:
belvpngate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

2. CMeHuTe napoJsib Mo YMOJYaHWIo:

belvpngate (config) #username cscons password <mapoJib>

3. CMeHuTe HasBaHue LM3a:

belvpngate (config) #hostname GW1

4. 3apanTe TMN MAEHTUUKALNM:

GW1 (config) #crypto isakmp identity dn

5. BapanTte napametpbl ans IKE:

GW1 (config) #crypto isakmp policy 1

GW1 (config-isakmp) #hash belt

GW1 (config-isakmp) #encryption belt

GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

GW1 (config-isakmp) #fexit

6. Cospawnte Habop npeobpasoBaHu ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) #exit

7. 3apgaiite nyn, U3 KoToporo 6yaeT BblaaH aapec KIMEHTY:

GW1 (config) #ip local pool POOL 192.168.11.1 192.168.11.254

8. OnuwwuTe TpaduK, KOTOPbLI NNaHMpyeTcs 3almwaTth. [na aToro cosganTe paclUMpPeHHbIN CNCoK JoCcTyna:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 192.168.11.0 0.0.0.255
GW1 (config-ext-nacl) #exit

9. Cospgante AMHaAMNYECKYO KPUMNTO-KapTY:

GW1 (config) #crypto dynamic-map DMAP 1

GW1 (config-crypto-map) #fmatch address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beltdh
(
(
(

)

)

GW1 (config-crypto-map) #set pool POOL

GW1 (config-crypto-map) #reverse-route
)

GW1 (config-crypto-map) #fexit

10. MNMpuBsxUTE ANHAMUYECKYIO KapTy K CTaTU4ECKON:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp dynamic DMAP

11. MNpwuBsXNTE KPUNTO-KapTy K MHTepdency, Ha KoTopom ByaeTt TyHHenb:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP
GW1 (config-if) #fexit

12. OTtkntoumTe 06paboTky cnmncka oTo3BaHHbIX cepTudmkatos (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) #fexit
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13. Hactporika yctponctsa GW1 B cisco-like koHconu 3aBeplueHa. [lpu Bbixoge U3 KOHUrypauuoHHOro
pexvmMa NpoMCXOoauT 3arpyska KoHurypaumm:

GW1 (config) #end
GWl#exit

B MpunoxeHnu npeacTaBneH TEKCT cisco-like koHdurypauum ans wnoda GW1.

Hactponka mobunbHoro knuenta Client1

HacTporika MOBGUNbLHOro KNnueHTa COCTOUT U3 HECKOSbKMX 3TamnoB:

e (hopmMMpoBaHMWe 3anpoca 1 nosy4YeHne cepTudukara;
e (hopMMpOBaHME YCTAHOBOYHOIO MakeTa Ans LEeneBoro KNMeHTCKOro KOMMbIoTepa;
e yCTaHOBKa NakeTa Ha LieneBoM KMMEHTCKOM KOMMbloTepe.

Co3paBaTb YCTAHOBOYHBLIN MakeT MOXHO Kak Ha LeNieBOM KIMEHTCKOM KOMMbIOTEPE, Tak M Ha KOMMblOTepe
agMUHUCTpaTopa.

®opmupoBaHue 3anpoca U nonyyeHne ceptTudukara

Ccdhopmupywte 3anpoc Ha cepTudmkaT:

1. Cospaiite ampektoputo D:\certs:
2. CospaviTe KOHTEMHEP Ha KIMOYEeBOM HOCUTENE:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe n —-n=KOHTeNHEpP -pP=Hapoib

KOHmMelHep — HasBaHWe co30aBaeMoro koHTenHepa. Ona cosgaHusa Ha HKW (Hocutene
kntoyeBon nHcbopmauumn) JOJMKHO cooTBeTCTBOBaTH CrieyoLieMy LLabsoHy:

av:cepuriHei HoMep HKM:uMa KOHTeliHepa

naposb — naponb (PIN) pgna pgoctynma K HOCUTENIO  KIOYEBOW  MHpopmauum
AvPass/AvBign.

Mpumep co3gaHusa KpunTokoHTerHepa Ha HKWU:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe n
-n=av:AVP2050050257:client -p=12345678

3. CdopmupynTe 3anpoc Ha cepTudukar.

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r -Nn=KkOHTeMHep -pP=Napoib
—cn=CommonName -c=BY -o=OrgName -t=0OrgUnitName —f=nymb_x_¢aﬁny

KOHmMeUuHep — Ha3BaHWe KOHTEWHepa, CO34aHHOro Ha npeapiayLem Lare;

napor’sib —naponb (PIN) ang goctyna K HOCUTENIO KIYeBOn UHopmaunu;
CommonName - uageHTUdUKATOp YCTPOUCTBA;

OrgName — HaMMeHOBaHWe opraHusauuuy;

OrgUnitName — HaMMeHoBaHWe noapasaesieHns;

nyme_k_chalsly — nyTb K danny c cos3gaBaeMblM 3anpocoM, peKoMeHOyeTcsl YKasblBaTb

pacwmpeHune “req”.

lMpumep co3paHua 3anpoca:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r
-n=av:AVP2050050257:client -p=12345678 -cn=client -c=BY -0=S-TerraBel -t=Research
-f=D:\certs\client.req

4. TllepepanTe nony4deHHbIN 3anpoc ceptudukaTa B YL n nonyunte cpan ceptudpmkaTta (¢ pacwumperHmem p7b
unu cer).
Ecnu Bbl nonyunnu dann ceptudmkata B oopmate p7b, BbINONHMUTE 3KCNOPT B OTAENbHbIE Cer chansbl.

5. [octaBbTe hannbl ceptndukatoB Ha paboyee MeCTO agMMHMCTPATOpa B NMpeABapUTENbHO CO34aHHY0 Ha
Hem gunpekToputo D:\certs.
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‘ BaxHo: Cpefa nepefayum B 9TOM cryyae OormkHa ObITb I0BEPEHHON.

dopMMpOBaHMe YCTaHOBOYHOrO NakeTa [Ans LeNneBOro KIMEHTCKOro
KOMNbloTepa

Cospavite yctaHoBo4HbIN nakeT ans Client1.

1. Ha sknagke “Auth” BeinonHute cnegytowune aencrans (PucyHok 2):

B [AaHHOM CLeHapum WCnonb3yeTcs MeTon ayTeHTudukauum Ha ceptudumkatax — nyHkT “Use

certificate” BeibpaH no ymonyaHuio;

yKaxuTe nyTb Kk cepTudukaty YL n nonb3oBaTtensckoMy cepTudumkary;
oTMeTbTe NyHKT “Check consistency now” u HaxxmuTe KHomky “...”;

B nossuBlemca okHe BblbepuTe HyxHbIM kKOHTerHep (PucyHok 3), a 3aTtem BBeguTe naposnb K

CO3aHHOMY KOHTeNHepy B rpadpy “password”;

CkonupyinTte MMsi kKOHTenHepa m3 rpadbl “Container name” B rpady “User container name”; a 3atem

BBEAMTE Naporsib K CO30aHHOMY KOHTelHepy B rpady “password’;
B rpadpe “User identity type” BoibepuTe “DistinguishedName” (BbiGpaHO Mo ymonyaHuio).

-

3 el VPN Client AdminTool (av) - <No name>

Wk
Fa%

= - |

Eile Build Help

Set authentication method parameters

Auth | Firewall Rules ] IPsec Rules ] IKE ] IPsec ] LsP ] Settings ] License ] RNG container ]

* Use certificate (" Use preshared key
CA certificate: | CHN=\d0\2a'd0be\d1\80'd0\bd\d0 b 5 \d0 e 2\d0be \dOib s Yd1183% J
User certificate: | CM=dient,C=BY,0=5-TerraBel J
User container name: | av:client password:l s
Userdentty type: ] value:  [ON=ent,C=BY,0=5 T
[+ Check consistency now [ Copy container from admin computer
Container name: |EN:C"E|'1t password:l T—
L
[ Copy container
Source container name: password:l
Make package... ‘ Exit
" W
PucyHok 2
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' |
Container list ﬁ

Select container name

prdparams
av:dient

Cancel

PucyHok 3

2. Ha Bknagke “Firewall Rules” (PucyHok 4) MOXHO HacTpouTb npasuna duneTpauun tpaduka. B gaHHOM
CLEeHapum OCTaBMM HACTPOWKM NO YMOMYaHUo — paspeLlaTb BeCb TpaduK.

F N

?ff Bel VPN Client AdminTocl (av) - <No name> |
File Build Help
Auth IPzec Rules ] IKE ] IPzec ] LSP ] Settings ] License ] RMG comﬁiner]
[~ Refuse inbound TCP connections
Inbound filter (1 rule)
Cutbound filter (1 rule)
Inbound dassification (1 rule)
Qutbound dassification (1 rule)
Rule list:
Local IP Partner IP Services Action
Any Any Any Pass
I [oorn |
Add... Edit... | Remove |
Make package. .. ‘ Exit |
" =
PucyHok 4

3. Ha Bknagke “IPsec Rules” (PucyHok 5) go6aBbTe npaBuno gnsa Tpaduka, noanexaliero wmgposaHuio, |IP-
agpec Wn3a, ¢ KoTopbiM ByaeT NoCTpoeHo 3awmuieHHoe coeguHeHue (PucyHok 6). Tak ke oTMmeTbTe
nyHKT “Request IKECFG address”. [JobaBneHHoOe NpaBuio NogHUMUTE BBEPX.
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" -
'ﬂr Bel VPN Client AdminTool (av) - <No name> _— e

File Build Help

Auth I Firewall Rules IPsec Rules |IKE | IPsec I Lsp I Settings | License I RNG comﬁinerl

Add rules

Rule list:
Local IP Partner IP | Services | Action
Any 192.168.1.0/24 Any Tunnel(192. 168....
Arry Any Any Pass

Dawn

[

Edit... | Remove |

Make package. .. | Exit |

-_— ER—

PucyHok 5

e -
Edit Rule - 1 =5
o il

Set rule parameters

rLocal IP Addresses —Partner IP Addresses
* Any € Cuskom " Any % Custom
IP Address | Subnet Mask | IP Address | Subnet Mask |
192.168.1.0 255.255.255.0
i
|
Add... | Edit. .. I Remove | Edit... | Remove |
—Services and Protocols — Action
* Any = Custom IProhect using IPsec vl
Name | Ports | Tunnel IP Addresses of IPsec partner:

[™ Use random IP Address order

192.168.100.1 Up

Drown

HiG

Add... | Edit... | Removel

¥ Request IKECFG address

Add... | Edit. .. I Removel + More settings. ..

[~ Log packet matches

— S — e —

PucyHok 6

4. Ha Bknagke “IPsec” nogHumuTe BBEpX MpaBuUIlO, COOTBETCTBEHHO HACTPOEHHOMY Ha wno3e |Psec
Transform Set n BoiGepeTe “Group” — “BELTDH” (PucyHok 7).
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F ~

9 Bel VPN Client AdminTool (av) - <No name> |
File Build Help
Auth ] Firewall Rules ] IPzec Rules ] IKE IPsec ILSP ] Settings ] License ] RMG comﬁiner]
Set IPsec parameters
IPzec Proposal list:
AH Integrity ESP Encryption ESP Integrity
Mone CTE 34.101.31-2011(6.4) CTE 34.101.31-2011 (5.8)
Mone MULL CTE 34.101.31-2011 (6.8)
Mone CTE 34.101.31-2011(6.4) Mone
Group: - [ Add Proposals with AH
LifeTime of IPsec SA
| 3600 sec | 4603000 Kb
Make package. .. Exit
e
PucyHok 7

5. Ha Bknagke “License” BBegute nuueHaunto Ha npoaykT «Bel VPN Client-P 4.1».

6. CoxpaHuTe chann co3gaHHOro NpoekTa, Ha TOT Cryyan, ecnu 3axoTuTe B OyayuieM caenartb MOXOXWN
KNueHTckmi naket. [ing atoro Beibepute B MeHio “File” nyHKT “Save project”.

7. CreHepupynte KNnMeHTCKUi exe-tann, Haxkas kHonky “Make package...”.

8. BcTtaBbTe B KMWEHTCKAMN KOMMbIOTEP HOCUTENb C CEKPETHbIMM KYamu. YCTaHOBUTE Ha KITMEHTCKOM
KOMMbIOTEPE MONyYeHHbIV exe-ann n neperpysmTte KoMnoloTep (Ha onepaumoHHbIX cuctemax Windows 7 u
Windows 8 nepesarpy3ska He TpebyeTtcs).

9. B Tpee nosiButcs nkoHka «Bel VPN Client-P» (PucyHok 8). [inst Hayana paboTbl HEOOX0AMMO 3anOrMHUTCSA
(PucyHok 9). Mo ymonyaHuio naposnb OTCYTCTBYET, B AanbHENWeM ero MOXHO YCTaHOBUTb.

@

Hactpours...

PucyHok 8

42/ Bel VPN Client v4.1 - Login 5

Pleaze type your pazzword and click OF.
Seterra
B EL Pazzward: ||

kK | Cancel ‘ Change Pazsward. .

PucyHok 9
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Hactponka yctponctsa IPHost1

Ha yctponictBe IPHost1 3apante IP-agpec, a B KayecTBe LWM3a MO yMoOn4aHuioo ykaxute [P-agpec
BHYTpeHHero uHtepderica wnio3sa 6esonacHoctn GW1 — 192.168.1.1.

Hactponka yctponctea Router1

Ha yctporictBe Router1 Heobxogmmo HacTpouTb AuHamudeckmin NAT, koTopbii 6yaeT npeobpasoBbiBaTb
agpeca 13 nogcetn 10.10.10.0/24 Bo BHyTpeHHUN agpec 192.168.100.2 n HaobopoT.
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MpoBepka paboTocnocoOHOCTM CTeHAa

Mocne Toro, kak HaCTpOIzKa BCeX yCTpOVICTB 3aBepLlieHa, MHMLLMMpyVITe co3gaHune 3alneHHOro coegmHeHna.

Ha yctpovictee Client1 BbinonHWTe KOMaHay ping:
ping 192.168.1.100

OBbmMeH mnakeramu ¢ 192.168.1.100 nmo c¢ 32 GamraMu IJaHHEBIX:
OrBeT or 192.168.1.100: umcso Ganr=32 Bpema=l666mMc TTL=62
OrBeT or 192.168.1.100: umcyio Ganr=32 Bpemsa=2Mc TTL=62
OrBeT or 192.168.1.100: umcyo Ganr=32 Bpema=3mc TTL=62
OrBeT oT 192.168.1.100: umcio Bamr=32 Bpema=8mc TTL=62

Cratuctuxka Ping nmms 192.168.1.100:
[lakeToB: oOTHpaBjieHo = 4, nojgydeHo = 4, norepsHo = 0
(0% moTepn)
[IpuBIM3UTENbHOE BpPEeMA INpMeMa-INIepeladyr B MC:
MyHMManbHOEe = 2Mcek, MakcumanbHoe = 1666 mcek, CpenmbHee = 419 mcex

B pesynbtaTe BbINOMHEHUSA 3TOW KOomaHabl Mexay yctponctBamu Clientl n GW1 6yget yctaHoBneH VPN
TYHHerb.

Y6eaoutbcsa B 3ToM MOXHO Ha ycTporicTee Clientl B nporpamme VPN SA Monitor:

—I1SAKMP S4

& | In] I Local IP Addresszes | Local port | Fartner IP Addressesl Partrer port | State I Sent bytes | Received bytes I
1 2 10.10.10.100 500 1921681001 500 ready 3484 1968

IPSec SA

& | In] I Local IP Addresszes | Local port | Fartrer IP .-’-‘n.ddlessesl Fartner port | Frotocol | Achion | Type | Sent bytes | Received butes |
1 2 192.168.11.1 any 192168.1.0-192.1...  any any ESP tunnel 256 256

Update timeout [SEC]ZI Zjl Refresh | Cloze |

PucyHok 10

Tak >xe B 3TOM MOXHO ybeanTbcst Ha ycTporctee GW1, BbINOMHUB KOMaHAy:
root@GWl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 1 (192.168.100.1,500)-(10.10.10.100,500) active 1968 3484

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.1.0-192.168.1.255,*)-(192.168.11.1,*) * ESP tunn 192 192
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MpunoxeHue

Tekct cisco-like koHdurypauuu ana wnro3sa GW1

|
version 12.4
no service password-encryption
!
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
|
i
hostname GW1
enable password csp
!
!
g
logging trap debugging
|
g
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
|
ip local pool POOL 192.168.11.1 192.168.11.254
!
crypto ipsec transform-set TSET esp-belt esp-belt-mac
|
ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.11.0 0.0.0.255
|
1
crypto dynamic-map DMAP 1
match address LIST
set transform-set TSET
set pfs beltdh
set pool POOL
reverse-route
!

crypto map CMAP 1 ipsec-isakmp dynamic DMAP
!

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface GigabitEthernet0/1

ip address 192.168.100.1 255.255.255.0
crypto map CMAP

!

interface GigabitEthernet0/2

no ip address

shutdown

!

interface GigabitEthernet0/3

no ip address

shutdown
l}
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|
ip route 0.0.0.0 0.0.0.0 192.168.100.2

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAAL1B275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAAL1B27530

009B097DD81A81CFC792664AACOE6908587195AE17A5D526DE196CBOD5SB7E713
ESDO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F
quit

|

end
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