Bepcus 4.5 Mpumep ucnonb3oBaHUs Pepakumsa 1

NocTtpoeHne VPN TyHHensa mexay WNO30M
6e3onacHocTu «Bel VPN Gate» u
MoounbHbIM KnneHTtom «Bel VPN Client-P»
O0e3 Bblgaym agpeca M3 nyna

OnucaHue cTeHAaa.

CueHapuii MnnlCTpUpyeT MNOCTPOEHME 3alUULLEHHOro coeauHeHus Mmexay noaceTtbto SN1, 3awwmiaemon
wo3om 6esonacHoctn «Bel VPN Gate», n mobunsHbiM knveHTom «Bel VPN Client-P» (yctponctso Client1).
Ons 3awwmtel 6yaet noctpoeH VPN TyHHenb mexay yctponcteamn GW1 n Client1. Yctpoinctso Client1 cmoxeT
obwatbes no sawmweHHomy kaHany (VPN) ¢ yctporctBamu us nogcetn SN1 (B yactHocTh ¢ IPHost1). Agpec
MOOMMBHOrO KNMeHTa N3BeCTEH 3apaHee.

B pamMkax gaHHoro cueHapwvs ons ayteHTudukaumMm napTHepbl OyayT ncnonb3oBaTtb cepTudmkarhbl.
MapameTpbl 3aLWNLLEHHOTO COEANHEHNS:
o |IKE napameTpsbl:

e AyTeHTudUKaUMs — Ha cepTudmkaTax oTkpbiToro kntova UM no CTE 34.101.45-2013;

e Anroputm wudgpoBaHusa — CTb 34.101.31-2011 (pa3gen 6.4);

e AnropuTm BbluMcneHust xew-gyHkumn — CTb 34.101.31-2011 (pa3gen 6.9);

o [IpoTokon cornacosaHus knoyen — npotokon Auddu-XennmaHa Ha annuntudeckux kpmebix (CTB
34.101.66.2-2014).

¢ |IPsec napameTpbi:
e TyHHenbHbIV pexum, npotokon ESP:
e Anroputm wudpposanusa — CTb 34.101.31-2011 (pasgen 6.4);
e Anroputm koHTpons uenoctHoctn — CTh 34.101.31-2011 (pasgen 6.6).

Cxema cteHga (PucyHok 1):
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Hactpouka cteHaa

Hactpouka wnto3a 6esonacHoctn GW1

HacTtporiky HauHuTe co wnto3a 6esonacHoctn GW1. Bce HacTporiku NnponsBoasTCs Yepes NokKarbHY KOHCOIb
unu yganeHHo (SSH ¢ npaBamu cynepnonb3oBaTens) no A0BEPEHHOMY KaHary CBS3U.

MHnumanmsauus wrno3a  onucbiBaeTcd B gokymeHTaumm Ha [MIAK  «Bel VPN Gate 4.5» -
bel vpn_gate 45 userguides («PykoBoacTBo nonb3oBatensi. Hactponka», pasgen «Huyunanusauua MNMAK Bel
VPN Gate npu nepBomM cTapTe»).

B gaHHOM cueHapun ans  ayTeHTudmkaumm umcnonb3yTca cepTudpmkatbl. Ona  KoppekTHom paboThl
Heobxoammo 3apeructpupoBaTb ceptudmkat CA (YL) u nokaneHbIn cepTudmkar.

B paHHOM cueHapum cnucok oTo3BaHHbIX cepTudmkatoB (CRL) He wucnonb3yetrca uM OyaeT OTKIOYEH.
UHdopmauuio 06 ucnonbszosaHum CRL moxHo Hamtu B gokymeHTaumm Ha [MAK «Bel VPN Gate 4.5» —
bel vpn gate 45 cisco-like («PykoBogcTtBo nonb3oBaTens. Cisco-like komaHgbl», pasgen «KomaHgbl Ans
paboTbl ¢ cepTudmKkaTammy).

Hactponka nHrepdeicos

IP-agpeca ans nHTepdencoB pekoMeHaYeTCs HAaCTPOUTb Yepea Cisco-like KoHcorb.

1. [nsa Bxoga B KOHCONMb 3anycrturte cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.
2. Tllepengnte B peXXUmM HaCTPONKN:

belvpngate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

3. B HacTtpomkax uHtepdgencos 3agante IP-agpeca:

belvpngate (config) #interface GigabitEthernet 0/0

belvpngate (config-if) #ip address 192.168.1.1 255.255.255.0
belvpngate (config-if) #no shutdown

belvpngate (config-if) ffexit

belvpngate (config) #interface GigabitEthernet 0/1

belvpngate (config-if) #ip address 192.168.100.1 255.255.255.0
belvpngate (config-if) #no shutdown
belvpngate (config-if) #exit

4. 3apanTte agpec LWo3a No yMON4aHumio:

belvpngate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2

5. Beimgure us cisco-like nHtepdeica:

belvpngate (config) #end
belvpngatefexit

dopmMupoBaHue 3anpoca U perucTpauus ceptudukara

Ons pernctpauun CA ceptudmkaTta (ceptudukata YL) Heobxoammo BbINOMHWUTL Cneayolmne AeicTBUs:

1. YcraHoBuTe npasuiibHoe CUCTEMHOE BpeEMA.

root@belvpngate:~# date MMDDHHmmYYYY

MM — MecsL;
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DD — OEHb;
HH — yachl;
mm — MUHYTbI;
YYYY —roa

Mpvmep ycTaHOBKM AaThl:

root@belvpngate:~# date 042013152016
Wed Apr 20 13:15:00 UTC 2016

[aHHas 3anuck cootsetcTByeT 20 anpens 2016 roga 13:15.
2. Cospavite nanky /opt/certs:

root@belvpngate:~# mkdir /opt/certs
3. C03ﬂ,al7|Te KOHTeI?IHep Ha KI1lo4eBOM HOCUTENE!
root@belvpngate:~#/opt/Avset/bin/cryptocont n -n=KOHTENHep -pP=Napoiyb

KOHmMelHep — Ha3BaHWe CO34aBaeMOro KoHTewHepa, Ans co3ganust Ha HKW (HocuTene
kntoyeBon nHcbopmauun) JOIMKHO cogepxaTtb B Havane Ha3BaHusi npedukc “av:”;

napoJsib — naponb (PIN) pgns poctyma K HOCUTENIO  KNOYEBOW  MHGOpMaUMm
AvPass/AvBign.

Mpumep cosgaHuns KpunTokoHTenHepa Ha HKWL:
root@belvpngate:~#/opt/Avest/bin/cryptocont n -n=av:container -p=12345678

4. CdhopmupynTe 3anpoc Ha cepTudukar.

root@belvpngate:~#/opt/Avset/bin/cryptcont r -n=koHTelHep -p=naposis -cn=CommonName -
c=BY -o=0OrgName -t=0OrgUnitName 7f=nymb_x_¢aﬁny

KOHmMeUuHep — Ha3BaHuVe KOHTeWHepa, CO34aHHOro Ha npeasiayLem Lare;

napor’sib — naponb (PIN) onsa goctyna K HocUTeno KNio4eBon MHopmaumm;
CommonName — naeHTUdUKaTOp YCTPONCTBA;

OrgName — HaMMeHOBaHWe opraHusauum;

OrgUnitName — HanMeHoBaHue nogpasgeneHus;

nymb_k_c¢hbalsly — nyTb K panny C co3gaBaemMbiM 3anpocoM, PEKOMEHOYETCsl YKa3blBaTb

pacwmpeHue “req”.

Mpumep cosnaHua 3anpoca:

root@belvpngate:~#/opt/Avest/bin/cryptocont r -n=av:container -p=12345678 -cn=GW1l -
c=BY -o=S-TerraBel -t=Research -f=/opt/certs/GWl.req

5. Tlepepavite nony4eHHbIN 3anpoc cepTudukarta B YL, n nonyumte dann ceptudukara (¢ pacwmperHuem p7b
unu cer).
Ecnu Bbl nonyuunu dann ceptudukaTta B popmate p7b, BbINONHUTE SKCNOPT B OTAENbHbIE cer channbl.

6. [ocrtaBbTe chainbl ceptudmkaTtoB Ha LLUnNo3 6e3onacHoCTM B NpeaBapuUTENbHO CO34aHHbIA Ha HEM KaTaror
/opt/certs. [Ona pocTaBkM MOXHO BOCMOMb30BaTbCA YTUMAMTOW pscp.exe u3 naketa Putty, npumenus
KomaHay:

Pscp -P 22 mcxopHemi daryn rootampec mmosa:/nyTs K_bairy
Ucxo0HbIl ¢halisl — nyTb K channy cepTudukara;
adpec_uwio3a — ceTeBon agpec LUnto3a;
nyms_k_gbalisly — NOMHbIA NyTb A8 coxpaHeHust chavina Ha Lnto3se.

Mpumep nepepayun danna Ha LLnto3 6esonacHocTy:

pscp -P 22 D:\ca.cer root@192.168.1.1:/opt/certs
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Store key in cache? (y/n)
root@192.168.1.1"'s password:

BaxHo: Cpega nepegaym B 9TOM criydyae JoskHa ObiTe goBepeHHon. OnvcaHue co3gaHus JOBEPEHHON cpeabl
yepe3 HeAOBEepeHHble KaHanbl CBSA3M CMOTpuTe B AokymeHTaumm Ha [1AK «Bel VPN Gate 4.5»
bel vpn gate 45 userguides («PykoBogcTteo none3oBatend. Hactporika», pasgen «[loctpoeHne VPN TyHHenNsA
Mexay wro3om 6esonacHoctn Bel VPN Gate 4.5 n paboyMm MecToM agMuHMUCTpaTopa Ans yaaneHHoWn
HaCTPOWKM LUI03ay).

7. BbinonHute nmnopt ceptudpmkata YL, B 6a3y LLnto3a ncnone3ysa ytunuty cert_mgr:
root@belvpngate:~# cert mgr import -f nyTe_x_danny -t
nymb_k_gbalisly — nonHel NyTb K dpanny ceptudukarta YL
Mpumep nmnopTa:

root@belvpngate:~# cert mgr import -f /opt/cert/UC.cer -t
1 OK C=BY,L=Minsk,0=S-TerraBel, OU=Research, CN=UC

8. BbINnonHWTE MMMNOPT NOKanNbLHOro (NMU4YHoro) ceptudmkata B 6asy LLniosa:
root@belvpngate:~# cert _mgr import -f mnyrs_x_panny -kc konTeumHep -kcp naposus
nymb_k_gbalisly — nonHbIn NyTh K hanny ceptucpmkata YL,

KOHmMeUuHep — HasBaHWe KOHTeWHepa, CO3JaHHOro paHee. Ecnn KOHTEMHeEp XpaHWUTLCHA Ha
Krnoye, BBEAMTE CEPUINHBIN HOMEP Ktoya B hopmaTte

av:CepHMMHI HOMEp :HaBBaHME KOHTelHepa,
napoJsib — naposib Anda Aoctyna K Krn4eBoMYy HOCUTESTHO I/IH(*)OpMaLI,VIVI.

Mpumep nmMnoprTa:

root@belvpngate:~#cert mgr import -f /opt/cert/GWl.cer -
kc av:AVP012345678910:container -kcp 12345678
1 OK CN=GW1l,C=BY,0=S-TerraBel, OU=Research

9. BbiBeauTe cnMcok ceptudukaToB, Haxogsawmxca B 6ase Lnw3a, komaHgon cert_mgr show u nposepbTe
Hanuuue 3anucen trusted u local:

root@belvpngate:~# cert mgr show

Mpumep BbIBOAA:

root@belvpngate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=BY, L=Minsk, O=S-TerraBel, OU=Research, CN=UC
2 Status: local CN=GW1,C=BY, O0=S-TerraBel, OU=Research
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Co3pgaHue nonUTUKKN 6e30nacHoCTH

Mocne pernctpaunn ceptucpmkatoB Heobxoaumo cosgatb nonutuky 6GesonacHoctn ans GW1. Cospasatb
NONUTUKY peKoMeHayeTCsl B UHTepderice kKOMaHAHOW CTPOKW. [N BXoAa B KOHCOSb 3anycTuTe cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.

BaxHo: naposib Nno ymosn4aHuio HeobXxo4MMO CMEHUTb.

1. Tlepenante B peXnUM HaCTPONKM:
belvpngate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

2. CMeHuTe naposib Mo YMOJYaHuIo:

belvpngate (config) #username cscons password <napoJib>

3. CMeHuTe HasBaHue LWM3a:

belvpngate (config) #hostname GW1

4. 3apanTe TMN MAEHTUdUKALNM:

GW1 (config) #crypto isakmp identity dn

5. BapanTte napametpbl ans IKE:

GW1 (config) #crypto isakmp policy 1
GW1 (config-isakmp) #hash belt
GW1 (config-isakmp) #encryption belt

(
(
( )
GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

( )

GW1 (config-isakmp) #fexit

6. Cospawnte Habop npeobpasoBaHu ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) #exit

7. OnvwwuTe TpaduK, KOTOPbIN NNaHUpyeTCs 3awmats. [ins aToro cosgante pacluMpeHHbIn CNMCOK JOCTyna:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 host 10.10.10.100
GW1 (config-ext-nacl) #exit

8. CospganTte KkpunTo-KapTy:
GW1 (config) #crypto map CMAP 1 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

GW1 (config-crypto-map) #match address LIST

GW1 (config-crypto-map) #set transform-set TSET
GW1 (config-crypto-map) #set pfs beltdh

GW1 (config-crypto-map) #set peer 10.10.10.100
GW1 (config-crypto-map) #fexit

9. [lMpuBskuTe KPUNTO-KapTY K MHTEpdENnCy, Ha KOTOPOM ByAeT TYHHEnb:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP
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GW1 (config-if) #exit
10. OTtkniounTe 06paboTky cnmrcka oTo3BaHHbIX cepTudukatos (CRL):

GW1 (confiqg) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) #fexit

11. Hactporika yctponctea GW1 B cisco-like koHconu 3aBeplueHa. [lpu Bbixoge U3 KOHUrypaunoHHOro
pexuma NpouCcxXoauT 3arpyska KoHurypaumu:

GW1 (config) #end
GWl#exit

12. Y6eaoutechb 4To Bce cepTudUKaTbl akTUBHbI — CTaTyC cepTudumKkaTa AomKkeH ObiThb active:
root@belvpngate:~# cert mgr check
Mpumep:

root@belvpngate:~# cert mgr check
1 State: Active C=BY,L=Minsk,O0=S-TerraBel, OU=Research, CN=UC
2 State: Active CN=GW1l,C=BY,0=S-TerraBel,OU=Research

B MpunoxeHun npeacraBnieH TEKCT cisco-like koHdurypaumm ans wnosa GW1.

Hactponka mobunbHoro knuenta Client1

HaCTpOVIKa MOOBMIBHOrO KIMeHTa COCTOUT U3 HECKOSbKNX 3TaroB:

e dhopmMMpoBaHMe 3anpoca 1 noslyYeHne cepTudukara;
e (opMMpOBaHME YCTAHOBOYHOTO MakeTa Ans LerieBoro KIMEHTCKOro KOMIboTepa;
e yCTaHOBKa NakeTa Ha LeNeBOM KIMEHTCKOM KOMMbIOTEpeE.

CospaBaTtb yCTaHOBO‘-IHbIIZ nakeT MOXHO KaK Ha ueneBOM KIMMEHTCKOM KOoMNbikoTepe, TaK U Ha KoMMNbioTepe
agMUHUCTpaTopa.

dopmupoBaHue 3anpoca 1 nonyyeHne cepTudmkara

Cdopmupyinte 3anpoc Ha cepTudumkaT:

1. Cospante gupektoputo D:\certs:
2. CospaiTe KOHTENHEP Ha KNHYEBOM HOCUTENE:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe —N=KOHTEeMHep
—p=napoias
KOHmMeliHep — HasBaHWe co3jaBaeMoro KoHTeuHepa. Ansa cosgaHus Ha HKW (Hocutene

kntoyeBon nHcbopmauun) JOIMKHO cooTBeTCTBOBaTH CrieyoLieMy LabnoHy:

av:cepuriHeli HoMep HKM:uMa KOHTeliHepa

naposnb — naponb (PIN) pgns pgoctyna K HOCUTEN  Krw4yeBOoW WHopMaLmm
AvPass/AvBign.

Mpumep co3gaHusa KpunTokoHTerHepa Ha HKWU:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe n
-n=av:AVP2050050257:client -p=12345678

3. CdopmupynTe 3anpoc Ha cepTudukar.

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r -n=KkOHTeMHep -pP=Napoib
-cn=CommonName -c=BY -o=OrgName -t=OrgUnitName -f=nyTe_x_bdanny

KOHmMeuHep — Ha3BaHVe KOHTeNHepa, CO34aHHOro Ha npeaplayLem Lare;
napor’sb —naponb (PIN) ang goctyna K HOCUTENIO KIYeBOn UHopmaLnu;
CommonName - uaeHTUdUKATOP YCTPONCTBA;
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OrgName — HanMeHoOBaHWe opraHmnsauuu;
OrgUnitName — HaMMeHoBaHWe nogpasgerieHns;
nymb_k_c¢halsly — nyTb K dpannly C co3gaBaeMbiM 3anpocoM, PEKOMEHOYETCsl YKasblBaTb

pacwumpeHue “req”.

Mprmep cosnaHusa 3anpoca:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r
-n=av:AVP2050050257:client -p=12345678 -cn=client -c=BY -0=S-TerraBel -t=Research
-f=D:\certs\client.req

4. TlepepanTe nony4deHHbIN 3anpoc ceptTudukaTa B YL n nonyunte cdainn ceptudmkaTta (c pacwumperHmem p7b
Unu cer).
Ecnu Bbl nonyunnu dann ceptudmkata B opmate p7b, BbINONHUTE 3KCNOPT B OTAENbHbIE Cer dhansbl.

5. [octaBbTe hannbl cepTndmrkatoB Ha paboyee MeCTO agMUHMCTpaTopa B NpeaBapuTenibHO CO30aHHY Ha
HeM gunpekToputo D:\certs.

‘ BaxHo: Cpefa nepefayum B 9TOM cryyae AormkHa ObITb 10BEPEHHON.

dopMMpoBaHMe YCTaHOBOYHOrO NakeTa nAnf LeNeBOro KIWEHTCKOro
KOMMbIOTepa

Cospavite yctaHoBouHbIN nakeT gns Client1.
1. Ha Bknagke “Auth” BeinonHuTe cnegytowime gencreuns (PUcyHok 2):

e B [aHHOM CLEeHapuuM MCMonb3yeTcs MeTo4 ayTeHTMdMKauum Ha cepTudumkatax — MyHKT “Use
certificate” BbIOpaH No ymon4yaHuio;

® yKaxuTe NyTb k cepTndukaTy YL, n nonb3oBatenbLckoMy ceptudmkary;

e oTMeTbTe NyHKT “Check consistency now” n HaxXmuTe KHomnky “...”;

e B nossuBwemca okHe BbibepuTe HyxHbI KOHTelHep (PucyHok 4), a 3aTtem BBeguTe Maposb K
CO3aHHOMY KOHTENHepy B rpadyy “password”;

e CkonupyiTe nMs KOHTelHepa u3 rpadbl “Container name” B rpady “User container name”; a 3atem
BBeAMTEe Naporfb K CO30aHHOMY KOHTenHepy B rpady “password”;

e B rpade “User identity type” Bbibepute “DistinguishedName” (BbiGpaHo No yMonyaHuio).
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Auth | Frewal Rules | IPsecRules | IE | IPsec | LSP | Settings | License | RNG contaner |
Set authentication method parameters

% Use certficate " Use preshared key

CA certficate: [ =005 00 e 1180\ BAI0DS RO DZA0 P \dBS A1 ... |

User certificate: | O=cient, C=BY,0=5 Terratiel _]

User contaner name: I aviAVP2050050257:chent md-l S

User identity type: [o.swym Ll vake: lCN-dent,C-BY,O-S
[V Chedk consistency now ™ Copy container from admin computer

o e [sv:avP2050050257:chent _I password:| ****"**
™ Copy container

Source container name: l pusmrd:l

PucyHok 2

Container list E

Select container name

Container 1
Container2
Container3
prdparams
aviAVP2050050257: dient

819 |

PucyHok 3

2. Ha Bknagke “Firewall Rules” (PucyHok 4) MOXHO HacTpouTb npasuna dounbTpauum Tpadwuka. B gaHHom
CLieHapv1 OCTaBUM HACTPOWMKM MO YMOYaHUIO — paspeLuaTb BECb TpaduK.
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MpumMep Mcnonb3oBaHus

Pepakuus 1

-
'ﬂr Bel VPN Client AdminTocl (av) - <No name> | .

File Build Help

Auth IPzec Rules I IKE | IPzec I LSP I Settings | License I RMG comﬁinerl

™ Refuse inbound TCP connections

Inbound filter (1 rule)
Cutbound filter (1 rule)
Inbound dlassification (1 rule)
Outbound dassification (1 rule)

Rule list:
Local IP | Pariner IP Services Action
Any Any Any Pass

Dawin

|
E)

Add... Edit... | Remove |

Make package. .. | Exit

PucyHok 4

3. Ha Bknagke “IPsec Rules” (PucyHok 5) nobaBbTe npaBuno ans Tpaduka, nognexaiiero widposaHuto, IP-
agpec LWrn3a, C KOoTopblM OydeT MOCTPOEHO 3alimuieHHoe coepuHeHve (PucyHok 6). [JoGaBneHHoe
npaBuno NoOgHUMUTE BBEPX.

-
'::f Bel VPN Client AdminTocl (av) - <Mo name>

— - (S |

File Build Help

auth | Firewall Rules  IPsec Rules |IKE | IPsec I LsP I Settings | License I RMNG comainerl

Add rules

Rule list:
Local IP Partner IP | Services | Action
Any 192.168.1.0,/24 Any Tunnel(192.168....
Any Any Any Pass

Do

|
EZ)

Edit... | Remove |

Make package... | Exit

= —

PucyHok 5
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- .
Add Rule =5

Set rule parameters

Local IP Addresses Partner IP Addresses
+ Any " Custom " Any % Custom

IP Address Subnet Mask IP Address Subnet Mask

192.168.1.0 255.255.255.0
| | | Add... | Edit... | Remove |

Services and Protocols Action
+ Any {™ Custom Protect using [Psec =

Name | Ports | Tunnel IP Addresses of IPsec partner:

[~ Use random IP Address order

192.168.100.1

£ [<

Edit... | Remove|

™ Request IKECFG address

eSS

™ Log packet matches

Ok | Cancel |

PucyHok 6

4. Ha Bknagke “IPsec” nogHuMmnTe BBEpX MpaBuioO, COOTBETCTBEHHO HACTPOEHHOMY Ha wnio3e |Psec
Transform Set n BoiGepeTe “Group:” — “BELTDH” (PucyHok 7).

F N
' Bel VPN Client AdminToel (av) - <No name> | =k
Eile Build Help
Auth | Firewall Rules ] IPsec Rules ] IKE IPsec ILSP ] Settings ] License ] RNG conminer]
Set IPsec parameters
IPsec Proposal list:
AH Integrity ESP Encryption ESP Integrity
Mone CTE 34.101.31-2011(6.4) CTE 34.101.31-2011 (5.6)
Mone MULL CTE 34.101.31-2011 (5.6)
Mone CTE 34.101.31-2011(6.4) Mone
Group: - [ Add Proposals with AH
LifeTime of IPsec 5A
| 3600 sec | 4508000 Kb
| ]
Make package. .. Exit
=
PucyHok 7

5. Ha Bknagke “License” BBeguTe nuueHsnto Ha npoaykT «Bel VPN Client-P 4.1».
6. CoxpaHute hann CO34aHHOro MpoekTa, Ha TOT Crydvan, ecnv 3axoTute B Oygywem caenatb MOXOXWA
KNMeHTCKM nakeT. [nst aToro Bbidepute B MeHto “File” nyHKT “Save project”.
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7. CreHepupyiTe KNUEHTCKUIA exe-dhann, HaxaBs kHornky “Make package...”.

8. BcTaBbTe B KIMEHTCKWAM KOMMbIOTEP HOCUTENb C CEKPETHbIMW KroyYamu. YCTaHOBWUTE Ha KIMEHTCKOM
KOMMbIOTEPE MOSTyYEeHHbIN exe-ann n neperpysmTte kKoMmnbloTep (Ha onepaumoHHbIX cuctemax Windows 7 u
Windows 8 nepesarpyska He TpebyeTcs).

9. B Tpee nosiButcs nkoHka «Bel VPN Client-P» (PucyHok 9). [ins Havyana paboTbl He06X04MMO 3aMn0orMHUTLCS
(PvcyHok 10). No ymonyaHuio naponb OTCYTCTBYET, B AallbHENLLEM €70 MOXHO YCTaHOBUTb.

Hactpouts...

PucyHok 8

42| Bel VPN Client v4.1 - Login (=234

Pleaze type your pazzword and click OF.
Seterra
B EL Fagzwoard; ||

QK | Cancel ‘ Change Pazsword...

PucyHok 9

Hactpowka yctponctsa IPHost1

Ha yctpoinctee IPHost1 3apante IP-agpec, a B KadecTBe WIO3a MO yMoOn4yaHuoo Yykaxute |IP-agpec
BHYTpeHHero uHtepdelica wnio3a 6esonacHoctn GW1 — 192.168.1.1.

Hactponka yctponctsa Router1

Ha ycTtpowictBe Router1 Heobxogumo HacTpouTb IP-agpeca.
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MpoBepka paboTocnocoOHOCTM CTeHAa

Mocne Toro, kak HaCTpOIZKa BCeX yCTpOVICTB 3aBepLlieHa, MHMLlMMpyﬁTe co3faHue 3amnuieHHoOro coeanHeHus.

Ha yctpowictee Client1 BbinonHWTe KOMaHay ping:
ping 192.168.1.100

OBbmMeH mnakeramu ¢ 192.168.1.100 nmo c¢ 32 GamraMu IJaHHEBIX:
OrBeT oT 192.168.1.100: umcyio GamT=32 BpeMmsa=1749vc TTL=63
OrBeT oT 192.168.1.100: umcyno Gamr=32 Bpemsa=4mc TTL=63
OrBeT oT 192.168.1.100: umcyio Gamr=32 Bpemsa=3mc TTL=63
OrBeT oT 192.168.1.100: umcio Bamr=32 Bpemsa=3mc TTL=63

Cratucrtuka Ping mms 192.168.1.100:
[lakeToB: oOTHpaBjieHo = 4, nojgydeHo = 4, norepsHo = 0
(0% moTepn)
[IpuBIM3UTENbHOE BpPEeMA INpMeMa-INIepeladyr B MC:
MuHMManbHoOe = 3Mcek, MakcumanbHoe = 1749 mcekx, CpenmbHee = 439 mMcex

B pesynbTaTe BbINOMHEHUSA 3TOW KOomaHabl Mexay yctponctBamu Clientl n GW1 6yget ycraHoBneH VPN
TYHHerb.

Y6eaoutbcsa B 3ToM MOXHO Ha ycTporicTee Clientl B nporpamme VPN SA Monitor:

—ISAEMP 54,

M | 1] | Local IF Addrezzes | Local port | Fartrer IP Addressesl Fartrer port | State | Sent butes | Received byutes |
1 7 101010100 500 192.168.100.1 500 ready 3352 1884

|IPSec SA

M I 1] I Local IF .t'-\ddlessesl Local port | Partrer IP Addressesl Fartner port | Protocal I Action I Type | Sent byt I Receved bytes I
1 2 101010100 ary 192168.1.0-192.1...  any any ESP tunnel 256 256

Update timeout [SEC]:I 2j| Refrezh | Cloze |

PucyHok 10

Tak >xxe B aTOM MOXHO y6eanTbest Ha ycTponctee GW1, BbIMOMHUB KOMaHAy:
root@GWl:~# sa_mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 7 (192.168.100.1,500)-(10.10.10.100,500) active 1884 3392

IPsec connections:
Num Conn-id (Local Addr,Port)-(Remote Addr,Port) Protocol Action Type Sent Rcvd
1 2 (192.168.1.0-192.168.1.255,*)-(10.10.10.100,*) * ESP tunn 256 256
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MpunoxeHue

TekcT cisco-like koHdurypaumm ana wnrsa GW1

|
version 12.4
no service password-encryption
!
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
|
!
hostname GW1
enable password csp
|
!
logging trap debugging
!
!
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
!
crypto ipsec transform-set TSET esp-belt esp-belt-mac
!
ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 host 10.10.10.100
|
1
crypto map CMAP 1 ipsec-isakmp
match address LIST
set transform-set TSET
set pfs beltdh
set peer 10.10.10.100
|
interface GigabitEthernet0/0
ip address 192.168.1.1 255.255.255.0
!
interface GigabitEthernet0/1
ip address 192.168.100.1 255.255.255.0
crypto map CMAP
|
ip route 0.0.0.0 0.0.0.0 192.168.100.2
!
crypto pki trustpoint s-terra technological trustpoint
revocation-check none
crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAAL1B275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAAL1B27530

009B097DD81A81CFC792664AACIE6908587195AE17A5D526DE196CBOD5SB7E713
E9DO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F

quit
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end
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