Bepcus 4.5 Mpumep ucnonb3oBaHUs Pepakums 1

NocTtpoeHne VPN TyHHensa mexay WNO30M
6e3onacHocTu «Bel VPN Gate» un
MmoounbHbIM KnneHTom «Bel VPN Client-P»
C Bblga4yeu agpeca u3 nyna

OnucaHue cteHaa

CueHapuii MnnlCTpUpyeT MNOCTPOEHME 3alUULLEHHOro coeauHeHus Mmexay noaceTtbto SN1, 3awwmiaemon
wo3om 6esonacHoctn «Bel VPN Gate», n mobunsHbiM knveHTom «Bel VPN Client-P» (yctponctso Client1).
Ons 3awwmtel 6yaet noctpoeH VPN TyHHenb mexay yctponcteamn GW1 n Client1. Yctpoinctso Client1 cmoxeT
obwatbes no sawmweHHomy kaHany (VPN) ¢ yctporctBamu us nogcetn SN1 (B yactHocTh ¢ IPHost1). Agpec
MOBUNBHOTO KMMEHTa Heu3BeCTeH 3apaHee. B xoge nocTpoeHus 3alyWEeHHOro COoeuHEHUs MOOBUNbHbLIV
KMWEHT nony4aeT agpec 13 3apaHee onpeaerieHHoro Ha Ln3e nyna.

B pamMkax gaHHOro cueHapwvsi 4ns ayteHTudukaumm napTHepbl OyayT Ncnonb3oBaTtb cepTudmkaThb
MapameTpbl 3aLNLLEHHOIO COEANHEHNS:
o |IKE napameTpsbl:

e AyTeHTudMKaUMs — Ha cepTudmkaTax oTkpbiToro kntova ALUM no CTE 34.101.45-2013;

e Anroput™ wudposanusa — CTb 34.101.31-2011 (pasaen 6.4);

e AnropuTtm BblumcneHus xew-dyHkummn — CTb 34.101.31-2011 (pa3gen 6.9);

e [lpoTokon cornacoBaHus Knoyen — npotokon Auddpu-XennmaHa Ha annuntudeckux kpuebix (CTB
34.101.66.2-2014).

o |IPsec napameTpbl:
e TyHHenbHbLIN pexum, npotokon ESP:
e Anroputm wudposanua — CTb 34.101.31-2011 (pasgen 6.4);
e Anroputm koHTpons uenoctHoctn — CTh 34.101.31-2011 (pasgen 6.6).

Cxema cteHga (PucyHok 1):
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Hactpouka cteHaa

Hactpouka wnto3a 6esonacHoctn GW1

HacTtporiky HauHuTe co wnto3a 6esonacHoctn GW1. Bce HacTporiku NnponsBoasTCs Yepes NokKarbHY KOHCOIb
unu yganeHHo (SSH ¢ npaBamu cynepnonb30BaTerns) No JOBEPEHHOMY KaHarny CBSI3U.

MHuMumanmsauus  wrno3a  onucbiBaeTcd B gokymeHTaumm Ha [M1AK  «Bel VPN Gate 4.5» -
bel vpn_gate 45 userguides («PykoBoacTBo nonb3oBatensi. Hactpownka», pasgen «Huyunanusauua MNMAK Bel
VPN Gate npu nepBomM cTapTe»).

B pgaHHOM cueHapuu ansg  ayTeHTUdmkaumm umcnonb3ylTca ceptudumkatel. [Ons KOppekTHon paboTbl
Heobxoammo 3apeructpupoBaTb ceptudmkat CA (YL) u nokaneHbIn cepTudmkar.

B paHHOM cueHapuu cnucok oTo3BaHHbIX cepTudmkatoB (CRL) He wucnonb3yetrca u OyaeT OTKMIOYEH.
UHdopmauuio 06 ucnonbszosaHum CRL moxHo Hanmtu B gokymeHTaumm Ha [1AK «Bel VPN Gate 4.5» —
bel vpn gate 45 cisco-like («PykoBogcTtBo nonb3oBaTens. Cisco-like komaHabl», pasgen «KomaHwgbl Ans
paboTbl ¢ cepTudmKkaTammy).

Hactponka nHrepdeicos

IP-agpeca ans nHTepdencoB pekoMeHaYeTCs HAaCTPOUTb Yepea Cisco-like KoHcorb.

1. [nsa Bxoga B KOHCONMb 3anycrturte cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

Maponb No ymonyaHuio: csp.
2. Tllepengnte B peXXUmM HaCTPONKN:

belvpngate#conf t
Enter configuration commands, one per line. End with CNTL/Z.
3. B HacTtpomkax uHtepdgencos 3agante IP-agpeca:

belvpngate (config) #interface GigabitEthernet 0/0
belvpngate (config-if) #ip address 192.168.1.1 255.255.255.0
belvpngate (config-if) #no shutdown

config-if) #exit

(

(

(

belvpngate (
belvpngate (config) #interface GigabitEthernet 0/1

(

(

(

belvpngate (config-if) #ip address 192.168.100.1 255.255.255.0
belvpngate (config-if) #no shutdown
belvpngate (config-if) #exit

4. 3apanTte agpec LWo3a No yMON4aHumio:

belvpngate (config) #ip route 0.0.0.0 0.0.0.0 192.168.100.2

5. Beimgure us cisco-like nHtepdeica:

belvpngate (config) #end
belvpngatefexit

dopmMupoBaHKe 3anpoca U perucTpauus ceptTudukara

Ons pernctpauun CA ceptudmkaTta (ceptudmkata YL) Heo6xoamMmMo BeINOMHUTL cnepylowmne AeNCcTBUS:

1. YcraHoBuTe npasuiibHoe CUCTEMHOE BpeEMA.

root@belvpngate:~# date MMDDHHmmYYYY

MM — MecsL;
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DD — OEHb;
HH — yachl;
mm — MUHYTbI;
YYYY —roa

Mpvmep ycTaHOBKM AaThl:

root@belvpngate:~# date 042013152016
Wed Apr 20 13:15:00 UTC 2016

[aHHas 3anuck cootseTcTByeT 20 anpens 2020 roga 13:15.
2. Cospavite nanky /opt/certs:

root@belvpngate:~# mkdir /opt/certs
3. C03ﬂ,al7|Te KOHTeI?IHep Ha KI1lo4eBOM HOCUTENE!
root@belvpngate:~#/opt/Avset/bin/cryptocont n -n=KOHTENHep -pP=Napoiyb

KOHmMelHep — Ha3BaHWe CO34aBaeMOro KoHTewHepa, Ans co3ganust Ha HKW (HocuTene
kntoyeBon nHcbopmauun) JOIMKHO cogepxaTtb B Havane Ha3BaHusi npedukc “av:”;

napoJsib — naponb (PIN) pgns poctyma K HOCUTENIO  KNOYEBOW  MHGOpMaUMm
AvPass/AvBign.

Mpumep cosgaHuns KpunTokoHTenHepa Ha HKWL:
root@belvpngate:~#/opt/Avest/bin/cryptocont n -n=av:container -p=12345678

4. CdhopmupynTe 3anpoc Ha cepTudukar.

root@belvpngate:~#/opt/Avset/bin/cryptcont r -n=koHTelHep -p=naposis -cn=CommonName -
c=BY -o=0OrgName -t=0OrgUnitName 7f=nymb_x_¢aﬁny

KOHmMeUuHep — Ha3BaHuVe KOHTeWHepa, CO34aHHOro Ha npeasiayLem Lare;

napor’sib — naponb (PIN) onsa goctyna K HocUTeno KNio4eBon MHopmaumm;
CommonName — ngeHTUdUKATOP YCTPONCTBA;

OrgName — HaMMeHOBaHWe opraHusauum;

OrgUnitName — HanMeHoBaHue nogpasgeneHus;

nymb_k_c¢pbalsly — nyTb K panny C co3gaBaemMbiM 3anpocoM, PEKOMEHOYeTCsl YKa3blBaTb

pacwmpeHue “req”.

Mpumep cosnaHua 3anpoca:

root@belvpngate:~#/opt/Avest/bin/cryptocont r -n=av:container -p=12345678 -cn=GW1
-c=BY -o0=S-TerraBel -t=Research -f=/opt/certs/GWl.req

5. Tlepepavite nony4eHHbIn 3anpoc ceptudukata B YL, n nonyunte dann ceptudumkarta (c pacwmperHvem p7b
unu cer).
Ecnu Bbl nonyuunu dann ceptudukaTta B popmate p7b, BbINONHUTE SKCNOPT B OTAENbHbIE cer channbl.

6. [ocTtaBbTe chainbl cepTudukaTor Ha LLno3 6e3onacHoCT B NpeaBapuUTENbHO CO34aHHbIA Ha HEM KaTaror
/opt/certs. [Ona pocTaBkM MOXHO BOCMOMb30BaTbCA YTUMAMTOW pscp.exe u3 naketa Putty, npumenus
KomaHay:

pscp -P 22 wmcxomHeni daiin root@ampec mumosa:/nyTb kK _banmy

UcxoO0HbIl thalin — NyTb K (banny cepTudukaTa;
adpec_uwio3a — ceTeBon agpec LLnto3a;
nyms_k_ghatiny — MOMHLIN NYTb ANS coxpaHeHus danna Ha LWniose.

Mpumep nepepayun danna Ha LLnto3 6esonacHocTy:

pscp -P 22 D:\ca.cer root@192.168.1.1:/opt/certs
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Store key in cache? (y/n)
root@192.168.1.1"'s password:

BaxHo: Cpega nepegaym B 9TOM criydyae JoskHa ObiTe goBepeHHon. OnvcaHue co3gaHus JOBEPEHHON cpeabl
yepe3 HeAOBEepeHHble KaHanbl CBSA3M CMOTpuTe B AokymeHTaumm Ha [1AK «Bel VPN Gate 4.5»
bel vpn gate 45 userguides («PykoBogcTteo nonb3oBatend. Hactporikay», pasgen «[loctpoeHne VPN TyHHenNsA
Mexay wro3om 6esonacHoctn Bel VPN Gate 4.5 n paboyMm MecToM agMuHMUCTpaTopa Ans yaaneHHoWn
HaCTPOWKM LUI03ay).

7. BbinonHute nmnopt ceptudmkarta YL B 6a3y LLnto3a ncnonesysa ytunuty cert_mgr:
root@belvpngate:~# cert mgr import -f nyTe x damnny -t
nymb_k_gbalisly — nonHel NyTb K dpanny ceptudukarta YL
Mpumep nmnopTa:

root@belvpngate:~# cert mgr import -f /opt/cert/UC.cer -t
1 OK C=BY,L=Minsk,0=S-TerraBel, OU=Research, CN=UC

8. BbINnonHWTE MMMNOPT NOKanNbLHOro (NMU4YHoro) ceptudmkata B 6asy LLniosa:
root@belvpngate:~# cert _mgr import -f mnyrs_x_panny -kc konTeumHep -kcp naposus
nymb_k_gbalisly — nonHbIn NyTh K hanny ceptucpmkata YL,

KOHmMeUuHep — HasBaHWe KOHTeWHepa, CO34aHHOro paHee. Ecnn KoHTeWHep XpaHWMTbCS Ha
Krnoye, BBEAMTE CEPUIMHBIA HOMEP KNntoya B hopmarte

av:CepHMMHI HOMEp :HaBBaHME KOHTelHepa,

napons — naponb Ansa AocTyna K KIo4eBOMY HOCUTEN0 MHGIopMaLnK.
Mpumep nmMnoprTa:

root@belvpngate:~#cert mgr import -f /opt/cert/GWl.cer -
kc av:AVP012345678910:container -kcp 12345678
1 OK CN=GW1l,C=BY,0=S-TerraBel, OU=Research

9. BbiBeauTe CNMCOK cepTudukaToB, Haxogsawmxca B 6ase Lnw3a, komangon cert_mgr show u nposepbTe
Hanuuue 3anucen trusted u local:

root@belvpngate:~# cert mgr show

Mpumep BbIBOAA:

root@belvpngate:~# cert mgr show

Found 2 certificates. No CRLs found.

1 Status: trusted C=BY, L=Minsk, O=S-TerraBel, OU=Research, CN=UC
2 Status: local CN=GW1,C=BY, O0=S-TerraBel, OU=Research

Co3spaHue nonutukn 6e3onacHocTu
Mocne pernctpaumn ceptucmkatoB Heobxoaumo cosgaTtb nonutuky GesonacHoctn ans GW1. Cospaatb
NONUTUKY pekoMeHAyeTCH B UHTepdence KoMaHAHOW CTPOKW. [N BXoAa B KOHCONb 3anycTuTe cs_console:

root@belvpngate:~# cs console
belvpngate>en
Password:

HaponbnoymonanMm:csp

BaxHo: naponb No ymonyaHmio HeobxogmMmMo CMEHUTb.

1. TlepenauTe B peXxnm HACTPOWKM:
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10.

11.

12.

13.

belvpngate#conf t

Enter configuration commands, one per line. End with CNTL/Z.

CmeHuTe naposnb No yMOJN4aHUIo:

belvpngate (config) #username cscons password <mapoJjib>

CMeHnTe Ha3BaHue LWn3a:

belvpngate (config) #hostname GW1

3apanTe TMn naeHTudnKaunm:

GW1 (config) #fcrypto isakmp identity dn

Bapawnte napameTpbl ans IKE:

GW1 (config) #crypto isakmp policy 1

GW1 (config-isakmp) #hash belt

GW1 (config-isakmp) #encryption belt

GW1 (config-isakmp) #authentication belt-sig
GW1 (config-isakmp) #group beltdh

GW1 (config-isakmp) #fexit

Cospavite Habop npeobpasoBaHun ans IPsec:

GW1 (config) #crypto ipsec transform-set TSET esp-belt esp-belt-mac
GW1 (cfg-crypto-trans) #mode tunnel
GW1 (cfg-crypto-trans) #exit

3apaitTe nyn, U3 KoToporo 6yaeT BblAaH agpec KIUEeHTY:

GW1 (config) #ip local pool POOL 192.168.11.1 192.168.11.254

OnuwwTe Tpaduk, KOTOPbIV NaHUPyeTCa 3awmwaTh. [Ina aToro cosaaiTe paclUMPEHHbIN CNMCOK JoCTyna:

GW1 (config) #ip access-list extended LIST
GW1 (config-ext-nacl) #permit ip 192.168.1.0 0.0.0.255 192.168.11.0 0.0.0.255
GW1 (config-ext-nacl) #exit

Cospaiite ONHAMNYECKYH KPpUMTO-KapTy:

GW1 (config) #crypto dynamic-map DMAP 1
GW1 (config-crypto-map) #fmatch address LIST
GW1 (config-crypto-map) #set transform-set TSET

GW1 (config-crypto-map) #reverse-route

(
(
(
GW1 (config-crypto-map) #set pfs beltdh
(
(
GW1 (config-crypto-map) #exit

)
)
GW1 (config-crypto-map) #set pool POOL
)
)

npl/IBﬂ)Kl/ITe ONHaMUYeCKYI0 KapTy K CTaTU4eCKONn:

GW1 (config) #crypto map CMAP 1 ipsec-isakmp dynamic DMAP

MpuBSXKMUTE KPUNTO-KAPTY K MHTEpdeicy, Ha KOTOPOM ByaeT TyHHerb:

GW1 (config) #interface GigabitEthernet 0/1
GW1 (config-if) #crypto map CMAP
GW1 (config-if) ffexit

OTtknounte 06paboTKy cnmcka oTo3BaHHbIX cepTudukatos (CRL):

GW1 (config) #crypto pki trustpoint s-terra technological trustpoint
GW1 (ca-trustpoint) #revocation-check none
GW1 (ca-trustpoint) #fexit

Hactporika yctponctea GW1 B cisco-like koHconu 3aBeplueHa. [pu Bbixoge U3 KOHMUrypaumoHHOro
pexrmMa NpoMcxXoauT 3arpyska koHdurypaumm:

GW1 (config) #end
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GWl#exit
14. Y6eautech 4TO BCe cepTudmKaThl akTUBHbI — CTaTyC cepTudukaTta OOMmKeH ObiTh active:
root@belvpngate:~# cert mgr check
Mpumep:

root@belvpngate:~# cert mgr check
1 State: Active C=BY,L=Minsk,0=S-TerraBel,OU=Research, CN=UC
2 State: Active CN=GW1l,C=BY,0=S-TerraBel,OU=Research

B MpunoxeHnu npeacTaBneH TeKCT cisco-like koHdurypauum ans wnoda GW1.

Hactponka mobunbHoro knuenta Client1

HacTporika MOBGUNbLHOro KNnMeHTa COCTOUT U3 HECKOSbKMX 3TamnoB:

e hopMMpOBaHUE 3anpoca u nony4vyeHe ceptTudukaTa;
e (HOpMMPOBaAHUE YCTAHOBOYHOTO NakeTa Ans LeneBoro KIMeHTCKOro KoMnboTepa;
e yCTaHOBKa MakeTa Ha LieNleBOM KITMEHTCKOM KOMMbIOTEPE.

Cos3pgaBaTtb yCTaHOBOHHHﬂ NnakeT MOXHO KaK Ha uUefieBOM KIMMEHTCKOM KOMMbHTEpe, TaK U Ha KOMMNbKTEpe

agMmuHucTpaTtopa.

®opmupoBaHue 3anpoca U nonyyeHune ceptTudukara

Cdhopmumpywte 3anpoc Ha cepTudmkaT:

1. Cospanite gupektoputo D:\certs:
2. CospaviTe KOHTEWHEP Ha KINoYeBOM HocUTene:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe n —-n=KOHTENHEp -pP=I1apoib

KOHmMeUHep — HasBaHWe co3gaBaeMoro koHTemHepa. [Ona cosgaHua Ha HKW (Hocutene

kntoyeson nHdpopmauumn) JOIMKHO cooTBeTCcTBOBATH CriedyoLiemMy WabroHy:

av:cepurHeli HoMmep HKWM:uMa KOHTeMHepa

naporsb — naponb (PIN) pgns pgoctyna K HOCUTEM  Kro4yeBoW uHopMaLmm

AvPass/AvBign.

Mpumep co3gaHusa KpunTokoHTerHepa Ha HKWU:

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe n

-n=av:AVP2050050257:client -p=12345678

3. CdhopmupynTe 3anpoc Ha cepTudukar.

C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r -Nn=KOHTEMHep -pP=Napoib
—-cn=CommonName -c=BY -o=OrgName -t=OrgUnitName -f=nyTe_x_bdanny
KOHmMeUuHep — Ha3BaHWe KOHTeNHepa, CO34aHHOro Ha nNpeablayLlem Lware;
napoisib —naponb (PIN) ansa goctyna K HOCUTENIO KIMKYEBON UHpOpMaLInK;
CommonName — uaeHTMdUKaTOp YCTPOUCTBA;
OrgName — HaMMEeHOBaHWe opraHM3auuu;
OrgUnitName — HaMMeHoBaHWe nogpasgenieHns;
nyme_k_chalisly — nyTb K (panny C cosgaBaemMblM 3arnpocoM, pPeKOMeHOyeTCsl YKa3blBaTb
pacwupeHue “req”.
Mpumep cos3gaHma 3anpoca:
C:\Program Files\Bel VPN Client AdminTool av\cryptocont.exe r

-n=av:AVP2050050257:client -p=12345678 -cn=client -c=BY -o0=S-TerraBel -t=Research

-f=D:\certs\client.reqg
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4. TllepepanTe nonyyeHHbINn 3anpoc ceptudmkata B YL u nonyuute cann ceptudpmkata (¢ pacwumpeHmem p7b
Unu cer).
Ecnu Bbl nonyunnu dann ceptudmkata B opmate p7b, BbINONHUTE 3KCNOPT B OTAENbHbIE Cer dhansbl.

5. [octaBbTe hannbl cepTnudmkatoB Ha paboyee MeCTO agMUHMCTpaTopa B NpeaBapuTenibHO CO30aHHY Ha
HeM gnpekToputo D:\certs.

‘ BaxHo: Cpefia nepegayu B 3TOM criyvae JOMmKHa ObiTb JOBEPEHHOMN.

dopMupoBaHMe YCTaHOBOYHOrO MNakeTa [Anf LeNeBOro KIWEHTCKOro
KOMMbIOTepa

Cospavite yctaHoBo4HbIN nakeT gns Client1.
1. Ha sknagke “Auth” BbinonHute cnegytowmne genctenst (PucyHok 2):

e B [aHHOM CUEHapuuM MWCMonb3yeTcsa MeTod ayTeHTMduMKaumm Ha cepTudumkatax — MyHKT “Use
certificate” BbIOpaH No ymon4yaHuio;

® yKaxuTe NyTb k cepTndukaTy YL, n nonb3oBatenbLckoMy ceptudmkary;

e OoTMeTbTe NyHKT “Check consistency now” n HaxXmuTe KHomnky “...”;

e B nosBMBLUEMCS OKHe BbIOEPUTE HYXHbLIN KOHTeMHep (PucyHok 3), a 3aTeM BBeauUTe MNaposlb K
CO3aHHOMY KOHTeNHepy B rpadpy “password”;

o CkonupyihTte nMs KOHTelHepa u3 rpadbl “Container name” B rpady “User container name”; a 3atem
BBEAMTE Naporsib K CO30aHHOMY KOHTEWHepy B rpady “password”;

e B rpade “User identity type” Boibepute “DistinguishedName” (BbiGpaHo No ymMonyaHuio).

% Bel VPN Client AdminTool (sv) - <No name> ==Ec
File Build Help

Auth | Firewall Rules | IPsecRules | IE | IPsec | LSP | Settings | License | RNG contaner |

Set authentication method parameters
(% Use certficate " Use preshared key
CA cerbficate: [ { 0 Pe'd 1'30d0D DS D 0 Pe'd0y 3 _J
User certificate: I N =chent «5-Terralel |
User container name: [a;:.\'.vzosoosozs?:csem mwd,] eccces =
User identity type: [QSWW _v_] vakoe: ICN-dent,C-GY,O:S
[V Chedk consistency now [~ Copy container from admin computer
Container name: lav:AVPNS&JSJZS?:den'. _] Wmd;["""--
[~ Copy container
Source container name: password:l
Make package... ] Exyt
PucyHok 2
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w ud

Container list @

Select container name

Container 1
Container2
Container 3
prdparams
aviAVP 2050050257 dient

PucyHok 3

2. Ha Bknagke “Firewall Rules” (PucyHok 4) MOXHO HacTpouTb npasuna duneTpauun tpaduka. B gaHHOM
CLEeHapum OCTaBUM HACTPOWMKM NO YMOMYaHUIO — paspellaTb BeCb TpaduK.

F N

U gel VPN Client AdminTool (av) - <No name> = -
File Build Help
Auth IPzec Rules ] IKE ] IPzec ] LSP ] Settings ] License ] RMG comﬁiner]
[~ Refuse inbound TCP connections
Inbound filter (1 rule)
Cutbound filter (1 rule)
Inbound dassification (1 rule)
Qutbound dassification (1 rule)
Rule list:
Local IP Partner IP Services Action
Any Any Any Pass
Add... Edit... | Remove |
Make package. .. ‘ Exit |
L -
PucyHok 4

3. Ha Bknagke “IPsec Rules” (PucyHok 5) go6aBbTe npaBuno gnsa Tpaduka, noanexatiero wudposaHuto, IP-
agpec Wn3a, ¢ KoTopbiM ByaeT NoCTpoeHo 3awmuieHHoe coeguHeHue (PucyHok 6). Tak ke oTMmeTbTe
nyHKT “Request IKECFG address”. [JobaBneHHoe NpaBuio NogHUMUTE BBEPX.
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" -
'ﬂr Bel VPN Client AdminTool (av) - <No name> _— e

File Build Help

Auth I Firewall Rules IPsec Rules |IKE | IPsec I Lsp I Settings | License I RNG comﬁinerl

Add rules

Rule list:
Local IP Partner IP | Services | Action
Any 192.168.1.0/24 Any Tunnel(192. 168....
Arry Any Any Pass

Dawn

[

Edit... | Remove |

Make package. .. | Exit |

-_— ER—

PucyHok 5

e -
Edit Rule - 1 =5
o il

Set rule parameters

rLocal IP Addresses —Partner IP Addresses
* Any € Cuskom " Any % Custom
IP Address | Subnet Mask | IP Address | Subnet Mask |
192.168.1.0 255.255.255.0
i
|
Add... | Edit. .. I Remove | Edit... | Remove |
—Services and Protocols — Action
* Any = Custom IProhect using IPsec vl
Name | Ports | Tunnel IP Addresses of IPsec partner:

[™ Use random IP Address order

192.168.100.1 Up

Drown

HiG

Add... | Edit... | Removel

¥ Request IKECFG address

Add... | Edit. .. I Removel + More settings. ..

[~ Log packet matches

— — —— e —

PucyHok 6

4. Ha Bknagke “IPsec” nogHumuTe BBEPX MpaBuiio, COOTBETCTBEHHO HACTPOEHHOMY Ha wro3e |IPsec
Transform Set n BoiGepeTe “Group” — “BELTDH” (PucyHok 7).
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F ~

9 Bel VPN Client AdminTool (av) - <No name> |
File Build Help
Auth ] Firewall Rules ] IPzec Rules ] IKE IPsec ILSP ] Settings ] License ] RMG comﬁiner]
Set IPsec parameters
IPzec Proposal list:
AH Integrity ESP Encryption ESP Integrity
Mone CTE 34.101.31-2011(6.4) CTE 34.101.31-2011 (5.8)
Mone MULL CTE 34.101.31-2011 (6.8)
Mone CTE 34.101.31-2011(6.4) Mone
Group: - [ Add Proposals with AH
LifeTime of IPsec SA
| 3600 sec | 4603000 Kb
Make package. .. Exit
e
PucyHok 7

5. Ha Bknagke “License” BBegute nuueHaunto Ha npoaykT «Bel VPN Client-P 4.1».

6. CoxpaHuTe chann co3gaHHOro NpoekTa, Ha TOT cryyan, ecnu 3axoTuTe B Oygyllem caenaTb MOXOXUNA
KNueHTckmi naket. [ing atoro Beibepute B MeHio “File” nyHKT “Save project”.

7. CreHepupynte KNnMeHTCKUi exe-tann, Haxkas kHonky “Make package...”.

8. BcTtaBbTe B KMWEHTCKAMN KOMMbIOTEP HOCUTENb C CEKPETHbIMM KYamu. YCTaHOBUTE Ha KITMEHTCKOM
KOMMbIOTEPE MONyYeHHbIN exe-ann n neperpysmTte KoMnoloTep (Ha onepaumoHHbIX cuctemax Windows 7 u
Windows 8 nepesarpy3ska He TpebyeTtcs).

9. B Tpee nosiButcs nkoHka «Bel VPN Client-P» (PucyHok 8). [inst Hayana paboTbl HE0OX0AMMO 3anOorMHUTCSA
(PucyHok 9). Mo ymonyaHuio naposnb OTCYTCTBYET, B AanbHeNWeM ero MOXHO YyCTaHOBUTb.

@

Hactpours...

PucyHok 8

42/ Bel VPN Client v4.1 - Login 5

Pleaze type your pazzword and click OF.
Seterra
B EL Pazzward: ||

kK | Cancel ‘ Change Pazsward. .

PucyHok 9
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Hactponka yctponctsa IPHost1

Ha yctponictBe IPHost1 3apante IP-agpec, a B KayecTBe LWM3a MO yMoOn4aHuioo ykaxute [P-agpec
BHYTpeHHero uHtepderica wnio3sa 6esonacHoctn GW1 —192.168.1.1.

Hactponka yctponctsa Router1

Ha ycTponictBe Router1 Heobxogmmo HacTpouTb |IP-agpeca.
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MpoBepka paboTocnocoOHOCTM CTeHAa

Mocne Toro, kak HaCTpOIzKa BCeX yCTpOVICTB 3aBepLlieHa, MHMLLMMpyVITe co3gaHune 3alneHHOro coegmHeHna.

Ha yctpovictee Client1 BbinonHWTe KOMaHay ping:
ping 192.168.1.100

OBbmMeH mnakeramu ¢ 192.168.1.100 nmo c¢ 32 GamraMu IJaHHEBIX:
OrBeT or 192.168.1.100: umcso Ganr=32 Bpema=l666mMc TTL=62
OrBeT or 192.168.1.100: umcyio Ganr=32 Bpemsa=2Mc TTL=62
OrBeT or 192.168.1.100: umcyo Ganr=32 Bpema=3mc TTL=62
OrBeT oT 192.168.1.100: umcio Bamr=32 Bpema=8mc TTL=62

Cratuctuxka Ping nmms 192.168.1.100:
[lakeToB: oTopaBjieHo = 4, nojgydeHo = 4, norepsHo = 0
(0% moTepn)
[IpuBIM3UTENbHOE BpPEeMA INpMeMa-INIepeladyr B MC:
MyHMManbHOEe = 2Mcek, MakcumanbHoe = 1666 mcek, CpenmbHee = 419 mcex

B pesynbTaTe BbINOMHEHUSA 3TOW KOomaHabl Mexay yctponctBamu Clientl n GW1 6yget ycraHoBneH VPN
TYHHerb.

Y6eaoutbcsa B 3ToM MOXHO Ha ycTporicTee Clientl B nporpamme VPN SA Monitor:

—I1SAKMP S4

& | In] I Local IP Addresszes | Local port | Fartner IP Addressesl Partrer port | State I Sent bytes | Received bytes I
1 2 10.10.10.100 500 1921681001 500 ready 3484 1968

IPSec SA

& | In] I Local IP Addresszes | Local port | Fartrer IP .-’-‘n.ddlessesl Fartner port | Frotocol | Achion | Type | Sent bytes | Received butes |
1 2 192.168.11.1 any 192168.1.0-192.1...  any any ESP tunnel 256 256

Update timeout [SEC]ZI Zjl Refresh | Cloze |

PucyHok 10

Tak >xe B 3TOM MOXHO ybeanTbcst Ha ycTporctee GW1, BbINOMHUB KOMaHAy:
root@GWl:~# sa mgr show
ISAKMP sessions: 0 initiated, 0 responded
ISAKMP connections:

Num Conn-id (Local Addr,Port)- (Remote Addr,Port) State Sent Rcvd
1 1 (192.168.100.1,500)-(10.10.10.100,500) active 1968 3484

IPsec connections:
Num Conn-id (Local Addr,Port)- (Remote Addr,Port) Protocol Action Type Sent Rcvd
1 1 (192.168.1.0-192.168.1.255,*)-(192.168.11.1,*) * ESP tunn 192 192
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MpunoxeHue

Tekct cisco-like koHdurypauuu ana wnro3sa GW1

|
version 12.4
no service password-encryption
!
crypto ipsec df-bit copy
crypto isakmp identity dn
username cscons privilege 15 password 0 csp
aaa new-model
|
i
hostname GW1
enable password csp
!
!
g
logging trap debugging
|
g
crypto isakmp policy 1
encr belt
hash belt
authentication belt-sig
group beltdh
|
ip local pool POOL 192.168.11.1 192.168.11.254
!
crypto ipsec transform-set TSET esp-belt esp-belt-mac
|
ip access-list extended LIST
permit ip 192.168.1.0 0.0.0.255 192.168.11.0 0.0.0.255
|
1
crypto dynamic-map DMAP 1
match address LIST
set transform-set TSET
set pfs beltdh
set pool POOL
reverse-route
!

crypto map CMAP 1 ipsec-isakmp dynamic DMAP
!

interface GigabitEthernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface GigabitEthernet0/1

ip address 192.168.100.1 255.255.255.0
crypto map CMAP

!

interface GigabitEthernet0/2

no ip address

shutdown

!

interface GigabitEthernet0/3

no ip address

shutdown
l}
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|
ip route 0.0.0.0 0.0.0.0 192.168.100.2

|

crypto pki trustpoint s-terra technological trustpoint
revocation-check none

crypto pki certificate chain s-terra technological trustpoint
certificate 4E4BOB11EFDB389E4E86244CDAAL1B275
30820216308201C5A00302010202104E4BOB11EFDB389E4E86244CDAAL1B27530

009B097DD81A81CFC792664AACOE6908587195AE17A5D526DE196CBOD5B7E713
ESDO7F4DC61F04CDBC87579FC44CE66D524CF742F2784805733F
quit

|

end
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